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Abstract

Background: Personal electronic health records (PEHRS) allow patients to view, generate, and manage their personal and
medical data that are relevant across illness episodes, such as their medications, allergies, immunizations, and their medical,
social, and family health history. Thus, patients can actively participate in the management of their health care by ensuring that
their health care providers have an updated and accurate overview of the patients’ medical records. However, the uptake of PEHRS
remains low, especially in terms of patients entering and managing their personal and medical datain their PEHR.

Objective: This scoping review aimed to explore the barriers and facilitators that patients face when deciding to review, enter,
update, or modify their personal and medical datain their PEHR. Thisreview also explores the extent to which patient-generated
and -managed data affect the quality and safety of care, patient engagement, patient satisfaction, and patients’ health and health
care services.

Methods: We searched the MEDLINE, Embase, CINAHL, PsycINFO, Cochrane Library, Web of Science, and Google Scholar
web-based databases, as well as reference lists of al primary and review articles using a predefined search query.

Results: Of the 182 eligible papers, 37 (20%) provided sufficient information about patients' data management activities. The
results showed that patientstend to use their PEHRS passively rather than actively. Patients refrain from generating and managing
their medical data in a PEHR, especially when these data are complex and sensitive. The reasons for patients passive data
management behavior were related to their concerns about the validity, applicability, and confidentiality of patient-generated
data. Our synthesis also showed that patient-generated and -managed health data ensures that the medical record is complete and
up to date and is positively associated with patient engagement and patient satisfaction.

Conclusions: The findings of this study suggest recommendations for implementing design features within the PEHR and the
construal of adedicated policy to inform both clinical staff and patients about the added val ue of patient-generated data. M oreover,
clinicians should be involved as important ambassadors in informing, reminding, and encouraging patients to manage the data
intheir PEHR.

(J Med Internet Res 2022;24(12):€37783) doi: 10.2196/37783
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Introduction

Background

The beginning of most outpatient consultationsis characterized
by physicians going over the personal and medical information
that is recorded in their patients persona electronic health
records (PEHRS). Thisincludesinformation about their patients
current health problems and information about their vital signs,
medication use, or known allergies. An up-to-date and accurate
overview of this personal and medica information gives
physicians a better sense of who is sitting in front of them and
allows them to make appropriate and safe treatment-related
decisionsthat correspond to their patients’ needs. In most cases,
clinicians are responsible for updating their patients' personal
and medical dataat the start of each consultation. However, this
task can take up to 40% of the physicians' time, which would
rather be spent on direct patient care [1,2]. Instead of only
physicians managing their patients’ personal and medical data
(core medical data), patients can also play arole by entering,
reviewing, and updating thisinformation in their PEHR before
or after each outpatient visit by themselves. Research shows
that this active patient engagement is associated with various
beneficial health-related outcomes, such as an increase in
patients self-care and medication adherence, improved
patient-physician relations, shared decision-making, and even
improved clinical outcomes for patients with chronic illnesses
[3-5]. It is for this reason that health care services strive to
engage patients in the self-entry and self-management of their
health care data by using technology such as patients PEHRs
[6].

Over the past decade, identifying what determines whether
patients are likely to engage with their PEHRs and how their
engagement affectstheir clinical care has been afrequent topic
of discussion [7-14]. The consensusisthat less than half of the
user population adopts a PEHR, and even less than one-third
of the users actually use their PEHR records and manage their
personal and medical data, with patients data management
declining asageincreases, lower digital skills, and being unable
to fully understand and use heath information in
treatment-related decisions [15-18]. Studies have also shown
that patients are less likely to self-manage their medical data
when they find it difficult or unpleasant to use the data
management tools [11,19-23] or when the practice is not
endorsed by their health care providers[21,24].

Although previous syntheses of the literature have been valuable
in identifying the scope and potential causes of patients
disengagement [7-10,13,14,25], they have some limitations.
First, the most recent review [10] synthesized knowledge from
studies published till 2018 and retrieved them from a very
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limited set of 3 databases. Second, previous reviews have
focused only on consumers' perceptions[7,10,13], patients aged
>50 years [14], randomized controlled trials [8], or English
publications[7,9,10,14], without providing an al-encompassing
view on the patient-, care-, and system-rel ated factorsthat drive
or prevent patients data management. Most importantly,
previousliterature refrainsfrom providing sufficient information
about patients' actual levels of engagement with their core
medical data in their PEHR. The facilitators of and barriers to
patients personal data management have previously been
considered in relation to patients’ (future) portal adoption or
access [25-27] or by basing patients' level of engagement on
log-in frequencies or the number of times they view a certain
page in their PEHR [7-10,12-14]. In these cases, we do not
know the extent to which patients who access their PEHR feel
coresponsible or “empowered” [28] to actually usetheir PEHR
in a meaningful way. We define meaningful use as patients
actively sharing, reviewing, updating, or modifying their
personal and medical datain their PEHR throughout their entire
carejourney (Figure 1). Our definition does not include patients
who only access their portal and passively view the recorded
information, but it does include patients who evaluate the
information recorded in their PEHR. Certainly, patients are
meaningfully using their PEHR when they closely examine
(evaluate) their core medical data and decide to leave the
information as it is, because they believe it to be correct and
complete (Figure 1). However, we know that PEHRs often lack
sufficient or up-to-date core medical information [29].
Therefore, in this review, our aim is to synthesize the existing
literature by focusing on instances in which patients take actual
action to provide or update their core medical data in their
PEHR. Thisfocus on data generation (sharing) and management
(updating and modifying) allowsus (1) to determinewhat drives
patients toward or prevents patients from maintaining an
up-to-date record and (2) to examine the associated impact that
this active data management has on patients' health and health
care—related services.

To identify what may drive patients toward or prevent patients
fromtaking on an active rather than apassiverole when it comes
to the management of their core medical data, we need to
identify not only the type of datamanagement activities patients
performwithin their portal but also the type of datathat patients
manage and how frequently they do so. Patients can engage
differently with their PEHR depending on the persona and
medical datathey wish to share or update. Patients may be less
inclined to share or update information about error-prone and
sensitive data elements than to share or update persona and
medical data that they are more confident or knowledgeable
about. To date, it remains unknown whether the type of core
medical information affects patients’ personal data management.
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Figure 1. Active patient engagement in terms of patients generating and managing their personal and medical data throughout their care journey. This
figure was partially replicated and adapted from Carman et a [30]. PEHR: personal electronic health record.
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Objectives

In this scoping review, we aimed to address the limitations of
previous syntheses by exploring the barriers and facilitators that
patients face when they decideto actively review, enter, update,
or modify their core medical data in their PEHR throughout
their carejourney (Figure 1). Weaimed to (1) identify the extent
to which patients feel motivated or coresponsible for sharing,
updating, and modifying their core medical datain their PEHR,
and (2) examine the extent to which this engagement with a
PEHR impacts the quality and safety of care and patients
satisfaction with the care delivered. Answersto these questions
will result in clear recommendations on how to maximally
stimulate active patient involvement with PEHRs.

Methods

Search Strategy and Eligibility Criteria

This scoping review was conducted and reported in accordance
with the PRISMA-ScR (Preferred Reporting Items for
Systematic Reviews and M eta-Analyses Extension for Scoping
Reviews [31]; Multimedia Appendix 1). The search protocol
was preregistered with the Open Science Framework [32]. In
April 2020, the MEDLINE (PubMed), Embase, CINAHL,
PsycINFO, Cochrane Library, Web of Science, and Google
Scholar web-based databases were searched to retrieve studies
concerning patients’ management of their core medical datain
an electronic patient portal. In March 2022, the MEDLINE
database was re-searched to retrieve records that were published
between April 2020 and March 2022. The reference lists of all
primary and review articles were hand searched. Literature
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reviews were excluded, but practice briefs, fact sheets, white
papers, and peer-reviewed publications (including conference
proceedings) that focused on any type of population or study
design (eg, qualitative, quantitative, or mixed methods studies)
were included. The databases were searched for English or
Dutch articles published between January 2000 and February
2020. We chose January 2000 asthe starting point of the search
because the 3 known early adopters of a web-based patient
portal, the Palo Alto Medical Foundation (“MyChart”), the Beth
Israel Deaconess Medical Center (“PatientSite”), and the Boston
Children’sHospital (“Indiva”), implemented their patient portals
between the end of 1999 and the beginning of 2000 [33]. Our
search strategy was developed in collaboration with an
experienced research librarian (Multimedia Appendix 2) and
targeted words related to electronic health records (eg, patient
portal and electronic health record) combined with Medical
Subject Headings terms related to patient engagement (eg,
patient participation, patient education, patient involvement,
and patient engagement) and the type of data being managed
(eg, medication reconciliation, medication verification, allergies,
and intoxications). To be included in the review, papers needed
to focus on patients who actively handled their personal and
medical data in a web-based patient portal (ie, entering,
updating, or modifying; Figure 1) and identify either patient-,
care-, or system-related determinants that influence this active
patient involvement, or focus on the (perceived or examined)
benefits or costs related to active patient involvement with a
PEHR. Articleswere excluded when they only included patients
management of their core medical data in a PEHR as a
secondary concept. Table 1 provides an overview of the
checklist for full articles.
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Item Inclusion

Report characteristics

Type of publication

Practice briefs, fact sheets, white papers, and peer-reviewed publications and conference proceedings.

Exclude when the articles are systematic or scoping reviews, meta-analyses

Date of publication
Study details

Type of study or intervention

Between 2000 and February 2020; MEDLINE: re-searched in March 2022

All types of studies are alowed to be included in this review (eg, randomized controlled trial, non-

randomized controlled trial, eval uation/usahility, experimental, cohort/longitudinal, developmental,

and pre-post design)
Type of health data being managed

Core medical data being managed in a personal electronic health record (eg, medication regimen,

vaccinations, allergies, medical and family history, and intoxications)

Population

Both patients and clinicians

Screening Rounds and Data Extraction

Theflowchart for theinclusion of articlesin the scoping review
is presented in Figure 2. The €eligibility screening and data
extraction form is presented in Multimedia Appendix 3.
Searching the databases resulted in 5313 records that were
imported into the reference manager, Mendeley (Elsevier). After
duplicates were removed, 4376 (5313/4376, 82%) unique
records were retained. The first author (DJD) used Mendeley
to screen theidentified records based on their titlesand abstracts.
A total of 45 (1%) additional records were identified through
the screening of reference lists. This initial screening resulted
in 509 records that were identified to be eligible for the review.
However, after thisinitial screening, it remained unclear what
kinds of activities patients performed within the PEHRSs.
Therefore, we diverged from our preregistered review protocol
by administering an additional screening round. In this round,
the first author (DJD) screened the Methods section of the 509
recordsto identify what kind of patient-generated medical data
activities were included. This screening method identified 7

https://www.jmir.org/2022/12/e37783

activities (Figure 2): active (ie, generating data, refilling, and
messaging), passive (ie, viewing and portal usewith health care
provider), and undefined data management activities (ie,
prospective use, portal access, log-in frequency, and portal
enrollment). Thefirst author (DJD) categorized therecordsinto
these 7 categories, and the second author (GGS) screened and
reviewed a subset (51/509, 10%) of these records. Both authors
discussed the screening method and the categorized subset until
a consensus was reached. After the screening of the Method
sections, 182 articles were found to be ligible for full-article
screening. Thefull texts of these 182 records were subsequently
screened by 4 authors (DJD, GGS, BM, and SP) in equaly
divided subsets. Thisresulted in 37 (20%) records that met the
criteriafor inclusion in this scoping review. Thefirst (DJD) and
second (GGS) authorsthen rated a subset of amix of inclusions
and exclusions, but no problematic cases were identified. The
first author (DJD) then commenced with extracting the data
from the 37 (20%) records according to the data extraction form
(Multimedia Appendix 3).
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Figure 2. Flowchart for the identification, screening, and inclusion of articles in this scoping review. PGHD: patient-generated health data; PEHR:

personal electronic health record.
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Results

Description of the Included Studies

The general characteristics of the 37 included records are
presented in Table 2. We rejected articles that only addressed
patients who passively reviewed their data without making
actual changes to their records (eg, the studies by Apter et al
[34] and Jhamb et al [35]). We categorized the included studies
as reporting on one or more of the following three categories
(Table 3) [33,36]: (1) information about patients portal use,
including the frequency of patients entering, updating, or

https://www.jmir.org/2022/12/e37783
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in relation to PGHD {n=1)

+ No detailed information about the type of
electronic health data or data management
activities is given (n=11)

« Conference article or PhD dissertation of
which the journal publication is included (n=4)

+ Full text not accessible (n=15)

« Deuble publication (n=1)

modifying their core medica data; (2) patient and provider
(perceived) facilitators of and barriersto the activities described
in the first category, including usability, prototyping, and pilot
studiesin which portal featuresor toolswere tested with specific
end users; and (3) theimpact of patients’ active involvement in
the management of their data on patient care, including studies
that focused on the quality of the data entered and the (perceived
or examined) effects of patient-generated or patient-managed
data on the quality, safety, cost-effectiveness, and patient or
health care provider satisfaction of health care services. In
further sections, we will report the findings of the included
studies based on these categories.
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Table 2. Study characteristics of the records included in the scoping review.

Damen et d

Number  Study Country Study aim Sample Type of data Dataactivity  Portal Dataentry tools
1 Alieta United Evauatingtheus- Patientsor caretakersof Medical history Reviewing myNYP None
[37],2018  States  ability of aportal  patients (n=23) with and entering
chronic conditions (dia- data
betes, cancer, ulcerative
colitis, or thalassemia)
2 Anckereta United Describing portal  Petientswith diabetes  Blood glucose  Entering data  Weill Cor-  None
[38],2019  States  adoptionratesand (n=53), of which 23 values nell Connect
characteristicsof ~ were pregnant and 30 (EpiCare)
patients who enter  were nonpregnant, and
health data and their physiciansin ob-
their association stetrics-gynecology
with clinical out-  (n=12) or internal
comes medicine (n=4)
3 Arsoniadiset United Evaluating the Patients (n=146) with  Medicd history, Entering data EpiCare Questionnaires
a [39],2015 States  quality of patient- an appointment at a surgical history,
generated heath  surgery clinic, of whom and socia histo-
datawith ahealth 50 completed theinter- ry (including
history tool accessi- vention questions relat-
ble viathe web or ed to tobacco
atablet use, alcohol
consumption, il-
licit substance
use, and sexual
history)
4 Baracharya United Evaluationof the Patients (n=4223) Family health  Reviewing PatientSite  Questionnaires
et a [40], States  family history history and entering  (electronic
2019 moduleimplement- andmodifying medical
ed in a patient por- data record of the
tal and patients Beth Israel
adoption of and Deaconess
experiences with Medical
the module Center)
5 Bryceetal United Exploringtheus- Patients(n=39) withdi- Vital signs Enteringdata HeathTrak  Calculator
[41],2008  States  ability of patient ~ abetes, with 21 patients  (blood glucose
portal featuresand allocated to the prepor-  values)
users' intentionsto tal group and 18 to the
pay feesfor portal  portal users group
use for a diabetes
management portal
6 Chrischilles  United  Exploring how pa= Nonclinical population Listof dlergies, Enteringdata |qyapHR® None
etd [42], States  tient-generated (n=1075) with variety = medication list, (stand-alone
2014 health data affects  in medical back- problem list, patient por-
medication use grounds; most partici-  and medical tal)
safety anongolder  pantswereexperiencing  history
adults stomach-related prob-
lems; 802 participants
were alocated to use a
patient portal, and 273
wereallocated to acon-
trol group
7 Cohn et a United Evauatingtheus- Mixtureof nonclinica Family health  Enteringdata Heath Her- None
[43],2010 States  ahility andanaytic andclinical participants history itage (stand-
validity of the (n=109), of which 54 alone tool)

Health Heritage
tool that helps pa-
tients to collect
their family health
history

were allocated to the
intervention arm
(Health Heritage) and
55totheusual carearm
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Number  Study Country  Study aim Sample Type of data Dataactivity  Portal Dataentry tools
8 Polubriagi-  United Comparingtheac- Patientswith variety in  Problem list, Enteringdata | \RP Tablet question-
nof and Pas- States  curacy and com-  medical backgrounds ~ medical history, naire adminis-
tore[29], pleteness of a (n=1472); detailswere  family health tered viathe
2016 tablet-administered  given for patientswith  history, and risk Hughes
problem list ques-  hypercholesterolemia  factors RiskAppslife
tionnairetoaprob- and diabetes cycle cost soft-
lem list that was ware
self-reported by
patients
9 Dullabhet et United  Exploring how pa- Patients (n=457) with  Medication list  Reviewing MyGeisinger Web-based
a [44],2014 States  tientscan been- chronic conditions (ob- andmodifying (Geisinger  feedback forms
gaged to provide  structive pulmonary data Health Sys-
feedback on elec-  disease, asthma, hyper- tem)
tronic healthrecord  tension, diabetes, or
content and how heart failure); the num-
thisfeedback af-  ber of providersand
fectstheaccuracy  pharmacistsinter-
of medical records viewed is not provided
10 Eschlereta United Exploringtheus- Patientswith diabetes  Immunization  Reviewing Three paper None
[45],2016  States  ability of apatient and parentsmanaging  record and entering  prototypes
portal, whether and  asthmafor child depen- data that repre-
how it helps pa- dents (n=19) sented fea-
tients to remember turesof are-
important health giona heslth
tasks, and whether cooperative
it enhances patient portal’sinter-
engagement and face were
agency in manag- used
ing achronicill-
ness
11 Hanauer et United Exploringthefre- Patients (n=181) for Medical history, Reviewing MyChart Toinitiate a
a [46],2014 States  quency, type, rea= whom amendmentre-  socia history,  andmodifying (Epic) chart amend-
sons, and outcomes  quests were made to intoxications, data ment request,
of patient-initiated various clinical depart- family health the patient had
amendment re- mentsand divisionsbut  history, clinic to contact the
quests whose medical condi-  notes, discharge information
tions were unspecified summaries, and management
emergency de- department by
partment notes phone, by mail,
fax or in person
and obtain an
amendment re-
quest form
12 Heyworthet United Testingamedica= Patients (n=25) with Medication list  Reviewing My Secure Messag-
al [47],2013 States  tionreconciliation chronic conditions (eg, and entering  HealtheVet  ing for Medica-
tool to improve diabetes, hypertension, andmodifying (The Veter-  tion Reconcilia-
medication safety  prior myocardia infarc- data ansHeath  tion Tool within
among patients tion or stroke, hyperlipi- Administra-  the porta
who wererecently demia, and heart dis- tion)
discharged from ease)
the hospital
13 Hill et a United Exploring health  Health care providers  Vital signs Reviewing My None
[48],2018  States  careprovidersper- (n=26) who treat pa- (blood pressure, and entering  HealtheVet
ceived advantages tientswith spinal cord  pulserate, and data (The Veter-
and disadvantages injuriesand disorders  weight), medi- ans Health
of PHR portal use cal history, im- Administra-
munization tion)
record, and
medication list
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Number  Study Country  Study aim Sample Type of data Dataactivity  Portal Dataentry tools
14 Laranjoeta Portugd Examiningportal Patients (n=109,619), Vital signs Entering data  Tethered None
[49], 2017 use, associated pa-  of whom 18,504 were  (height, weight, PHR provid-
tient demograph-  portal users blood pressure, ed by the
ics, and clinical glycemia, National
variables cholesterol, and Health Ser-
triglycerides vice
levels) and aller-
gies
15 Lemkeetal United Exploringprimary Healthcareproviders Family hedth  Enteringdata Epic Genetic and
[50],2020  States  carephysicians (n=24) who specialized history Wellness As-
experienceswith  ininternal medicine, sessment tool
the Genetic and family medicine, or ob-
Wellness Assess-  stetrics/gynecology
ment tool for cap-
turing patients
family health histo-
ry
16 Lesselrothet United  Exploringtheex-  Patients (n=17,868) Medicationlist Reviewing SeeDataEn- Automated Pa-
a [51],2009 States  tenttowhichkiosk visitingachemotherapy andlistof aller- and entering  try Tools tient History In-
technology im- facility gies and modifying take Device ac-
proves the report- data cessed viacom-
ing of patients’ puter terminal
medication history kiosk in the
clinical waiting
room
17 Murray eta  United Toexaminetheca Patients(n=959) sched- Family health  Reviewing Petient Gate- The Surgeon
[52],2013  States  pacity of 3differ- uledforanannua exam- history andentering  way, LMR  General: My
ent electronictools ination visit, of which data Family Health
for collectingpa- 663 were allocated to Portrait
tients' family the intervention arms
health history (interactive voice re-
sponse technology, pa-
tient portal, and waiting
room laptop computer)
18 Nagykaldi et United Examiningthebe- Patientsinprimary care Vital signs Reviewing Wellness None
a [53],2012 States  havior and experi- (n=560) who werein  (weight), pre-  andentering  Portal linked
ences of patients  the randomized con- ventiveservices data tothe Preven-
and primary care  trolled trial; 3 clini- (mammogra- tive Services
clinicianswithre- cians, 2 office staff, and  phy, diabetes Reminder
gardtothe Well- 6 patientsinthepilot  education, and System
ness Portal testing of the portal smoking coun-
seling), well-
ness plan,
symptom diary,
medical history,
medication list,
problemligt, list
of alergies, and
immunization
record
19 Nazi et a United Exploring Veter-  Military service Veter- Medicationlist, Entering data My- None
[54],2013  States  ans perspectives  ansintheUnited States list of allergies, HealtheVet
onreceivingaccess (n=688) and vital signs and Veterans
to their personal (eg, blood pres- Information
medical informa- sure, blood sug- System
tion, which of its ar, and choles- Technology
data elements they terol) Architecture

find most valuable,
and how it affects
their satisfaction,
self-management,
communication,
and health care
quality
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Number  Study Country  Study aim Sample Type of data Dataactivity  Portal Dataentry tools
20 Park et a Korea  Evaluating how Patients with diabetes  Vital signs Enteringdata MobilePHR None

[55], 2018 and which users (n=16,729) and genera  (blood pressure, known as
are generating and  users of the app blood glucose My Chart in
managing their (n=1536) levels, and My Hand
personal and medi- weight); the
cal data functionslist of

allergies, medi-
ca history, and
medication list
were excluded
because the
number of users
was relatively
small (n=116)
21 Powell and  United Exploringthedeter- Patientswith multiple  Vital signs(eg, Enteringdata FollowMy-  None

Deroche States  minantsof portal  morbidities (n=500) weight and Health

[56], 2020 useamong patients  with diabetes, heart blood pressure) (AllScripts)
with multiple failure, hypertension,
chronic conditions and coronary artery dis-

ease
22 Prey et a United Exploringtheex-  Patients(n=65) arriving Medication list Reviewing AllScripts Internally devel-

[57],2018  States  tentto whichan at the emergency depart- and entering oped home
electronic home ment and their health and modifying medication re-
medication review  care providers (n=20) data view tool
tool engaged pa-
tientsinthemedica
tion reconciliation
process and how
this affected medi-
cation safety dur-
ing hospitalization

23 Raghuetal United Exploringtheex- Patients (n=18,702) of Medication list Reviewing Not speci- A secure mes-

[58],2015  States tenttowhichse-  aclinical practice that and entering  fied saging feature
cure messaging focused on surgical care data (alongside
helps patients to for adults, of which phone calls)
update their medi- 7818 had portal access was used by pa-
cation listinan tients to update
ambulatory care their medication
setting list

24 Schnipper et United  Investigatingthe  Patientsin primary care  Intervention Reviewing Patient Gate-  Peatient Gate-

a [59],2012 States  extenttowhicha  (n=541), of which 267 arm: medication and modifying way, LMR  way medica-
PHR-linked medi- wereintheintervention list, list of aller- data tions module;
cations review arm gies, and dia- electronic jour-
module affects betes manage- nals
medication accura ment informa:
cy and safety tion; control

arm: family
health history
25 Seebereta  Ger- Vdidatingtheaccu- Parents (n=456) of in- Immunization = Reviewing Vaccination  None

[60], 2017 many racy of VaccApp  fantsand children with  record and entering  app (Vac-
in helping parents  suspected vaccine-pre- data cApp)
toreport their chil-  ventable diseases (eg,
dren’svaccine his-  influenza-likeillnessor
tory infections of the central

nervous system)
26 Suneta United  Exploring how pa- Parents(n=456) of chil- Medicationlist, Reviewing Epic Questionnaire

[61],2019  States tientswithtype2 drenwith diabetes, of list of allergies, and entering for recording
diabetesusetheir  which 178 usedtheapp and medical data medical history
patient portals and history

what determines
their portal use
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Number  Study Country  Study aim Sample Type of data Dataactivity  Portal Dataentry tools
27 Tsa et a United Exploringthechar- Patients (n=505,503),  Problem list, Reviewing MyChart None
[62],2019  States  acteristicsof portal  of which 109,200 were medication list, andentering  (Epic)
usersandtheactiv- registered for aportal  andlist of aller- and modifying
itiesthat users per- gies data
form within their
patient portals
28 Wald et a United Exploringpatients  Patientsinprimary care  Arm 1. medica= Reviewing Patient Gate-  Previsit electron-
[63],2010  States  and hedlth care (n=2027 intheinterven- tionlist, listof and entering  way, LMR  icjournaswith
providers experi- tionarmand n=2345in allergies, and and modifying tailored and un-
encesof using pre-  the postintervention diabetesitems, data tailored ques-
visit electronic survey) and 84 physi-  arm 2: health tions
journalstorecord cians maintenance,
core medical data personal histo-
and survey data ry, and family
health history
29 Yuetad United  Exploring and Patients with dexterity Medicationlist Enteringrea-  Interactive ~ MyMeds app
[64],2015  States identifying the impairments (n=9) andproblemlist sonsfortaking mobile (medication
needs and prefer- medication health and management)
ences of individu- andmodifying rehabilita- and SkinCare
alswith dexterity medicationre-  tion apps. app (monitoring
impairments when minders iMHereisa and reporting
they use iMHere. systemthat  skin bresk-
connects down)
smartphone
appstoclini-
cians' web-
based portal.
30 Zettel-Wat-  United  Exploringtheuse  Nonclinical population Vital Signs Reviewing Most partici- None
son and States  patterns among (n=166) (cholesteral, and entering  pants used
Tsukerman users of web-based blood pressure, data toolsprovid-
[65], 2016 health management and glucoselev- ed by their
tools and identify- els, uploading physician’'s
ing barriersto use datafrom a office, hospi-
among nonusers monitoring de- tal, or insur-
vice) ance compa-
ny (type of
records un-
specified)
31 Siek et a United Testingtheusabili- Older adult patients Medication list  Reviewing Colorado Pharmacy fulfill-
[66],2011  States  ty of an open with multiple morbidi- and entering  Care Tablet, ment and bar-
source, web-based  ties (n=31) data personal code scanning
personal health app healthapp  and aPrepare
that provides older For Appoint-
adults and their ments wizard
caregiversthe abil-
ity to manage their
personal health in-
formation during
care transitions
32 Loberetal  United Exploringthebarri- Nonclinical population Family health  Reviewing Personal A nurse was
[67],2006  States  ersthat older (n=38) specified as history, listof  andentering  Hedth In- availableto
adultsand disabled low-incomeolder adults allergies, medi- and modifying formation help with data
persons face when with disabilitiesresid-  cationlist, med- data Management entry
using PHRs ing inapublicly subsi- ical history, and System
dized housing project ~ immunization
record
33 Arar et a United Toassessthefacili- Veterans (n=35) Family health  Enteringdata My The Surgeon
[68],2011  States  tatorsof and barri- history HedtheVet  Genera: My
ersto Veterans (The Veter-  Family Health
use of the Surgeon ansHedth  Portrait
General’s web- Administra-
based tool to cap- tion)
ture their family
health history
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Number  Study Country  Study aim Sample Type of data Dataactivity  Portal Dataentry tools
34 Wueta United Assessingthecon- Patientsinprimary care Family health  Enteringdata MeTree None
[69],2014  States  tent and quality of (n=1184) history
the MeTree family
health history tool
35 Ciminoetal United Exploringpatients Patients (n=12) and Vital signs Reviewing Patient Clini- None
[70], 2002 States  portd use, thecog- health care providers  (height, weight, and entering  ca Informa-
nitive effects of (n=3) blood pressure, data tion System,
portal use and how pulse, and tem- New York
it affects the pa- perature) and Presbyterian
tient-health care diabetes diary Hospital
provider relation- clinical data
ship repository
36 Witry et United Exploring family = Health careproviders  Medicd history, Entering data Not speci- None
[71],2010  States  practice physician (n=28) of afamily medication list, fied
and staff viewson  medicine department  and vital signs
the (dis)advantages (blood pressure
of PHR use and glucoselev-
els)
37 Kim and United  Exploring whether Patientswith disorders Problemlistand Reviewing Password- Free-text entry
Johnson States  and how different  requiringtreatmentwith medication list and entering  protected (recall or ab-
[72], 2004 types of dataentry  thyroid hormone prepa- data websiteused  straction) and
methodsused by  rations (n=14) totestdata  selection meth-
PHRs affect the entry meth-  ods
accuracy of pa- ods
tient-generated da-
ta

8PHR: patient health record.
B_MR: longitudinal medical record.
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Table 3. Categorization of patient management papers and study type (N= 37).

Categories Records?, n (%) Study types and references

Frequency of portal use 27 (73) «  Observationa [38,42,49,55,56,58,62,70]
«  Content analysis[44,46,51,63]
*  RCTP[42,5359,63]
* RT[57]
*  NRTY[57]
Cohort [43,61]
Interview [44,47,50]
Usahility [47]
Survey [54,65,70]

Facilitatorsand barriers
Patient-related 33(89) o  Observational [38,42,49,55,56,58,62,63,70]

Content analysis [39,44,46,69]
RCT [42,53,63]

RT [57]

Cohort [61]

Interview [44,47,50,66,68,71]
Usability [47,66,67]

Prototype testing [45]

Survey [40,54,65,68,70]

Provider-related 7(19) «  Content analysis[39,46,51]
« Interview [48,50,71]
« RCT[53]
System-related 28 (76) Observational [55,63]
Content analysis [44,46,51]
NRT [72]
RCT [42,53,63]
Cohort [61]
Interview [44,47,50,66,68,71]
Prototype testing [45]
Usability [37,41,48,64,66,67]
Survey [40,54,65,68]

Impact on patient care 26 (70) Observational [29,38,42,63]

RCT [42,53,59,63]

NRT [52,72]

RT [57]

Cohort [43,60]

Interview [44,47,48,50,68]
Content analysis [39,44,46,51,69]
Usahility [47]

Survey [40,54]

8The total number of records exceeds the total number of included studies because records contributed to more than one category.
BRCT: randomized controlled trial.

CRT: randomized trial.

dNRT: nonrandomized trial.

wanted to update more information than they were allowed to
[40,44,45]. Reviewing the 13 papers in which patients' data
Few Registered Users Enter Core Medical Data management was not constrained by task demands
Figure 3 and Table 4 display the distribution of the core medical [41,46,49,53-56,58,61,62,65,66, 70] showed thal the percerttage

o f patients making changes to their core medical data ranged
data components managed (entered, modified, or updated) by 0 : .
the patients in the included records. In more than half (25/37, from Oaf;/; r[1461 to' 22.0/;)“['5?] ?r: 'reg|ster§:du§:trs bertlents
68%) of the included records, patients performed predefined apprect aving InSight 1nto their recorded dala but were
data management tasks in which the usability of the tool or the otherwise not adding or updating this information [46,56]. A

- - study investigating the number and content of amendment
effects of patients data management on data quality were .
explored, and 3 records explicitly reported that their patients requests showed that over a period of 6 years, the number of

Actual Use Information
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patients requesting changes to their core medical data was
extremely small relative to the number of patients requesting
access to their patient records (0.2% of the access requests)
[46]. Even when patients did request changes to their medical
records (N=818), these changes were mostly related to clinical
notes (308/818, 37.7%) and discharge summaries (84/818,
10.3%) [46] and not to the core medical data components (eg,
admission history and physical; 19/818, 2.3%). In linewith this,
studies have shown that portal featuresthat only allowed patients

Damen et d

to view their medical information [54,61,62,70] or to message
their health care provider [41,54,56] were morefrequently used
than features that allowed the self-entry of medical data. These
passive features were valued more than self-entry features
[41,54]. When patients did use self-entry features, they seemed
to prefer to enter information about their vital signs (eg, blood
pressure, blood glucose values, and weight) compared with
other core medical data components[41,49,53,55,65,70].

Figure 3. Distribution of the core medical data components managed (entered, updated, and modified) by patients. PEHR: personal electronic health

record.
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Vital signs
Medical history
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Problem list
Immunizations
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Table 4. Distribution of core medical data components managed and associated tasks across the included records.

References

Data component and activity, constrained or uncon- Records, n (%)
strained by task demands
Generating core medical data (entering and sharing data)
Constrained 24 (64.8)
Unconstrained 13(35.1)
Medications
Constrained 12 (32.4)
Unconstrained 7(18.9)
Vital signs
Constrained 5(13.5)
Unconstrained 8(21.6)

Medical history (including personal history)

Constrained 8(21.6)

Unconstrained 4(10.8)
Family health history

Constrained 10 (27)

Unconstrained 1(2.7)
Allergies

Constrained 5(13.5)

Unconstrained 6(16.2)

Problemslist (including symptom diary and health conditions and issues)
Constrained 4(10.8)
Unconstrained 2(5.4)
Immunizations
Constrained 5(13.5)
Unconstrained 1(2.7)

Preventive services

Constrained 0(0)
Unconstrained 1(2.7)
Risk factors
Constrained 1(2.7)
Unconstrained 0(0)
Surgical history
Constrained 1(2.7)
Unconstrained 0(0)
I ntoxications
Constrained 1(2.7)
Unconstrained 1(2.7)
Social history
Constrained 1(2.7)
Unconstrained 1(2.7)

Clinical notes, discharge summaries, and emergency department notes

Constrained 0(0)

[29,37-40,42-45,47,48,50-52,57,59,60,63,64,67-69,71,72]
[41,46,49,53-56,58,61,62,65,66,70]

[42,44,47,48,51,57,59,63,64,67,71,72]
[53-55,58,61,62,66]

[38,48,59,63,71]
[41,49,53-56,65,70]

[29,37,39,42,48,63,67,71]
[46,53,55,61]

[29,40,43,50,52,59,63,67-69]
[46]

[42,51,59,63,67]
[49,53-55,61,62]

[29,42,64,72]
[53,62]

[39,45,48,60,67]

(53]

(53]

[29]

(39]

(39]
[46]

(39]
[46]
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Data component and activity, constrained or uncon- Records, n (%) References
strained by task demands
Unconstrained 1(2.7) [46]
Managing core medical data (updating, modifying, and requesting changes to data)
Constrained 8(216) [40,44,47,51,57,59,63,67]
Unconstrained 2(5.4) [46,62]
Medications
Constrained 7(18.9) [44,47,51,57,59,63,67]
Unconstrained 1(2.7) [62]
Vital signs
Constrained 2(54) [59,63]
Unconstrained 0(0) —
Medical history (including personal history)
Constrained 2(5.4) [63,67]
Unconstrained 1(2.7) [46]
Family health history
Constrained 4(10.8) [40,59,63,67]
Unconstrained 1(2.7) [46]
Allergies
Constrained 4(10.8) [51,59,63,67]
Unconstrained 1(2.7) [62]
Problem list (including symptom diary and health conditions and issues)
Constrained 0(0) —
Unconstrained 1(2.7) [62]
I mmunizations
Constrained 1(2.7) [67]
Unconstrained 0(0) —
Intoxication
Constrained 0(0) —
Unconstrained 1(2.7) [46]
Social history
Constrained 0(0) —
Unconstrained 1(2.7) [46]
Clinical notes, discharge summaries, and emergency department notes
Constrained 0(0) —
Unconstrained 1(2.7) [46]

Continued Use Drops as Time I ncreases

Of the 37 included studies, 23 (62%) provided information about
the frequency of patients portal uptake
[38-40,42-47,49-51,53-58,61-63,65,70]. Most of the sample
(>50%) used the portal’s features [42,47,53,54,70] or specific
tools [57], such as an app [43], electronic journal [63], or a
computer terminal kiosk in the lobby [51], to enter or update
their core medical datain only 9 (24%) of these records. Inthe
remaining studies, a minority of patients (ranging from 0.04%

https://www.jmir.org/2022/12/e37783

RenderX

to 44.16% of the population) used the portal’s features
[45,46,49,55,56,58,61,62,65], an implemented flow sheet [38],
a questionnaire [39], a feedback form [44], or a family health
history module [50] to manage their core medical data. Most
of these records identified patients’ use patterns at a specific
time point, and only 19% (7/37) of the records explicitly
considered patients' frequency of portal use over time
[42,49,53-55,61,70]. These latter studies showed that although
active portal users usualy have more multiple inputs than
passive users[42,49], continued useis very limited. Userswho
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manage their data for longer than a year represent only 5% to
9% of the user population [42,53-55,61], and continued use
further decreases as time increases [45,55,61,70]. In the
remainder of thispaper, we explorewhat prevents patientsfrom
actively managing or helps patients to actively manage their
core medical data.

Damen et d

Factor s Affecting Active Data M anagement

We categorized the facilitators and barriers associated with
patients actively managing their core medical data through a
patient portal into one of the three categories. those dealing with
patient characteristics, those dealing with health care provider
characteristics, or those dealing with system characteristics. A
brief overview of how the important factors affecting patients
personal datamanagement are related to each other is presented
in Figure 4.

Figure 4. Patient-related, health care provider—related, and system-related factors affecting patients’ management of their persona and medical data.
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Patient-Related Deter minants

Overview

We identified the following 6 themes that determined whether
patients entered, updated, or modified their core medical data:
patient demographics; digital and health literacy; concerns
related to the accuracy, validity, privacy, and confidentiality of
recorded data; misconceptions about the applicability; and
usefulness of patient-entered data.

Patient Demographics

Thereislittle consensus on whether and how a patient’s age or
sex influence active data management. While 6 retrospective
studiesindicated that younger patients are more likely to manage
their core medical data [38,42,49,58,61,65], 4 similar studies
showed the exact opposite pattern [55-57,62]. In all records,
comparisonswere predominantly madewithin rather than across
age categories. Taken together over al included records, we
seethat the age of active portal usersrangesfrom approximately
30 to 70 years [38,42,55,61,62,65], with the most active users
being more likely to be in their 30s or 60s [62]. In terms of
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XSL-FO

RenderX

® Encouraged
use

(© Concerns about
data accuracy
and validity

(® Concerns about
patient engagement
(activation)

(® Concerns about the
impact on clinical
workflow

® Facilitators
(© Barriers

© No findings
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patients' sex, in 4 retrospective studies, active portal userswere
more likely to be male than female [42,49,55,61], but 2 other
similar studies showed the opposite [62,65]. Thus, age and sex
are not very indicative of patients' level of involvement in the
generation and management of their core medical data. It may
be more informative to look at other patient demographics.

A tota of 5 (13.5%) retrospective studies showed that compared
with inactive or less active users, active portal users are more
likely to be privately insured [58], to have a higher median
household income and education level [61], to livefarther away
from a clinical practice [56], or to reside in urban centers
[49,61]. Furthermore, 3 retrospective use pattern studiesdid not
find any significant differences in socioeconomic status, race,
or ethnicity of active versus nonactive users [38,42,62]. In 2
other retrospective studies [42,57] and 1 cluster randomized
controlled trial [53], active users were found to be digitaly
competent with a computer or tablet and were already using
technology to improve their health [53]. In addition, 3
retrospective user evaluations showed that active users wanted
to ensurethat their provider had the most accurate and complete
information [40] and reported to have aready managed their
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medical dataoffline[42] or ontheweb [65]. We al so found that
active use might depend on patients' medical condition and
health needs, as user pattern studies have shown that active
ussrs have a more serious hedth  condition
[38,42,53,56,57,61,70] and more clinical encounters [38,62]
than other users. In a related vein, a randomized pilot study
showed that active users were more interested in improving
their understanding of their medical problems and treatments
[54]. A usability study showed that cognitive impairments (eg,
Alzheimer disease and dementia) and physical limitations (eg,
hearing and vision impairments and joint diseases) negatively
affected patients’ ability to independently manage their medical
datain an electronic system [67].

Digital and Health Literacy

Limited internet or computer access, digital illiteracy, and
computer anxiety are barriersto patients entering and modifying
their coremedical dataelectronically [67,68]. Interviewed users
of a web-based family health history tool reported that a lack
of knowledge about how to use a computer or web-based
technology might limit patients' ability to manage their data
electronically without assistance, especially when tasks become
more complex [68]. In addition, older adult patients with
disabilities reported that their lack of understanding or
knowledge of the terminology used for core medical data and
how they should report it prevented their data entry [67]. This
negative impact of health literacy on active data management
was also addressed by interviewed primary care physicians
evaluating another implemented family health history tool [50]
and by patients recording their family health history in a
retrospective dataanalysis[69] and auser evaluation study [40].

Concerns About Data Accuracy and Validity

Aninteresting factor that might explain whether patients manage
their core medical dataistheir belief and reassurance that they
arenot bypassing clinical staff by directly entering or modifying
their data in their record [44,45,66]. Patients with multiple
morbidities[66] and patients with diabetes or parents managing
asthmafor their children [45] reported that they preferred having
health care providers updating their medical record on their
behalf, in fear that their own modifications might alter their
physicians information. In addition, interviewed patients with
chronic conditions (ie, chronic obstructive pulmonary disease,
asthma, hypertension, diabetes, or heart failure) who were
reviewing and modifying their medication list indicated that
they found it reassuring to know that all recommended changes
were first checked by their provider before they were actually
recorded in their medical records [44]. This reassurance can be
corroborated by implementing visual features or cuesinto the
interface that convey that patients are modifying personal
information that is independent from their physician’s records
[66]. Patients might also fear that they will provide inaccurate
information to their caregivers because they cannot reliably
recall medical information such as their family health history
[40,43]. Patientswho generated their family health history using
prepopul ated questionnaires stressed that they wanted to include
this uncertainty in their records, explicitly stating that they
would be more willing to share medical information if they

https://www.jmir.org/2022/12/e37783
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could provide more contextual information to the reported data
[40].

Concerns About Data Privacy and Confidentiality

Concerns about data loss and breach of privacy further prevent
patients from maintaining their medical records electronically
[40,65,68,71]. Patients seek the assurance of data confidentially
and protection of their privacy. In a focus group interview,
health care providers voiced that patients might fear that their
identity might be stolen or that they might purposely omit
medical information in fear that it might affect their health
insurance or future employment [ 71]. This concern wasindeed
confirmed by patients eval uating an implemented family history
module in a survey [40] and interview study [68] and by a
nonclinical population reporting on their experience with
web-based health management tools [65]. Owing to privacy
and autonomy concerns, patients do not prefer to share
identifiableinformation, such astheir relatives’ names and ages
[40].

Perceived Applicability and Usefulness

(Mis)conceptions about the applicability and usefulness of
patient-generated health data may also prevent patients from
taking on amore active role in the management of their personal
and medical dataviaaPEHR. Aswas mentioned by interviewed
patients[66] and interviewed health care providers[71], patients
may not see the need to manage their medical informationin a
web-based portal, as they assume that their providers have
access to and share more medical information among specialists
than they actually do. Moreover, patients reported that not
knowing the benefit of managing and updating medical
information [65] or not knowing whether their health care
provider actually used the information and found it to be useful
[63] prevent their active participation.

Health Care Provider—Related Deter minants

Overview

Encouraged use by hedth care providers and the
patient-clinician relationship are identified as the 2 important
factors determining whether patients actively managetheir core
medical data However, we noticed that health care
professionals’ recommendationsto use the system are dependent
on whether they believe that there are benefits associated with
patient-entered data in terms of data quality and reliability and
cost-effectiveness.

Encouraged Use

Being encouraged by health care providers to manage core
medical data plays an important role in the adoption and
continued use of PEHRs among patients. First, in both a
qualitative content analysis of patient-initiated amendment
requests [46] and in aretrospective use pattern study by Ancker
et al [38] in which patients managed their blood glucose values,
it was suggested that the low amount of generated data was
caused by patients not knowing whether they could make
changesto their records or how they should go about it. Second,
most (84%) respondents voi ced that they used web-based health
management tools because they were recommended to do so
by their clinician [65]. Clinicians also realized that their own
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recommendations are important and that reminding patients to
use the tools is an important activator of portal use [53].
Clinicians even went so far as to suggest that portal use could
be a prerequisite for receiving regular care [53]. In addition,
showing the added val ue of patient-generated health dataduring
an outpatient visit might stimulate patient participation
[45,65,67]. Patientswith multiple morbiditiesin aretrospective
user pattern study indicated they would stop using toolsto record
and maintain their core medical data if they did not have
someone showing them how to use them, especially when they
found it to be difficult to use the tools [65]. In particular, older
patients with disabilities both seek and need assistance when it
comes to entering and modifying their electronic core medical
data [67].

We identified several beliefs that health care providers have
about patient-generated and patient-managed medical datathat
may determine whether they are likely to encourage or assist
their patientsin managing their core medical dataintheir PEHR.
First, health care providers are often unaware of the benefits
that are associated with patients’ management of their own data
[71]. Second, health care providers do not believe that their
patients are motivated [71] or able to provide and maintain
accurate and reliable information [44,48,71]. Moreover, health
care providers may believe that reviewing patient-entered data
may have a significant impact on time spent on outpatient visits
and practice workflow [39,46,48,50]. Interviewed physicians
who treated patients with spinal cord injuries and disorders
voiced concerns that a patient’'s medical and emotional state
may affect their ability to record their datain areliable fashion
and that if patients misinterpret data retrieved from the portal,
it might negatively affect their own documentation [48] or
treatment information [71]. Pharmacists [44] and family
physicians[71] were also skeptical about their patients’ ability
to enter core medical data accurately. Physicians of a family
medicine department explicitly voiced concerns that
patient-entered data might be subjective and that health care
providers should, therefore, always be in control of data input.
Physicians stated that their patients may not know what is
appropriate to put in their health records, causing them to enter
information that is verified by a professional. They even
believed that allowing their patients to enter information into
their medical records might facilitate narcotics abuse because
patients could inappropriately request or elicit prescriptions
[71]. Furthermore, the time saved by having patients enter their
own data may be counterbalanced by the time it takes for
providersto review patient data [39,46]. Hedlth care providers
who treated patients with spinal cord injuries and disorders
stressed that checking the patient portalsimpactstheir time and
workflow [48]. This view was shared by health care providers
who specialized in internal (family) medicine, obstetrics, and
gynecology in a study that explored their initial experiences
with a family history screening tool implemented in a patient
portal. Physiciansreported alack of timefor using the tool and
stressed that patient-generated and -managed data may only
benefit their workflow if patients are able to fill out all the
information before their outpatient visit [50].
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Patient-Clinician Relationship

Patients testing a medication reconciliation tool via a secure
messaging feature within the portal indicated that they
appreciated the possibility of communicating directly with health
care providerswhen they had questions about their medications
or wanted to request refills. Most (90%) users said they would
use thetool again, frequently emphasizing how it allowed them
to have instant access to their health care provider [47]. On a
related note, patients may refrain from managing their medical
dataif they want to avoid communicating with their clinicians.
Patients with diabetes and parents managing asthma for
dependent children voiced that they would rather not use the
secure message feature when they did not trust or like their
health care provider [45]. This study recommends design
implicationsfor the portal that could amplify the positive aspects
of the patient—health care provider relationship, such as profile
pictures accompanying health care providers messages or
allowing patients to view or hide profiles from a care team in
the portal.

System-Related Deter minants

Overview

Patients satisfaction with the system used to collect and
maintain their core medical data is an important factor that
stimulates active data management [44,64]. A total of 6 main
themes emerged from the data extraction that concerned
system-related facilitators and barriers affecting patients
sati sfaction with the tool s used to record their medical core data:
thelevel of customization, usability of the system or tool, guided
versus free data entry, presence of visual cues, reminders, and
fee-free access to the system/tool.

Customization

A total of 4 studies stressed the importance of offering a level
of customization to patient portals [45,63,64,66]. To increase
the usahility of the system, patients could be allowed to prioritize
frequently used portal features[45,63] by, for instance, adding
these featuresto the front page of their portal [45]. Patientsalso
prefer to personalize the system by assigning a personally
selected background [64] or self-selected icons for portal
features [66], increasing or decreasing the size of these
buttons/icons[64], and changing the background and text colors
to improve the readability of the portal [64].

Usability

Patients' (continued) use of their electronic patient portal to
generate and update their core data depends on the perceived
complexity and thus the usability of the system or tools used
[37,45,47,63,64,66,68]. Failure to record and maintain core
medical data might result from patients not finding the area
where it should be recorded [45] or because patients might
misinterpret medical termsor encounter termswithin the portal
that they do not understand, causing frustration and self-doubt
[37]. In general, participants prefer to have clear on-screen
instructions and directions [53,64,66,68] and short drop-down
menus [53]. Using thematic colors also improves the usability
of asystem [64]. Patients also prefer to have accessto previously
entered data and to be allowed to mark this information as
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unchanged when updating their core medical datain the system
[63].

Guided Data Entry

Unless patients are being asked to enter information about
simple diagnoses or prescriptions, systems should use guided
entry of data elements [55,66,72]. Patients in 5% (2/37) of
studies experienced problems during medication reconciliation
when asked to enter their medication names into the system
[55,66]. It wasfor thisreason that they were reluctant to provide
additional dosage and scheduling information [66]. Patients
prefer a less textual way of adding medications to their list,
voicing that free-text entry istoo complex and time-consuming
[66]. To aid the reviewing process, a prepopul ated medication
form [55] or a barcode scanning function [69] could be used,
especialy when patients need to report on a large number of
medications[55]. Autofilling processes al so give patients some
reassurance about the accuracy of their dataentry [66]. Free-text
entries are undesirable when patients are asked to add
information to their problem list, as they may be inclined to
include extraneous information that does not contribute to the
identification of a primary diagnosis[72]. However, in a study
exploring patients’ experiences with afamily history tool [40],
patients reported on the danger of using closed answer options.
The patients expressed concerns that some answers did not
allow for sufficient granularity and reliability, arguing that their
family history was often far more complex than what they were
allowed torecord. These patients also preferred to receive more
clarity and information about the diseases that they were asked
to report. Allowing patients to provide contextual information
when they have the desire to do so might reassure them about
their answers' validity [40].

Visual Cues

Implementing visual feedback facilitates data entry by patients
and patients' satisfaction with using the system. For instance,
providing medication pictures alongside a selected medication
assists patients’ medication reconciliation [51] and allowsthem
to confirm whether it is the correct medication to add [66]. In
addition, patients prefer to receive clear feedback when
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performing an action within the system, such as seeing a
medication being highlighted after they suggest it should be
deleted from their list [66]. Visual feedback intheform of using
red and green colors also helps patients to take further actions
such as scheduling aerts to take the medication when a new
medication is added to the list [64]. Using colors is aso
beneficial when they are used to demarcate separate body parts,
hel ping patientsto correctly specify thelocation of the problem
skin areas [64].

Reminders

If reminded to do so, patients are more likely to use the portal
before and after their outpatient visits[26]. Reminders generated
through the portal stimulate patientsto accesstheir records[26]
and enter information about their medications, allergies, and
vital signs[54].

Fee-free Apps

Providing applications without charge [41] that can be
downloaded by patients as well as by a more general group of
users[55] stimulates the accumulation of patient-generated core
medical data. A study that focused on patients diabetes
management [41] showed that patients believed that
implementing fees for portal access would significantly reduce
their tendency to usethe portal for the self-management of their
diseases. The implementation of portal fees seemed unfair
according to patients because health systems al so benefit from
patients self-management of their disease. Patients believed
that introducing feeswould increase inequities between patients
who can and cannot afford using the portals, and they a so feared
that costs would increase when previously free services would
start requiring payment [41].

Impact on Patient Health and Health Care Services

This section describes the impact of patients' data management
on the quality and safety of patient care, psychological outcomes
for patients, patient engagement, patient satisfaction, and clinical
workflow. Figure 5 presents the important subjective and
objective outcomes identified and how they are related to the
concerns of both patients and health care professionals.
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Figure5. Impact of patient-generated health data (PGHD) on patients’ health and health care—related services and how this impact is associated with
the important concerns regarding PGHD raised by patients and health care providers.
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Data Quality and Validity

Clinicians concerns about the quality and validity of
patient-entered data seem to be unfounded. Observational [29],
experimental [52,57,72], usahility [47], cohort [60], and content
analysis[44,46,69] studies have shown that medical recordsare
completer and more accurate when the data are generated by
patients themselves. Patients are able to accurately self-report
on their diagnoses[29,72], medications [29,44,47,57], medical
or surgical history [46], family health history [52,69], or their
children’s vaccination history [60]. Patients request changesto
their core medical data especially when this information is
incomplete [46,47,59] or incorrect [46], and these requests are
approved in approximately half [46] up to 80% [44] of cases.
Studies have reported on improved medication reconciliation
[44,47,51,57,59], arguing that patients management of their
medical data makes them more attentive to medication safety
and monitoring [42,44,47] and even helps cliniciansto identify
(potential) lethal medication discrepancies[51]. In addition, the
quality and validity of patients problem lists[29], immunization
records [60], and family health history [43,52,69] improves
when patients enter and manage their own medical data
Clinicians even felt that the risks identified because of patients
entering their family heath history helped them to make
informed changes to their patients’ medical management [50].
Pharmacists reported being surprised to learn about patients
willingness and ability to report their medications accurately,
even when patientswere taking >20 medi cations or were taking
medications that had been prescribed by physicians who were
not part of the current health system [44]. Only 1 content
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analysis study did not show the added val ue of patient-generated
data[39]. In this study, patients entered information about their
medical, surgical, and socia history, using closed question
guestionnaires with “yes’ and “no” answer options. Patients
were alowed to give additional information in the comments
section. The researchers concluded that the new information
added to a patient’s record often lacked sufficient granularity
to be found meaningful. However, they did not reflect on how
the closed nature of the questionnaire could have contributed
to this outcome.

Quality of Health

Another themewe identified was asignificant objective[38,53]
and subjective [42,63] improvement in patients' health because
of them actively managing their medical data. First, an
observational study of patients with diabetes who were
uploading (and thustracking) their blood glucose val ues showed
a significant drop in their average BMI and mean glycated
hemoglobin values compared with nonuploaders (nontrackers)
[38]. Second, patients who entered and tracked their vital signs
and preventive services were more likely to receive all
recommended immunizations than control groups [53]. These
objective findings are corroborated by patients self-reports
[42,63]. Older adults reported more changes in medication use
and improved medication reconciliation behaviors than less
active recorders and nonrecorders. These patients also reported
more side effects[42]. Inasimilar vein, patientsin primary care
who entered and modified their lists of medicationsand alergies
felt that their health care provider had more accurate information
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about them and that thisimproved the quality of care at the visit
[63].

Psychological Outcomes for Patients

Insight into medical data might reduce anxiety and uncertainty
in patients. This point was explicitly raised by interviewed health
care providers who were evaluating a tool that helped the
patients under their careto report on their family health history
to identify possible genetic diseases [50]. Patients felt less
anxiouswhen thetool identified no increased risk and they were
able to discuss the findings with their clinician.

Patient Engagement

We identified two themes in this subsection: (1) the extent to
which patients' data management improves patient-physician
discussions and (2) feelings of ownership among patients and
future patient participation.

I mproved Patient-Physician Discussions

Patientswho update their core medical data before an outpatient
visit, feel better informed [44] and better prepared for the visit
[44,63,70] and experienceimprovement in their interaction with
their health care providers [50-52,54,59,63,65,70]. Patients
indicate that they can provide more comprehensive information
about complex and sensitive health issues at homethan in their
physician’s office because in the latter case, they feel more
stressed and uncomfortable [40]. Patients [43,52] and primary
care physicians[50] believethat patientswho update their family
health history are more aware of its (medical) importance,
facilitating both patient-physician [50,52] and patient-family
[43,50] discussions about associated family history—related
health risks and ways to improve their health. Patients who
manage their vital signs data prepare their questions before
visiting their provider [ 70], thereby improving treatment-related
discussions and decisions [65,70]. Regarding medication
reconciliation, nurse practitioners mentioned that allowing
patients to review, update, and modify their medication lists
improved their medication dispensing information and
identification of errors[51,59]. In their turn, practitioners [51]
and patientsin primary care[59] stated that patients asked more
guestions about their regimens[51], were more likely to report
adversereactions[51] or to address medi cation-related problems
and new symptoms [59], and requested more refills for
medicationsthat were nearing their expiration date[51]. Active
patients feel more confident when asking questions about
medications during their outpatient visits [44], and they recall
more questions that they want their physicians to answer.
Patients also feel that such preparation saves time during the
visit [63] or even reduces the need for an outpatient visit [44].
Thisviewpoaint is shared by primary care clinicians, who stress
that they would recommend that other clinicians ask their
patientsto review, update, and modify their list of medications,
allergies, and diabetes items before an outpatient visit [63].

Patient Activation

Patients who generate and manage their own medical data feel
that they have more control over their health care and
health-related decisions [40,44,53,65,70,71]. A randomized
controlled trial comparing patients who managed their core
medical data against nonactive patients showed that active
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patientswere not only more confident and knowledgeable about
their health in general and about making health-rel ated decisions
but were also more likely to actually take action to improve
their health [53]. These findings are supported by studies that
focus on patients who managed their family health history
[40,68], vital signs [65,70,71], medical history [71], and
medications [44,71]. Patients feel that their participation
improves their clinician’s knowledge [40,70]. Patients
experience a sense of ownership when they manage their own
medical data [70] and report that they consider their
contributions to be valuable to an extent that makes them feel
empowered [40] and motivated [68] to improve their health
condition. This viewpoint is shared by family physicians [71]
and health care providers who treat patients with spinal cord
injuries and disorders[48]. These cliniciansfeel that if patients
maintain their medical data, they may become more organized
and adherent to medications [48] and improvetheir involvement
in their care, which may result in better outcomes [71].

Patient Satisfaction

Patients were generally satisfied with the tools that they used
to update their medical data [43,63,64,68]. Only 2 records
discussed whether active management of data by patients
affected patients' satisfaction with their clinical care [40,63].
One of these records measured patient satisfaction using al-item
survey question [63], showing that 37.7% of the respondents
were more satisfied with their visit after they had first entered
or updated their medical information using electronic journals
implemented in a patient portal. The second study found that
their patients were more satisfied with reviewing their free-text
responses after they had entered or updated their family health
history in their web-based records[40]. In the comment section
of that study [40], patients reported that they felt welcomed,
cared for, and safe when asked to share their medica
information.

Impact on Clinical Workflow and Costs

A study that interviewed health care providers who treated
patientswith spinal cord injuriesand disordersfound that health
care providers believed that patient-generated health data
collected via patient portals can improve the coordination of
medical care, especially for those patients who receive health
care in nonclinical settings [48]. However, we found mixed
evidence concerning the effects of patients’ active management
of their medical data on clinical and patient throughput. Both
clinicians [57,70] and patients [63,70] believed that asking
patients to review and update their medical data before an
outpatient visit positively affects clinical throughput because
consultations can be executed more efficiently. For instance,
pharmacists and physicians stated that they spent half of the
usual amount of time on medication reconciliation on outpatient
visitswhen patients generated thisinformation themselves[44].
Active involvement of patients in the generation and
management of their data may even reduce the need to schedule
an outpatient visit [44], especially when physicians can address
their patients' questions via a secure messaging feature [48].
However, interviewed family physicians were concerned that
patient-generated data would negatively impact consultation
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time if it required logging in and searching for relevant
information [71].

We identified only 4 records that objectively measured the
cost-effectiveness of patients’ datamanagement. A retrospective
cross-sectional study investigating the impact of patients
updating their medication list via a secure message feature
showed that its use did not significantly decrease the cost burden
of outpatient clinics[58]. However, another retrospective study
found that asking patients to review and update their medical
history via a computer terminal kiosk in the waiting room of a
chemotherapy clinic reduced the medication reconciliation time
by nearly 50% [51]. A retrospective longitudinal cohort study
also found that active portal userswerelesslikely to contact or
visit their health care providers [61], whereas another
retrospective analysis of portal use showed that nonusersvisited
the emergency room more often than active users, even though
active users had more outpatient and inpatient visits [62].

Discussion

Principal Findings

Thissynthesisof literature explored the barriers and facilitators
that patientsface when they decide to generate and managetheir
core medical data in (tools linked to) their PEHRS. First, we
found that a minority of registered users entered, updated, or
modified their personal and medical data. More specificaly,
less than half of the registered users entered their dataand less
than a quarter of users updated or modified their already
recorded data; continued use further dropped to <10% of the
user population astimeincreased. Patients preferred to take on
a passive rather than an active role regarding the
self-management of their health information, and they seemed
to prefer tracking vital signs above more complex medical
information, such as medications and their family health history.
We identified both patients and health care professionals
(positive) perceptions about the validity, applicability, and
confidentiality of patient-generated data as well as patients
digital and health literacy as important facilitators of patients
active management of their personal and medical data. However,
we also found that patients’ and health care providers' concerns
about the validity and applicability of patient-generated data
seem to be unfounded. Patients accurately reported on their
diagnoses, medications, immunizations, medica history, and
family health history, making their medical records more
complete. Moreover, patients who managed their medical data
felt more knowledgeable, more in control of their own health
care, and more adherent to their treatment than less active
patients. Both patients and clinicians felt that active patients
were also more prepared for their clinical visits because they
knew which questions they wanted answered by their health
care provider. In the following sections, we propose
recommendations that health care practices can adopt for
stimulating patient participation in the generation and
management of their electronic core medical data.
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TheHealth Care Provider as Ambassador and
Gatekeeper

Patients felt that they were bypassing clinical staff when they
self-managed their medical data. Patients were concerned that
they would providetheir physicianswith inaccurateinformation,
especialy when the nature of the medica information is
complex and sensitive. Clear guidelines and information
regarding the added value of patient-entered data for both
patientsand clinicians may reduce these concerns. Clinical staff
are important ambassadors for informing their patients about
the added value of patient-generated and management dataand
in reminding and encouraging their patients to prepare
themselves for each visit by reviewing the medical datain their
PEHRs. Moreover, we also found that self-management of
medical datamay be higher for those patientswho fedl that they
are able to directly contact their provider for support. Design
features within the PEHR systems that amplify the visibility of
the health care providers availability for support and guidance
as well as visual feedback elements in the PEHR system that
indicate to the patients that their entered or modified data will
be checked by a professional may reassure patients that they
are not atering their medical record without their provider's
knowledge or approval.

Ethical and Comprehensive by Design

We also found that patients were generally concerned that their
medical datawere unprotected against unauthorized access and
could, therefore, be used for non—health care—related purposes.
Stressing data confidentiality and allowing patientsto givetheir
informed consent on an opt-in and opt-out basis may diminish
their potential unease about confidentiality. Furthermore, we
have also seen that customization features may enhance the
self-management of core medical data because they make the
system more understandable and easier to use. Hel ping patients
to remember medical information by using prepopulated forms
or guided data entry might further aid and encourage them to
record information that might be inaccurate. This may also
address health care providers concerns that patients are not
able to accurately report on their medical information.

Future Directions

On the basis of our findings and recommendations, we have
outlined severa priority questions for future studies (Textbox
1) that we address briefly in this section. The first 2 questions
are related to the finding that health care providers play an
important role in their patients' uptake and continued use of
(toolslinked to) their PEHRsto manage their core medical data.
It is still not known what providers need for addressing their
concerns about the validity and applicability of patient-generated
data. Thus, we invite future studies to explore the needs of
professionals in terms of (portal) assistance or (system)
requirements so that they are willing to encourage the practice
of patients self-management medical data and their patients
feel stimulated and supported to manage their core medical data
during their entire care journey as aresullt.
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Textbox 1. Priority questions for future research based on our 3 recommendations.

1. The health care provider as ambassador and gatekeeper

«  What arethe unmet needs of health care professional swith respect to encouraging and supporting their patientsto share and managetheir persona

and medical data during their care journey?

.  What are the unmet needs of patients in terms of feeling encouraged and supported by their health care providers to share and manage their

personal and medical data during their care journey?

2. Ethical and comprehensive by design

«  What do patients need in terms of assistance, support, and system requirements, to generate and manage their personal data during their care

journey?

«  Towhat extent does the type of personal and medical data affect patients' data management?

3. Stimulating the patient-provider partnership

«  When do patients consider themselves to be “active” managers of their personal and medical data, and to what extent does this correspond to

health care professionals’ perspectives?

«  Towhat extent do patients' perspectives on their persona data management activity and role preference affect their data management?

For fear of reporting inadequate information, patients prefer to
report their core medical data in a structured, guided manner.
Our review showed that this was the case for data that were
perceived to be error-prone and sensitive, such as information
about the types, names, and dosages of patients’ medications
or information about patients' family health history that would
be used for genetic counseling. Thisfinding correspondsto the
findings of Esmaeilzadeh et al [73], who showed that individuals
were more willing to share sensitive and private information
about their mental or physical illnesses when they could enter
this information by following a structured, organized, and
predefined data entry model, as opposed to using an
unstructured, text-heavy interface [73]. Taken together, this
seemsto indicate that guided dataentry interfaces may stimulate
patients to share persona health information they would not
otherwise share because they do not feel confident or
knowledgeabl e enough to share it or because confidentiality or
privacy concerns prevent them from doing so. However, we
also found that in case of sensitive information, patients may
feel that closed answer options do not offer sufficient granularity
and feel the need to add additional contextual information to
their answers. Hence, we invite future studies to explore the
extent to which patients’ preference for structured data entry
modelsis dependent on the type of datathat they wish to record.

We have also shown that patients prefer to update and monitor
data about their vital signs (eg, blood glucose levels and BMI)
over updating information about their medications, alergies,
intoxications, and social and family history. To the best of our
knowledge, no studies to date have examined the reasons for
these differences. On the basis of the findings of our review,
we hypothesize that patients prefer to manage data about their
vital signs to managing information about other core medical
data because they are trackable over time and thereby give
patients a more direct, visible insight into their health status
compared with other core medical data. We encourage future
studies to explore this explanation.

We have shown that the number of studies that focus on actual
portal use—by exploring how patients use their portal, whether
and when patients consider themsel vesto be active users, which
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data patients share, and how frequently they do this—remains
scarce. Interestingly, it is not common practice for patient data
management papersto describein full detail whether, how, and
how frequently and what type of medical information is entered,
updated, or modified by patients. We believe that thisismainly
caused by an undifferentiated definition of the term “active
user” In the retrieved literature, users were predominantly
considered to be active based solely on whether they activated
their account [74], the number of times they logged in or
accessed a certain page or implemented tool [75], or their
self-reported (undefined and abstract) use of the portal [76].
Patients were described to be active when they performed an
activity once [40,42,53,56-58,65,67,70], more than once [49],
>3 times[38], >20times[61], or morethan once every 4 months
[62]. It would be a promising endeavor for future research to
define “active data management” from both the patients’ and
their care professionals’ perspectives.

Our findings are in line with research that has investigated the
extent to which patients participate in making decisionstogether
with their physicians regarding treatment plans. Shared
decision-making entails the collaborative exchange and
discussion of health care information among patients and their
health care providers, including information about patient
preferences and the pros and cons of all possible treatment
options [77,78]. Collaboration is the key here [79], meaning
that both patients and health care providers are jointly
responsible for reducing asymmetriesin information exchange
so that treatment decisions that patients can adhere to because
they optimally align with their wishes and abilities are reached
[80]. One line of research claims that not all patients have the
desire to participate in decision-making processes [80-82] and
that thisisespecially the casefor older and | ess healthy patients
who, ironically, might benefit the most from being involved
[83]. Another line of research claims that most patients do in
fact want to be informed and involved, but that they cannot
fulfill this desire because it is not acknowledged or afforded to
them by their health care provider [80,84]. Patients’ preferred
and assumed rol es often do not match [85], leading to decisional
role regret [86]. In many cases, physicians do not know their
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patientswell enough. Patients believe that the medical expertise
and knowledge of their health care provider are more important
than their own knowledge and preferences. Thus, our adviceis
to inform patients about the complementary value that they
bring to the shared decision-making process and to improve
patients' confidencein their capability to acquire and understand
the information that is necessary to make informed decisions
based on the available options [84,87]. Our literature review
showed that these recommendations also apply when clinical
staff want to involve patientsin the management of their medical
data. We invite future studies to explore the extent to which
discrepanciesin patients’ preferred versus assumed rolesin the
management of their medical data affect their engagement and
satisfaction with their clinical care.

Limitations

This scoping review has somelimitations. Weretrieved alimited
set of highly heterogeneous papers because they provided
detailed information about patients actual data management
activities. Despite the considerable heterogeneity in the study
objectives, designs, and outcome measures used in these papers,
we were able to identify key themes regarding the facilitators
and barriersthat patients face when they decide to generate and
managetheir medical data. In addition, thisreview concentrated
on measurable uses of PEHRs (ie, entering, updating, and
modifying data) to identify what stimulates or prevents patients
use. Although patientswho evaluate their core medical dataand
subsequently decide not to add or modify information are
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actively engaging with their PEHR, we chose not to include
this group because we would then need to rely on log-in
frequencies to determine the patients’ (level of) engagement
with their health data. Not only may log-in frequencies be biased
by false log-in data resulting from log-in problems, but they
also do not inform us whether a log-in moment resulted in
meaningful use of the portal. A promising endeavor for future
studieswould beto identify whether and how frequently patients
review and approve of the core medical data recorded in their
PEHR and which factors contribute to this type of use.

Conclusions

Most patients do not actively review and enter, update, or
modify their medical data in a PEHR. Patients refrain from
generating and managing their medical data, especially when
medical information is complex and sensitive. The reasons for
patients' passive behavior are their concerns about the validity,
applicability, and confidentiality of patient-generated data,
although wefound that patient-generated dataare often accurate
and helpful in stimulating patient engagement and satisfaction.
We have offered recommendations for implementing design
features within the (tools linked to) PEHRs and the creation of
a dedicated policy to inform both clinical staff and patients
about the added value of patient-generated data, with clinicians
being involved as important ambassadors in informing,
reminding, and encouraging patientsto managethe dataintheir
PEHR.
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Abstract

Background: eHealth tools such as patient portals and persona health records, also known as patient-centered digital health
records, can engage and empower individuals with chronic health conditions. Patients who are highly engaged in their care have
improved disease knowledge, self-management skills, and clinical outcomes.

Objective: Weaimed to systematically review the effects of patient-centered digital health recordson clinical and patient-reported
outcomes, health care utilization, and satisfaction among patients with chronic conditions and to assess the feasibility and
acceptability of their use.

Methods. We searched MEDLINE, Cochrane, CINAHL, Embase, and PsycI NFO databases between January 2000 and December
2021. PRISMA (Preferred Reporting Itemsfor Systematic Reviews and Meta-Analyses) guidelineswerefollowed. Eligible studies
were those evaluating digital health records intended for nonhospitalized adult or pediatric patients with a chronic condition.
Patients with a high disease burden were a subgroup of interest. Primary outcomes included clinical and patient-reported health
outcomes and health care utilization. Secondary outcomes included satisfaction, feasibility, and acceptability. Joanna Briggs
Institute critical appraisal toolswere used for quality assessment. Two reviewers screened titles, abstracts, and full texts. Associations
between health record use and outcomes were categorized as beneficial, neutral or clinically nonrelevant, or undesired.

Results: Of the 7716 unique publications examined, 81 (1%) met the eligibility criteria, with atotal of 1,639,556 participants
across all studies. The most commonly studied diseases included diabetes mellitus (37/81, 46%), cardiopulmonary conditions
(21/81, 26%), and hematology-oncology conditions (14/81, 17%). One-third (24/81, 30%) of the studies were randomized
controlled trials. Of the 81 studies that met the eligibility criteria, 16 (20%) were of high methodological quality. Reported
outcomes varied across studies. The benefits of patient-centered digital health records were most frequently reported in the
category health care utilization on the “use of recommended care services’ (10/13, 77%), on the patient-reported outcomes
“disease knowledge” (7/10, 70%), “ patient engagement” (13/28, 56%), “ treatment adherence” (10/18, 56%), and “ sel f-management
and self-efficacy” (10/19, 53%), and on the clinical outcome*“laboratory parameters,” including HbA ;. and low-density lipoprotein
(LDL; 16/33, 48%). Beneficial effectson “health-related quality of life” were seenin only 27% (4/15) of studies. Patient satisfaction
(28/30, 93%), feasibility (15/19, 97%), and acceptability (23/26, 88%) were positively evaluated. More beneficial effects were
reported for digital health records that predominantly focus on active features. Beneficial effects were less frequently observed
among patients with a high disease burden and among high-quality studies. No unfavorable effects were observed.
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Conclusions: The use of patient-centered digital health records in nonhospitalized individuals with chronic health conditions
ispotentially associated with considerable beneficial effects on health care utilization, treatment adherence, and self-management
or self-efficacy. However, for firm conclusions, more studies of high methodological quality are required.

Trial Registration:

PROSPERO (International Prospective Register of Systematic Reviews) CRD42020213285;

https://www.crd.york.ac.uk/prospero/display_record.php?RecordlD=213285

(J Med Internet Res 2022; 24(12):e43086) doi: 10.2196/43086
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Introduction

Background

The prevalence and disease burden of chronic health conditions
is on the rise. The World Health Organization predicts that by
2030, chronic noncommunicabl e health conditionswill account
for >50% of the total disease burden [1,2]. In particular,
cardiovascular conditions, cancer, respiratory conditions, and
diabetes have the highest morbidity and mortality [1]. Currently,
60% of the US population has at least 1 chronic condition and
42% of the population has multiple chronic conditions[3]. This
results in a high individual disease burden owing to the large
impact on social participation and required patient
self-management skills. Self-management refers to a person’s
ability to managetheclinical, psychosocial, and societal aspects
of their illness and its care [4]. In contrast, self-efficacy is a
person’'s belief that he or she can successfully execute this
behavior [4]. Apart from a high individual disease burden, the
prevalence of chronic conditionsimposes a high macroeconomic
burden [5]. Furthermore, an increasing shortage of health care
providers is expected, among others in the United States [6]
and Europe [7,8]. In combination with the increased pressure
put on health systems by unexpected events such as the
COVID-19 pandemic, this shortage threatens the delivery of

essential health services[9]. To preserve the access to care for
all patients, new technologies are increasingly being devel oped
and adopted, including patient-centered digital health records.

Such patient-centered digital health records can significantly
help engage and empower patients with a chronic health
condition [10-13]. Patient-centered digital health recordsenable
patients to take on a more active role in their care by allowing
them to view parts of their medical records, such as medication
lists, laboratory and imaging results, allergies, and
correspondence. Other common features include secure
messaging, requesting prescription refills, video consultation,
paying bills, and managing appointments. Examples of
patient-centered digital health records include patient portals
and personal health records (PHRs). Patient-centered digital
health records differ in the volume and detail of the provided
medical data, functionalities, and level of patient control, as
shown in Textbox 1. Highly engaged patients are reported to
have increased disease knowledge, better self-management,
more self-efficacy, and improved clinical outcomes [14-16].
The effects of using patient-centered digital health records may
be most substantial for patients with chronic conditions. Many
self-management skills are required, and their potential gains
are the highest. Not only patients but the entire health care
system might benefit from an increased adoption of
patient-centered digital health records.

Textbox 1. Proposed taxonomy of patient-centered digital health records [10,17-21].

Electronic health record (EHR): adigital version of a health care provider’s paper chart, used by health care professionals alone. Patients cannot
accessdatain an EHR. An EHR might contain datafrom one health careinstitution or from multipleinstitutions. Its scope can range from regional,
to national, or international .

Patient portal: the patient-facing interface of an EHR that enables people to view sections of their medical record. This might include access to
test results, medication lists, or therapeutic instructions. Health care providers or health care offices determine what health information isaccessible
for patients. Patient portals often have additional features such as patient-professional messaging, requesting prescription refills, scheduling
appointments, or communicating patient-reported outcomes. By definition, patient portals are “tethered,” in which “tethered” refers to a patient
portal’s connection to an EHR. Occasionally, a patient portal is referred to as a tethered personal health record (PHR).

PHR: aPHR issimilar to apatient portal and can have similar features. However, the main differenceisthat contents are managed and maintai ned
by individuals, not health care providers. People can access, manage, and share their health information, and that of others for whom they are
authorized, such as parents or caretakers. Health information from different health care institutions may reside in asingle patient-managed PHR.
In general, PHRs are not tethered unless otherwise specified. Few tethered PHRs currently exist but are increasingly being developed [22].

Patient-centered digital health records: an umbrellaterm referring to patient portals, tethered PHRS, and part of the untethered PHRs. Petient-centered
digital health records enable a 2-way exchange of health information between patients and the health care system and provide patients with the
ability to view, download, or transmit their health information on the web. This health information is updated at regular intervals. In addition, it
enables communication between patients and the health care system, either by adding or editing health information, exchanging patient-reported
outcomes, or by using communication tools such as messaging. Additional functionalities are often present.

“Electronic medical record” is an outdated term [21]. It can be considered a professional-centered EHR with limited functionalities.
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Currently, huge investments of time and resources are made in
patient-centered digital health records. However, limited insight
existsin how the use of patient-centered digital health records
by patients with a broad range of chronic conditions affects
clinical and patient-reported outcomes and health care
utilization. Moreover, we lack an overview of their effects on
patient satisfaction, and the feasibility and acceptability of their
use by people with chronic conditions. Previous systematic
reviews focused on one health condition [23], focused on one
type of digital health record [24-27], investigated a select set
of health outcomes [24,26,28], or are now obsolete in this
rapidly changing technological landscape [23,25,27].

Objectives

Therefore, in this systematic review, we summarized the
available evidence on patient-centered digital health records.
Our primary objective wasto assess how patient-centered digital
health records for nonhospitalized patients with chronic
conditions affect clinical and patient-reported health outcomes
and health care utilization. Our secondary objective was to
eva uate patient sati sfaction with and feasi bility and acceptability
of using patient-centered digital health records. Results of this
systematic review may help guide future development and
implementation.

Methods

The protocol for this study was registered in the International
PROSPERO (International Prospective Register of Systematic
Reviews) Register of Systematic Reviews (CRD42020213285)
[29]. The PRISMA (Preferred Reporting Items for Systematic
Reviews and Meta-Analyses) guidelines were followed [30].

Literature Search

A medical librarian (MB) conducted the original literature search
using the following databases: MEDLINE, Cochrane Library,
CINAHL, Embase, and PsycINFO. All original studies
published between January 1, 2000, and December 1, 2020,
were assessed. A search update in MEDLINE was performed
for al studies published between December 1, 2020, and
December 31, 2021. Multimedia Appendix 1 presents the full
search strategy. Articles published before 2000 were excluded
because of therapidly changing field of digital health technology
[30].

Eligibility Criteria

Patient-centered digital health records were defined as mobile
health (mHealth) or eHealth technologies that enable a 2-way
exchange of health information between patients and the health
care system, such as patient portals, PHRs, or mHealth apps
with a health record functionality. A patient-centered digital
health record provides patients with the ability to view,
download, or transmit their health information ontheweb. This
health information was updated at regular intervals. |n addition,
a patient-centered digital health record alows for
communication between patients and the health care system,
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either by adding or editing health information, exchanging
patient-reported outcomes, or by using communication tools
such as messaging. Several other functionalities are common,
but were not considered essential; for example, appointment
scheduling, requesting prescription refill, viewing educational
material, using decision support tools, and using connected
wearables. Exclusion criteria were nondigital health records,
digital health records intended for hospitalized patients, and
digital health recordsthat are not accessible to patients, such as
the clinician-facing components of the electronic health record
(EHR).

Studies

Studies investigating patient-centered digital health records
intended for nonhospitalized patients with a chronic health
condition wereincluded. Only studies published in Englishwere
included. Eligible studiesincluded randomized controlled trials
(RCTs), quasi-experimental  studies, nonexperimental
observational studies (including cohort and cross-sectional
studies), and pilot or feasibility studies. Of mixed methods
studies, only nonqualitative parts were used for data extraction.
Studies that only described health care providers' experiences
were excluded.

Participants

Studies on patients with a chronic health condition of all age
groupswere considered. Chronic conditionsincluded all diseases
with a moderate to high disease burden and moderate to high
impact on daily life. Consequently, these conditions demand
considerable self-management skills from patients to manage
the clinical, psychosocial, and societal aspects of chronic
condition and its care. The selection of chronic conditions
included in our search strategy was based on the Charlson
Comorbidity Index, other literature, and clinical expertise
[31,32]. Diseasesincluded cancer, arthritis, HIV, AIDS, asthma,
chronic obstructive pulmonary disease, chronic heart conditions,
hematologic disease, chronic kidney disease, celiac disease,
inflammatory bowel disease, cydtic fibrosis, diabetes mellitus,
and multiple sclerosis (MS).

Outcomes

Studieswere required to report at |east one primary or secondary
outcome. Primary outcomeswere clinical outcomes (including
disease events and complications, vital parameters, and
laboratory parameters), patient-reported outcomes (including
self-management and self-efficacy, patient engagement,
health-related quality of life (HRQoL), stress and anxiety, and
treatment adherence), and health care utilization (including the
number of emergency department [ED] visits and
hospitalizations, the use of preventive or recommended care
services by patients, and regular workload for health care
professionals). Secondary outcomesincluded technology-related
outcomes (including patient satisfaction, feasibility, and
acceptability). Definitions and examples of these 13 outcomes
are presented in Table 1.
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Table 1. Definitions and examples of al health outcomes included in this systematic review.

Included study outcomes Definitions and examples

Clinical outcomes

Disease events and .
complications

Vital parameters .

Laboratory parameters

Patient-reported outcomes

Self-management and
self-efficacy

Patient engagement .

Hesdlth-related quality
of life

Treatment adherence .

For example, asthma exacerbation, chronic kidney disease progression, and death
For example, blood pressure, BMI, weight, and respiratory parameters

For example, HbA 1.2 LDLP, cholesterol, eGFRC, HIV viral load, and CD4+ T-cell count

Self-management is a person’s ability to manage the clinical, psychosocial, and societal aspects of illness and its
care.

Self-efficacy isthe belief that aperson can successfully execute this behavior (eg, measured by the validated Diabetes
Empowerment Scale) [4]

Peatient engagement comprises 3 suboutcomes:

«  Patient activation: patients believe that their own rolein managing their careisimportant, patients' confidence
and knowledge to take action, how much they take action, and if patients are capable of staying on course
under stress (eg, measured by the Patient Activation Measure PAM13) [33]

«  Patientinvolvement: patients' involvement and participation in treatment decisions, and patients’ involvement
in sharing information, preparing and conducting amedical consultation, and accepting instructions from
doctors and nurses [34] (eg, measured by the number of patientsthat isin possession of an AsthmaAction
Plan)

«  Disease knowledge: patients’ knowledge of adisease and itsrelated care activities (eg, measured by the Brief
Diabetes Knowledge Test) [35]

All aspects of one's quality of life that are health-related, including physical functioning, social functioning, and
mental health (eg, measured by the 36-Item Short Form Survey SF-36) [36]
A reduction in anxiety or stress was considered a suboutcome (eg, measured by the parenting stress index) [37]

The extent to which a person’s behavior (taking medication, following adiet, or the execution of lifestyle changes)
corresponds with health care providers' recommendations [38] (eg, adherence to HIV medication)

Health careutilization: >all types of encounter sbetween patientsand health careproviders, including EDY visits, hospitalizations, outpatient
clinic appointments, and telephone calls

ED visitsand hospital-
izations

Recommended care .
services

Regular workload .

Technology-related outcomes

Patient satisfaction .
Feasibility .
Acceptability .

Reductions in undesirable events (eg, reductions in emergency department visits and hospitalizations)

Increased use of recommended care services by peoplewith uncontrolled disease, and theimproved use of preventive
care services (eg, follow-up outpatient clinic visits among people with uncontrolled HIV, eye examinationsin
people with diabetes)

A decreasein regular workload for health care professional s (eg, patients use email instead of interruptive telephone
calls as afirst method of contact)

Patient satisfaction with accessing and using patient-centered digital health records
Patient satisfaction with the effects of using patient-centered digital health records (eg, sense of control, perceived
quality of care)

Adherence to patient-centered digital health records and user retention rates, for which no universal cut-off values
are available

The perceived usability of patient-centered digital health records and how these affect behavior, aswell asidentified
facilitators and barriers

8HbA ¢ glycated hemoglobin.
b pL: low-density lipoprotein.

%eGFR: estimated glomerular filtration rate.

dep: emergency department.
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Data Extraction

Two independent reviewers (MB and SB) assessed titles,
abstracts, and full texts for eligibility. Disagreements were
resolved by discussion, if necessary, with athird reviewer (SG).

A modified, electronic version of the standardized Cochrane
data extraction form [39] was used to extract the following data
items: first author’'s name; publication year; study design;
disease or diseases studied; study aim; country and setting;
participants’ age and sex; sample size; inclusion and exclusion
criteria; follow-up duration; description, features, and purpose
of the patient-centered digital health record and (if applicable)
of the comparator; size and description of the control group (if
applicable); device used; description of health outcomes and
results; and main study findings.

Quality Appraisal

For quality appraisal, Joanna Briggs Institute (JBI) critical
appraisal toolsfor RCTSs, cross-sectional studies, cohort studies,
and quasi-experimental studies were used [40]. JBI tools were
modified to better suit the assessment of digital health record
studies. Severa items were added, including adequate
patient-centered digital health record descriptions and selection
bias measures, as presented in Multimedia Appendix 2. Asthe
JBI tools differed in the number of items, all scores were
converted to a 15-point scale. Articles with a score of 312 were
considered of “high quality,” between 8.5 and 11.9 of “medium
quality,” and <8.5 of “low quality.”

Data Synthesis

Associations between patient-centered digital health record use
and health outcomeswere categorized in 3 groups: “ beneficial
“neutra or clinicaly nonrelevant,” or “undesired.”
Categorizations were determined by our interpretation of study
findings, based on meaningful clinical effects and statistical
significance (P<.05), and could therefore differ from the authors
conclusions. Statistical significance was considered relevant
only if the effect size were clinically significant. If available,
minimal clinically important differences were used to assess
effect sizes. The summarization of effects was based on the
vote-counting method, as no meta-analysis could be performed.
The findings were summarized for all conditions, grouped by
disease category (diabetes mellitus, cardiopulmonary diseases,
hematol ogy-oncol ogy diseases, and other diseases), and grouped
according to outcome type (clinical outcomes, patient-reported
outcomes, health care utilization, and technology-related
outcomes).
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Subgroup Analyses

Several subgroup analyses were performed. The first subgroup
included conditions with a high disease burden. Theseincluded
conditions with either impaired socia participation or that
require ahigh level of self-management skills. Impaired social
parti cipation was defined as being unabl e to participate in work
or school or engage with friends and family as desired because
of the condition or its treatment. High self-management skills
are defined as recurrent actions demanded from patients to
prevent or treat the disease or its consequences, including high
disease-related knowledge needed to actively engage in
decision-making. This subgroup was determined based on
clinical expertise of the study team. Second, we assessed 2
subgroups. patient-centered digital health records that
predominantly offered passive features and those that
predominantly offered active features. Passive features are those
through which the patient receives information but does not
actively add information. Activefeatures arethosein which the
patient performs an action and actively engageswith the digital
health record. The third subgroup of interest included studies
with high methodological quality. A sensitivity analysis was
performed to investigate whether our results were influenced
by poor quality studies. Finally, the subgroups of interest were
studies that included older participants (mean age >55 years),
a high number of female participants (>45%), or a racialy
diverse population (<50% White participants).

Results

Overview

The search yielded 7716 unique publications. After screening
the titles and abstracts, 320 full-text articles were retrieved. A
total of 81 articles met the inclusion criteria. No non-English
articles that met the inclusion criteriawere identified. Figure 1
shows the study PRISMA flowchart. In total, 1,639,556
participants were included in the studies of this systematic
review. Most (74/81, 91%) studies included only adult
participants. Of the total 1,369,913 participants, 99%
(n=1,629,660) were adults. Nine studies included children or
their parents, with a total number of 9297 children and 599
parents. Sample sizes of studies varied from 10 to 267,208
participants. Furthermore, 46% (747,370/1,639,556) of the
participants were female. Of the 81 included studies, health
literacy was reported by 7 (9%) studies and insurance status by
15 (20%) studies. Race distribution was reported by 74% (60/81)
of studies, of which 47 (78%) studies included a population of
which morethan half were White and 26 (43%) studies of which
>75% were White.
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Figure 1. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flow diagram. PC-DHR: patient-centered digital health

record.
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Study Char acteristics

Study characteristics are presented in Tables 2-5 (36 studiesare
listed in Table 2; 11 studies arelisted in Table 3, 14 studies are
listed in Table 4, and 20 studies are listed in Table 5). Most
investigated conditionsweretype 1 or 2 diabetes mellitus (37/81,
46%), cardiovascular conditions (14/81, 17%), and malignancies
(1181, 14%). Studies were mostly conducted in the following
countries: United States (58/81, 72%), the Netherlands (7/81,
9%), Canada (5/81, 6%), and United Kingdom (3/81, 4%). In
addition, 30% (24/81) of the studies were RCTSs, 27% (22/81)
were cross-sectional studies, 20% (16/81) were retrospective
observational cohort studies, and 23% (18/81) were
quasi-experimental studies, including pretest-posttest and
feasibility studies. One study was a secondary data analysis of
theintervention group in an RCT. Of the 55 studiesthat reported

https://www.jmir.org/2022/12/e43086
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follow-up durations, 6 (7%) studies had afollow-up of lessthan
amonth, 25 (31%) studies between 1 and 6 months, 14 (17%)
studied between 7 and 12 months, and 10 (12%) studies of >12
months.

Explanations of the patient-centered digital health records
investigated in each study are presented in Tables 6-9.
Patient-centered digital health recordsrange from apilot patient
portal enabling patients to view a limited set of their medical
data to comprehensive PHRs, offering extensive data access
and enabling appointment scheduling and prescription refill
requests. A minority (12/81, 15%) of studies specifically
evaluated =1 digital health record features such as secure
messaging or amedication adherence module. In addition, 15%
(12/81) of studies used a hybrid approach to assess a
combination of adigital health record with a connected device,
or with training, coaching, or face-to-face visits.
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Table 2. Study characteristics of studies investigating diabetes mellitus (of 37 studies investigating diabetes mellitus, 36 are listed in Table 2).2

Author, year  Country, setting Study population, dis-  gyrgenP Study design Samplesize Age(years)®, Gender® (fe- Race®
ease, controlled? mean (SD)  male), n(%) (White), n (%)
Baleyetal  United States, 2aca  aAquitswithDMY on  ~ Pilot or feasi- 100 56 (11) 57 (57) 48 (48)
[41], 2019 demic hospitals high-risk medication bility
Boogerdet  Netherlands, 7medi- Parentsof children<13 + Pilotorfessi- |ezgq cf=57 9.1(2.7): 30 (56) NRY
a [42],2017 cadl centers years with DM type 1 bility Children
Byczkowski  United States, 1 aca- Parentsof childrenwith + Cross-sec- 1=126,C=89 11 (NR) 69 (54.8) 115 (91.3)
eta [43], demic hospital DM (or CFh or J|Ai) tional
2014
Chungeta  United States, outpa  Adults with DM - Cohort 1=12,485, 56 (12) 5493 (44) 5119 (41)
[44],2017 tient care organiza- C=2831
tion
Conway etal  United Kingdom, Patients with DM - Cross-sec- 1095 58 (12) 405 (36.99) 873 (78.73)
[45],2019  Scotland’s hedlth tional
system
Devkotaet  United States, 6 Patients with DM type - Cohort 1=409, 58 (12)k 235 (57.5) 250 (61.1)
al [46],2016 pcpd 2 C=1101
Dixoneta  United States, 3 Adultswith DM type2 - Pilotor feas- 96 53(11) 56 (58) 47 (49)
[47],2016  community centers bility
Greetzetal  United States, inte-  Adultswith DM - Cross-sec- 267,208 NR 127,458 116,770 (43.7)
[48],2018  grated health system tional (47.7)
Gregtzetal  United States, inte-  AdultswithDM withat - Cross-sec- 111,463 64 (13) 51,545 45,205 (40.56)
[49],2020  grated heath system least 1 oral drug tional (46.24)
Grant et a United States, 11 AdultswithDM using - rcT' 1=126, 59 (10) 54 (42.9) 117 (92.9)
[50], 2008 PCPs medication C=118
Laueta Canada, 1 academic  Adults with DM - Cohort 1=50,C=107 55 (14) 22 (44) NR
[51], 2014 hospital
Lyleseta  United States, inte-  Adultswith DM type2 - Cohort 1=8705, 61 (11)% 4013 (46.1) 3134 (36)¢
[52],2016  grated health system using statins C=9055
Martinezet  United States, 4 Adultswith DM type2 - Pilot or feas- 60 58 (13) 33(55) 41 (68)
a [53],2021 medical centers using medication bility
McCarrieret United States, 1dia  Adults <50 yearswith  + RCT 1=41,C=36 57 (8) 15 (37) 39 (95)
a [54],2009 betesclinic uncontrolled DM type
1
Osborneta  United States, Laca=  Adultswith DM type2 - Cross-sec- 1=62,C=13 57 (8) 39 (63) 46 (74)
[55],2013  demic hospital using medication tiona
Price-Hay-  United States, inte-  Adults with DM or - Cohort 1=10,497, NR 6205 (59.11) 8055 (76.74)
wood and grated health system ym C=90,522
Luo [56],
2017
Price-Hay-  United States, inte-  AdultswithDM or HT - Cohort 1=11,138, 58 (13) 6,204 (55.7) NR
wood et a grated health system C=89,880
[57], 2018
Quinneta  United States, 26 Adults <65 yearswith - RCT 1=82,C=25 54(8) 39 (48) 51 (62)
[58], 2018 PCPs DM type 2
Reed et d United States, inte-  Adultswith DM, HT, + Cross-sec- 1041 NR 587 (56.4) 618 (59.4)
[59],2015  grated health system CAD", asthma, or tional
CHF°
Reed et d United States, inte-  Adultswith DM+HT,  + Cross-sec- 165,477 NR 79,594 NR (60.9)
[60],2019  grated hedthsystem CAD, asthma, or CHF tional (48.2)
Reed et d United States, inte-  Adultswith DM, asth- % Cross-sec-  1=1392, NR 719 (51.7) 816 (58.6)
[61],2019  grated hedthsystem ma, HT, CAD, CHF or tional C=407

CV event risk
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Author, year  Country, setting Study population, dis-  gyrgen? Studydesign Samplesize  Age(years)®, Gender® (fe- Race®

ease, controlled? mean (SD)  male), n (%) (White), n(%)
Riippaetal  Finland, 10 PCPs AdultswithDM,HT or - RCT 1=80, C=57 61(9) 45 (56) NR
[62], 2014 HcP
Riippaeta  Finland, 10 PCPs AdultswithDM,HT or - RCT 1=80,C=57 61(9) 45 (56) NR
[63], 2015 HC
Robinson et United States, 1 vet- Veteranswithuncon- - Cross-sec- 1=446, 66 (8) 28 (6.3) 384 (86.1)
al [64],2020 eran hospital trolled DM type 2 tional C=754
Rondaeta  Netherlands, 62 Adults with DM - Cross-sec- 1=413, 64 (12) 154 (37.3) 383 (93.6)
[65],2014  PCPst+1 hospital tional C=758
Rondaeta  Netherlands, 62 Adults with DM - Cross-sec- 1=413, 59 (13) 154 (37.3) 383 (93.6)
[66],2015  PCPst+1 hospital tional C=219
Sabo et al United States, 21 AdultswithDM type2 - Cohort 1=189, 61 (13) 75 (40.9) 113 (72.9)
[67],2021  practices C=148
Sarkareta  United States, inte-  Adults with DM - Cohort 1=8705, 61 (11)k 4013 (46.1) 5072 (58.27)
[68],2014  grated health system C=9055
Seoetd South Koreg, 1 aca-  Patients with DM - Cohort 1=133, 54 (10) 23(17.3) NR
[69],2020  demic hospital C=7320
Sharitetal  United States, 1 vet- Overweight veterans - Filot or feas- 38 58 (8) 9(24) 8 (21)k
[70],2018  eranscenter with prediabetes bility
Shimadaet  United States, Veter- Veteranswith uncon- - Cohort 1=50,482, 61 (10) 2060 (4.08) 35,761 (70.84)
al [71], 2016 an registry trolled DM, HT or C=61,204

LDLY
Tenfordeet  United States, 1 Adults<75 yearswith - Cohort 1=4036, 59 (10) 1857 (46)k 3,390 (84)k
al [72],2012 community hospital DM C=6710
vanVugtet  Netherlands, 52 Patients with DM type - RCT 1=66, C=66 68 (10) 54 (41) 91 (69)
al [73],2016 PCPs 2
Vo et a United States, inte-  Adults <80 yearswith - RCT 1=673, 61 (10) 296 (44) 394 (58.5)
[74],2019  grated hedlthsystem DM type?2 C=603
Wald et d United States, 230  Patientswith DM type - RCT 126 59 (NR) 53 (42.1) 117 (92.9)
[75],2009  PCPs 2
Zocchi eta  United States, nation-  Patients with DM type - Cohort 95,043 63 (10) 4,339 (4.57) 68,954 (72.55)
[76],2021  wide 2, partly uncontrolled

8All studies are listed in Tables 2-5 and are reported in the disease category of the condition that is most prominently investigated. The study by Druss

et a [77] isthereforelisted in Table 5.

B1f conditions are considered to have a high disease burden or demand high self-management skills, a positive sign is shown. Otherwise, a sign is
indicated. A * sign indicates that multiple diseases have been studied, and only some of the diseases were considered to have a high disease burden.

CIf available, age (years), gender, and race were reported by digital health record users (“the intervention group”).
9DM: diabetes mellitus.

€ intervention.

fc: control.

9INR: not reported.

hcF: cystic fibrosis.

1JIA: juvenile idiopathic arthritis.
Ipcp; primary care practice.
KPresented numbers were estimated based on the data provided in the original articles.
IRCT: randomized controlled trial.
MHT: hypertension.

NCAD: coronary artery disease.
OCHF: congestive heart failure.
PHC: hypercholesterolemia.
9_DL: low-density lipoprotein.
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Table 3. Study characteristics of studies investigating cardiopulmonary diseases (of 21 studies investigating cardiopulmonary diseases, 11 are listed

in Table 3).2
Author, year  Country, setting Study population, dis-  gyrgen® Study design Samplesize  pge(years)®, Gender (fe- Race’
ease, controlled? mean (SD)  male), n (%) (White), n(%)
Abergeretal United States, renal  Postrenal transplant pa-  + Pilot or feasi- 66 54 (NR®) 34 (52)f 48 (72)f
[78],2014  transplant clinic tients with HTY bility
Ahmedeta Canada, 2 academic Adultswith asthmaus- + RCTY |h:49’ c=s1 NR 32 (68) NR
[79], 2016 hospitals ing medication
Apter et a United States, multi-  Adultswith asthmaus-  + RCT 1=151, 49 (13) 270 (89.7) 4(1.3)
[80],2019  center hospitals ing prednisone C=150
Fikseta United States, 3 Children aged 6-12 + RCT 1=30,C=30 8.3(1.9) 26 (87) 13 (43)
[81], 2015 pcpd years with asthma, among par-
partly uncontrolled ents
Fikset al United States, 20 Children aged 6-12 + Pilotor feasi- 1=237, NR 101 (42.8) 144 (61.5)
[82], 2016 PCPs years with asthma, bility C=8896
partly uncontrolled
Kogutetal  United States, 1 Adultsaged >49 years + Filot or feas- 30 NR 14 (47) NR
[83],2014  community hospital  with cardiopulmonary bility
disorders
Kimetad South Korea, 1 aca-  Petientswith obstruc- - RCT 1=30, C=13 43 (10)f NR (15) NR
[84],2019  demic hospital tive sleep apnea
Lauet al Australia, nation-  Adults with asthma + RCT 1=154, 40 (14) 124(805) NR
[85],2015  wide C=176
Manardetal  United States, PCP  Adults with uncon- - Cohort 1=400, 61 (12) 262 (65.5) 72
[86], 2016 registry trolled HT Cc=1171
Toscoseta  United States, 1 Patientswith nonvalvu-  + RCT 1=76,C=77 71(9) 60 (37.5) 153 (99.4)
[87],2020  community hospital |5 AFK with OAC!
Wagner et al  United States, 24 Patients with hyperten- - RCT 1=193, 55(12) 145 (75.1) 96 (50.5)
[88], 2012 PCPs sion, partly uncon- C=250

trolled

8A|l studies are listed in Tables 2-5 and are reported in the disease category of the condition that is most prominently investigated. The studies by
Price-Haywood and Luo [56], Price-Haywood et a [57], Reed et al [59], Reed et a [60], Reed et a [61], Riippaet a [62], Riippaet a [63], Shimada
et al [71] arelisted in Table 2. The study by Martinez Nicolas et a [89] islisted in Table 4. The study by Druss et a [77] istherefore listed in Table 5.

B1f conditions are considered to have a high disease burden or demand high self-management skills, a positive sign is shown. Otherwise, a sign is
indicated. A + sign indicates that multiple diseases have been studied, and only some of the diseases were considered to have a high disease burden.

CIf available, age (years), gender, and race were reported by digital health record users (“the intervention group”).
aHT: hypertension.

®NR: not reported.

"Presented numbers were estimated based on the data provided in the original articles.

9RCT: randomized controlled trial.

M intervention.

ic: control.

Ipcp: primary care practice.

KAF: atrial fibrillation.

loAC: oral anticoagulant drug.

https://www.jmir.org/2022/12/e43086 JMed Internet Res 2022 | vol. 24 | iss. 12 | 43086 | p. 9

(page number not for citation purposes)

RenderX


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Table 4. Study characteristics of studies investigating hematological and oncological diseases (n=14).

Brands et al

Author, year  Country, setting Study population, dis-  gyrgen® Studydesign Samplesize  age (years)®, Gender® (fe-  Race®
ease, controlled? mean (SD)  male), n (%) (White),n(%)
Cahill etal  United States, can-  Adultswith glioma  + Cross-sec- 186 44 (13) 87 (46.8) 149 (86.1)
[90], 2014  cer center tional
Chicheetd  France, 1communi- Aduitswith ITF® ~ * RrcTd =28, Cf=15 48 (15) 21(79) NRP
[91], 2012  ty hospital
Collinseta  United Kingdom, Patients with + Pilotor feas- 10 NR NR NR
[92], 2003 hemophiliacenters  hemophilia>11 years bility
Coqueteta  United States, can-  Patients with can- + Cohort 1=3223, 59 (15) 1,554 1,804 (49.68)
[93],2020  cer center cer+chemotherapy C=3223 (49.78)
Groeneta  Netherlands, cancer Patients with lung + Pilotor feas- 37 60 (8) 16 (47) 37 (100)
[94],2017  center cancer bility
Hall et al United States, Can-  Patientswithresection  + Pilot or feasi- 49 59 (12)9 37 (76) 48 (98)
[95],2014 cer Center for CRC! or ECI bility
Hongeta  United States, aca-  Children aged 13-17  + Cross-sec- 46 15 (1.2)¢ 10(63) NR
[96],2016  demic pediatrichos- yearswith cancer or a tional among chil-
pita blood disorder+par- dren
ents
Kidwell etal United States, multi- Patientsaged 13-24  + Filotorfeas- 44 19 (NR) 24 (55) 0(0)
[97],2019  center hospitals years with sickle cell bility
disease
Martinez Spain, 4 community  patientswith COPDX, + Pilotorfeas- 577,121 42 (23) 319,7259 NR
Nicolaset al hospitals CHF', or hematologic bility (55)
[89], 2019 !
malignancy
O'Heaeta  United States, can-  Adult women with + RCT 1=100, 61 (11) 100 (100) 85 (85)
[98],2021  cer centers nonmetastatic breast C=100
cancer ending treat-
ment
Pai et al Canada, cancer cen- Adult men with + Cross-sec- 17 64 (7)° 0(0) 16 (95)
[99], 2013  ter prostate cancer tional
Tarvereta  United States, aca=  Patientswith colorec-  + Cross-sec- 22 58 (10) 10 (45) NR
[100], 2019  demic hospital tal cancer tional
Wiljereta  Canada, breast can- Patientswith breast  + Pilotorfeas- 311 NR 303 (99.7) NR
[101], 2010  cer registry cancer bility
Williamson  United States, pedi- Pediatric cancer sur-  + Cohort 56 NR 27 (48) 49 (88)
etal [102],  atric cancer center  vivors
2017

3f conditions are considered to have a high disease burden or demand high self-management skills, a positive sign is shown. Otherwise, a sign is
indicated. A * sign indicates that multiple diseases have been studied, and only some of the diseases were considered to have a high disease burden.

Bf availabl e, age (years), gender, and race were reported by digital health record users (“the intervention group”).
CITP: idiopathic thrombocytopenic purpura.
9RCT: randomized controlled trial.

€ intervention.

fc: control.

9YPresented numbers were estimated based on the data provided in the original articles.

PNR: not reported.
'CRC: colorectal cancer.

JEC: endometrial cancer.
KCOPD: chronic obstructive pulmonary disease.
ICHF: congestive heart failure.
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Table 5. Study characteristics of studies investigating other diseases (of 21 studies investigating other diseases, 20 are listed in Table 5). Diseases
include kidney disease (n=3, 15%), mental health disorders (n=3, 15%), multiple sclerosis (n=2, 10%), inflammatory bowel disease (n=2, 10%),

rheumatol ogic conditions (n=2, 10%), and others (n=8, 40%).2

Author, year  Country, setting Study population, dis-  gyrgen® Study design Sample Age(years)®, Gender® (fe- Race®

ease, controlled? size mean (SD)  male), n (%) (White), n (%)
[103], 2017 women with HIV, part-

ly uncontrolled
Bidmeadand United Kingdom, 1 pgiientswith IBDY + Crosssec- 60 NR" NR NR
Marshall community hospital tiona
[104], 2016
Crouch et a United States, 1HIV ~ Veterans with HIV, + Cross-sec- |i:20, 43 (11) 1(5) 19 (95)
[105], 2015 clinic partly uncontrolled tiona i

C'=20

Drusset a United States, 1 Patientswithamental  + RCT I=85,C=85 49(7) 42 (49) 13 (15)
[106], 2014 mental health center  disorder+chronic condi-

tion
Drusset a United States, 2 Patientswith amental  + RCT 1=156, 51 (6.5) 95 (61) 29 (19)
[77], 2020 mental health cen- disorder+DM k’ HTI, or C=155

ters HCm

Jhamb et al United States, 4 Adultsvisiting nephrol-  + Cross-sec- 1098 58 (16) 549 (50) 952 (86.7)
[107], 2015 nephrology clinics  ogy clinics, partly un- tional

controlled
Kahneta United States, HIV ~ PatientswithHIV or ~ + Pilotorfeasi- 136 NR 15 (1) 106 (78)'
[108], 2010 clinic AIDS bility
Keith United States, 8 Vet-  Veterans with HIV, + Cross-sec- 1871 NR 51 (2.73) 342 (18.28)
Mclnneseta eran hospitals partly uncontrolled tiona
[109], 2013
Keith United States, Veter-  VeteranswithHIV+de-  + Cohort 3374 NR 128 (3.79) 1130 (33.49)
Mclnneseta anscare system tectableviral load, part-
[110], 2017 ly uncontrolled
Kiberd et a Canada, didysis Adult with homedialy- + Pilotor feas- 41 57 (2) 13 (48) NR
[111], 2018 clinic sis bility
Leeetd South Korea, 1 Patientswith cleftlipor - Pilotorfeas- 50 36 (NR) 33 (66) NR
[112], 2017 surgery department  cleft palate surgery bility
Miller et a United States, Mg"  Patientswith MS + RCT 1=104, 48 (9) 73(71.6) 80 (78.4)
[113], 2011 clinic C=102
Navaneethanet  United States, multi- ~ Adults with chronic + RCT 1=152, 68 (NR)f 79 (52) 117 (77)
a [114], 2017 ple hedth centers kidney disease, partly C=57

uncontrolled
Plimpton United States, HIV ~ Women with HIV, + Pilotorfeas- 22 41 (11) 22 (100) 7(32)
[115],2020  clinic partly uncontrolled bility
Reich et al United States, 1 Adults with 1BD® + RCT 1=64,C=63 42 (16) 28 (46) 48 (77)
[116],2019  community hospital
Scott Nielsen  United States, Laca= Adultswith MS + Cross-sec- 1=120, 45 (11) 90 (75) 115 (95.8)
et a [117], demic center tional C=120
2012
SonandNahm  United States, online  Patients >49 yearswith  + Secondary 272 70(9) 191 (70.2)  213(78.3)
[118], 2019 senior community 1 or morechronic condi- dataanalysis

tions
Tomet d United States, inte-  Parents of childrenage +* Cross-sec- =166, 3 66 (39.8) 113 (68.1)
[119],2012  grated hedthsystem <6yearswith1or more tional C=90

chronic conditions
vandenHeuv- Netherlands, 3hospi-  Adultswith bipolar dis-  + Cross-sec- 39 45(11) 44 (67) NR
e eta [120], tas order tiona
2018

https://www.jmir.org/2022/12/e43086

RenderX

JMed Internet Res 2022 | vol. 24 | iss. 12 | e43086 | p. 11
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Brands et &

Author, year  Country, setting Study population, dis=  grgenP Study design  Sample Age(years)®, Gender® (fe- Race®

ease, controlled? size mean (SD)  male), n (%) (White), n(%)
vander Vaart Netherlands, 1hospi-  Patientswith rheuma-  + Crosssec- 214 62 (13) 140 (65.4) NR
eta [121], tal toid arthritis tiona

2014

Al studies are listed in Tables 2-5 and are reported in the disease category of the condition that is most prominently investigated. The study by
Byczkowski et a [43] istherefore listed in Table 2.

b1 conditions are considered to have a high disease burden or demand high self-management skills, a positive sign is shown. Otherwise, a sign is
indicated. A + sign indicates that multiple diseases have been studied, and only some of the diseases were considered to have a high disease burden.

CIf available, age (years), gender, and race were reported by digital health record users (“the intervention group”).
dMSM: men who have sex with men.

€RCT: randomized controlled trial.

"Presented numbers were estimated based on the data provided in the origina articles.
9BD: inflammatory bowel disease.

PNR: not reported.

iI: intervention.

ic: control.

kDM: diabetes mellitus.

IHT: hypertension.

MHC: hypercholesterolemia

"MS: multiple sclerosis.

9BD: inflammatory bowel disease.
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Table 6. Patient-centered digital health record descriptions for disease category diabetes mellitus (of 37 studies investigating diabetes mellitus, 36 are

listed in Table 6).2
Author, year Name Type What is evaluated?®  Passive features Active features Focus®
Bailey et d [41], ElectronicMed- ppd Adherence module  View heath information (medical  Report medication con-  Active
2019 ication Com- aone summary), read after-visit summary, cerns, monitor medica
plete Communi- read educational material tion use
cation
Boogerd et al [42], Sugarspace PP PP View treatment goals, read educa-  Parent-professional com- Active
2017 tional material munication, peer support
Byczkowski et al In-house devel- PP PP View hedth information (including Messaging, upload docu- Passive
[43], 2014 oped |aboratory results, medication), view  ments, receive reminders
appointments, read disease-specific
information
Chung et d [44], Not reported PP Messaging View health information Messaging Active
2017
Conway et al [45], My Diabetes Tethered PHR View hedthinformationfromprima-  Report self-measure- Passive
2019 My Way PHR® ry and secondary care (including ments
clinical parameters, medication, and
correspondence), read educational
meaterial
Devkotaet a [46], MyChart PP PP View health information (including Messaging, request pre-  Passive
2016 |aboratory results, diagnoses, medi-  scription refills, schedule
cation, vital signs), read educational  appointments, pay bills
meaterial
Dixon et a [47], CareWeb PP Medication module View health information (including Report barrierstomedica:  Passive
2016 aone measurements, medication) tion adherence
Graetz et al [48], “Kaiser Perma- PP PP View health information (including Messaging, schedule ap-  Active
2018 and Graetzet  nente portal” |aboratory results) pointments, request pre-
al [49], 2020 scription refills, pay bills
Grant et d [50], Not reported PP PP View hedth information (including Edit medication lists, Active
2008 medication, laboratory results) messaging, report adher-
ence barriers or adverse
effects
Lauetal [121],2014 BCDiabetes PP PP View health information (including Messaging, useajournal  Passive
laboratory results), view care plan,
read educational material
Lyleset a [52], “Kaiser Perma- PP Medication module View healthinformation (including Messaging, schedule ap- Active
2016 nente portal” aone medical history, laboratory results, pointments, request pre-
and visit summaries) scription refills
Martinez et a [53], My Diabetes PP Diabetes module View health information (including Messaging, peer support, Active
2021 Care, part of |aboratory resultsand vaccinations),  decision support tools
My Health at visualize information, read educa-
Vanderbilt tional material
McCarrier etal [54], LivingwithDia PP PP+case manager View hedth information (including Upload blood glucose Active
2009 betes Interven- correspondence, action plans, and  readings, use ajournal
tion laboratory results), read diabetes-
related information
Osborn et a [55], My HedlthAt PP PP View headlth information (including Messaging, manage ap-  Passive
2013 Vanderbilt vital signs, laboratory results, and  pointments, use health
medication), read educational infor-  screening tools, pay bills
mation
Price-Haywood and MyOchsner PP PP View hedth information (including Messaging, request pre-  Passive
Luo [56], 2017 and an after-visit summary, alergies, scription refills, schedule
Price-Haywood et a and laboratory results) appointments
[57], 2018
Quinn et al [58], Not reported PP PP View self-reported health informa-  Messaging, report self-  Active
2018 tion (including medication and measurements and medi-
measurements), read educational cation changes, receive
material automated feedback
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Author, year Name Type What is evaluated?®  Passive features Active features Focus®
Reed et a [59], 2015 “Kaiser Perma- PP Messaging alone View hedth information (including Messaging, request pre-  Active

nente portal” laboratory results and correspon- scription refills, schedule
dence) appointments
Reedetal [60],2019 “Kaiser Perma- PP PP View hedthinformationfromprima- Messaging, request pre-  Passive
(1) and Reed et & nente portal” ry care and secondary care (includ-  scription refills, schedule
[61], 2019 ing laboratory results and visit visits
summaries)
Riippaet al [62], Not reported PP PP View health information (including Messaging Passive
2014 and Riippa et diagnoses, |aboratory results, vacci-
a [63], 2015 nations, and medication), view care
plan, read educational material
Robinson et al [64], My HealtheVet PP Messaging alone View healthinformation (including Messaging, request pre-  Passive
2020 medication and correspondence),  scription refills, receive
view appointments reminders, upload notes
and measurements, use a
journal
Rondaet al [65], Digitaal log- PP PP View diabetes-specific hedthinfor- Messaging, upload self-  Passive
2014 and Rondaet  boek mation (including laboratory results, measurements
a [66], 2015 diagnoses, and medication), view
treatment goals, view appointments
Saboeta [67],2021 Diabetes En- PP PP View hedth information (including Report diet, physical ac- Active
gagement and medication and self-reported glu-  tivity, blood glucose
Activation Plat- COSe measurements) measurements, complica
form tions, mental health and
goals, receive derts
Sarkar et a [68], “Kaiser Perma- PP PP View health information (including Messaging, request pre-  Passive
2014 nente portal” medica history, laboratory results, scription refills
and visit summaries), view appoint-
ments
Seoetd [69],2020 MyChatinMy Tethered PHR+sugar function View health information (including Edit information, sched- Active
Hand PHR |aboratory results, medication, aler-  ule appointment; sugar
gies, diagnoses) function: log treatment,
food intake, and exercise
Sharit et a [70], My HedltheVet PP Track Health mod-  View healthinformation (including Messaging, request pre-  Active
2018 uletwearable medication and correspondence),  scription refills, receive
view appointments reminders; track Health
module; record diet and
activity, upload datafrom
connected accelerometer
Shimadaet al [71], My HedtheVet PP Messaging, prescrip-  View health information (including Messaging, request pre-  Active
2016 tion refills medication and correspondence),  scription refills, receive
view appointments reminders, upload notes
and self-measurements,
use ajournal
Tenfordeet a [72], MyChart PP PP View hedth information (including Messaging, view glu- Passive
2012 diagnoses and laboratory results),  cometer readings, receive
read diabetes educational material  reminders
vanVugteta [73], eVita Tethered PHR+personal View health information (measure- Messaging, self-manage- Active
2016 PHR coach ments), read diabetes education ment support program for
personal goal setting and
evaluation
Voetal [74],2019 “Kaiser Perma PP PP+PreVisit Prioriti- View health information (including PreVisit Prioritization Active
nente portal” zation messaging medical history, laboratory results, messaging to report prior-

and visit summaries), view appoint-
ments

ities before aclinic visit,
request prescription re-

fills
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Author, year Name Type What is evaluated?®  Passive features Active features Focus®
Wald et a [75], Patient Gate- Tethered PHR View hedth information (including Suggest corrections, re-  Active
2009 way PHR medication, allergies, and laboratory  port care concerns, ask

Zocchi et a [76],
2021

My HedltheVet PP

results)

View hedlth information (including
medication, laboratory results,
imaging, and correspondence)

for referrals, create care
plans before visits

Messaging, requesting
prescription refills,
download healthinforma:
tion

Active

8A|| studiesarelisted oncein Tables 2-5 and are reported in the disease category of the condition that is most prominently investigated. We haveincluded
only the functionaities that the authors have reported in their articles. We have applied the taxonomy as presented in Textbox 1 on the information
provided by the authors. Therefore, our classification of patient-centered digital health records might not correspond with the term used by the authors.

Bin this col umn, we indicated whether authors evaluated the complete patient-centered digital health record, or only part of it.

By definition, patient-centered digital health records have both passive and active features. In this column, we indicate whether patient-centered digital
health records predominantly offer passive or active features. In passive features, patients receive information but do not actively add it. In terms of
active features, patients perform an action and actively engage with the portal.

dpp; patient portal.
®PHR: personal health record.
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Table7. Patient-centered digital health record descriptionsfor disease category cardiopulmonary diseases (of 21 studies investigating cardiopulmonary

diseases, 11 arelisted in Table 7).2

Author, year Name Type What is evaluated?®  Passive features Active features Focus®
Abergereta [78],  Good Hedlth ppd PP+BP® cuff View BP measurements, view Communicateself-report-  Active
2014 Gateway treatment goals ed adherence, receive au-
tomated and tailored
feedback
Ahmed et a [79], My Asthma PP PP View hedth information (including Monitor and receive Passive
2016 Portal medi cation and diagnoses), read feedback on self-manage-
genera and tailored asthmainforma-  ment practices
tion
Apter et a [80], MyChart PP PP View hedth information (including Messaging, request pre-  Passive
2019 laboratory results, vaccinations, and  scription refills, schedule
medication), view appointments appointments
Fikset a [81], 2015 MyAsthma PP PP View care plan, read educational Report symptoms, treat-  Active
and Fiks et a [82], material ment adherence, con-
2016 cerns and side effects
Kimetal [84],2019 MyHedthKeep- Tethered PHR+activity track- View previously uploaded self-re-  Upload self-reported deta  Active
er PHR' er ported data (eg, diet, sleep, weight,
BP, step count), connect
with wearables, receive
feedback from health
care providers
Kogut et al [83], ER-Card Unteth-  PHR+homevisitsby View patient-reported medication ~ Pharmacistsview andre- Active
2014 ered PHR pharmacists list view patient-reported
medication lists, and dis-
cuss potential concerns
in home visits
Laueta [85], 2015 Healthy.me Unteth-  PP+extrafeature View AsthmaAction Plan, read ed-  Schedule appointments,  Passive
ered PHR ucational content peer support, self-report
medication, useajournal
Manard et a [86], Not reported PP PP+BP cuff View hedth information (including Messaging, request pre-  Passive
2016 laboratory results, vital signs, and  scription refills, upload
diagnoses) measurements from con-
nected BP cuff
Toscos et a [87], MyChart PP PP+smart pill bottle View health information (including Messaging, request pre-  Active
2020 laboratory results, vaccinations, and  scription refills, schedule
medication), view appointments appointments Smart Rill
Bottle: adevice that
sends notifications when
auser opens or failsto
openthelid, based onthe
dose schedule
Wagner et a, 2012 MyHedthLink Tethered PHR View hedth information (including Messaging, goal setting, Active
[88] PHR diagnoses, medication, and aller-  upload self-measure-

gies), read educational materia

ments (including BP)

Al studiesarelisted oncein Tables 2-5 and are reported in the disease category of the condition that ismost prominently investigated. We haveincluded
only the functionalities that the authors have reported in their articles. We have applied the taxonomy as presented in Textbox 1 on the information
provided by the authors. Therefore, our classification of patient-centered digital health records might not correspond with the term used by the authors.

b1 this col umn, we indicated whether authors evaluated the complete patient-centered digital health record, or only part of it.

By definition, patient-centered digital health records have both passive and active features. In this column, we indicate whether patient-centered digital
health records predominantly offer passive or active features. In passive features, patients receive information but do not actively add it. In terms of
active features, patients perform an action and actively engage with the portal.

dpp; patient portal.
®BP: blood pressure.
PHR: personal health record.
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Table 8. Patient-centered digital health record descriptions for disease category hematological and oncological diseases (n=14).2

Author, year Name Type What is evaluated?  Passive features Active features Focus®
Cahill et al [90], MyMDAnder- Tethered PHR View health information (including Messaging, request pre-  Passive
2014 son PHRY correspondence, operative reports,  scriptionrefills, schedule
laboratory results, and imaging), appointments
read education material
Chicheet al [91], Sanoia Pp° PP+ITP features View health information (including Messaging Passive
2012 alergies, vaccinations, medication,
and test results), I TP-specific educa
tional material, read emergency
protocols
Collinset a [92], Advoy PP PP View hedth information (treatment  Registration of symptoms  Active
2003 regimen), read educational material  and medication use, auto-
mated alerts are sent to
professionals
Coquet et a [93], MyHealth por- PP Email use View hedth information (including Messaging, schedule ap- Active
2020 tal laboratory results) pointments, request pre-
scription refills, pay bills
Groen et al [94], MyAVL PP PP View health information (including Upload patient-reported ~ Active
2017 laboratory results, lung function, outcomes, receive tai-
and correspondence), view appoint- lored physical activity
ments, read personalized informa-  advice
tion
Hall et al [95], 2014 MyFoxChase PP Genetic screening  View health information (including Messaging, receivealerts Passive
laboratory results), view appoint-  if genetic screening re-
ments, read educational material sults are available
Hong et al [96], MyChart PP PP View headlth information (including Messaging, schedule ap- Passive
2016 laboratory results, medication, aler-  pointments, request pre-
gies) scription refills, use a
journa
Kidwell et a [97], MyChart PP PP View health information (including Messaging Passive
2019 laboratory results, medication, diag-
noses, and allergies), view appoint-
ments, read information about sickle
cell disease
Martinez Nicolaset  Not reported PP PP View hedth information (including Messaging, teleconsult-  Active
al [89], 2019 laboratory results, imaging, and ing, schedule appoint-
medication) ments, upload glucose
measurements
O'Heaet a [99], PolarisOncolo- PP PP View hedthinformation (including Request areferral Passive
2021 gy Survivorship diagnoses, operative reports, and
Transition medication), view appointments,
read educational material
Pai etal [99], 2013 PROVIDER Tethered PHR View hedth information (including Messaging, use decision Passive
PHR |aboratory results, medication, support tools, fill in
pathology, imaging, and correspon-  questionnaires
dence), read educationa material
Tarver et a [100], OpenMRS Tethered PHR+extrafeature  View health information (including Messaging, peer support Passive
2019 PHR treatment history, diagnoses, and
care plan), view atreatment summa-
ry, read educational material
Wiljer et a [101], InfowWell Tethered PHR View hedth information (including Patientscanorganizeand Passive
2010 PHR medication, laboratory results, upload care information
imaging, and pathology), view ap-
pointments
Williamson et a SurvivorLink Unteth- PHR Read educational material Upload health documents  Active
[102], 2017 ered PHR and share these with pro-
fessionals

Al studiesarelisted oncein Tables 2-5 and are reported in the disease category of the condition that is most prominently investigated. We haveincluded
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only the functiondlities that the authors have reported in their articles. We have applied the taxonomy as presented in Textbox 1 on the information
provided by the authors. Therefore, our classification of patient-centered digital health records might not correspond with the term used by the authors.

b1 this col umn, we indicated whether authors evaluated the complete patient-centered digital health record, or only part of it.

By definition, patient-centered digital health records have both passive and active features. In this column, we indicate whether patient-centered digital
health records predominantly offer passive or active features. In passive features, patients receive information but do not actively add it. In terms of
active features, patients perform an action and actively engage with the portal.

4PHR: personal health record.
€pp; patient portal.
TP idi opathic thrombocytopenic purpura.
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Table 9. Patient-centered digital health record descriptions for disease category other diseases (of 21 studies investigating other diseases, 20 are listed

[117], 2012

|aboratory results, and imaging),
read educational material

in Table 9).2
Author, year Name Type What is evaluated?®  Passive features Active features Focus®
Anandetal [103], Adam'sLove  ppd PP View health information (HIV test  Schedule HIV test ap- Active
2017 results), receive appointment re- pointments, use e-coun-
minders seling, receive appoint-
ment reminders
Bidmeadeta [104], PatientsKnow Tethered PHR View hedth information (including Communication with Active
2016 Best PHRE medication, |aboratory results, and  health care providers,
correspondence), read educational  upload and share health
material information
Crouch et a [105], My HedtheVet PP PP View hedth information (including Messaging, request pre-  Passive
2015 laboratory results and correspon-  scription refills
dence)
Druss et a [106], My- PP PP+training View headlth information (including Promptsremind patients Passive
2014 HealthRecord diagnoses, measurements, laborato-  of routine preventive ser-
ry results, medication, and aller- vice
gies), view treatment goals
Drusset a [77], Not reported PP PP+training View health information (including Formulate long-term Active
2020 medication, alergies, measure- goals, that are trandlated
ments, and laboratory results) into action plans with
progress tracking
Jhamb et a [107], Not reported PP PP View hedlth information (including Messaging, schedule ap- Passive
2015 diagnoses, alergies, immunizations, pointments, request pre-
and laboratory results) scription refills
Kahn et a [108], MyHERO PP PP View hedlth information (including Upload notes and self- Passive
2010 diagnoses, medication, laboratory ~ measurements
results, and allergies), view appoint-
ments, read information on interpret-
ing test results
KeithMclnnesetal My HealtheVet PP PP View hedlth information (including Messaging, request pre-  Passive
[109], 2013 and Kei- medication and correspondence),  scription refills, receive
th Mclnnes et a view appointments reminders, upload notes
[110], 2017 and self-measurements,
use ajournal
Kiberdet al [111], RelayHedth PP PP View hedth information (including Messaging Active
2018 test results and medication)
Leeeta [112],2017 CoPHR PP PP View hedth information (including Manageand edit appoint- Passive
diagnoses, laboratory results, medi- mentsand healthinforma:
cation, alergies, vital signs, and tion
correspondence), view appoint-
ments, view treatment plan, read
educational information
Miller et a [113], Mellen Center  Unteth- PHR Review previously entered symp-  Messaging, report symp-  Active
2011 Care Online ered PHR toms and HRQoL | toms and HRQoL and
evauate changes, prepa-
ration for appointments
Navaneethan et al MyChart PP PP+part of usersre-  View health information (including Messaging, schedule ap- Passive
[114], 2017 ceived training medication and laboratory results), pointments, request pre-
read educational material scription refills
Plimpton[115] 2020 Not reported PP PP View health information Messaging Passive
Reich et a [116], MyChart PP PP View hedth information (including Messaging Passive
2019 laboratory results, diagnoses, medi-
cation, and vital signs)
Scott Nielseneta  PetientSitel0 PP PP View health information (including Messaging, schedule ap-  Active

pointments, request pre-
scription refills, upload
self-measurements, pay
bills
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Author, year Name Type What is evaluated?®  Passive features Active features Focus®
Son and Nahm MyChart PP PP+training View hedth information (including Messaging, schedule ap- Passive
[118], 2019 medication and laboratory results), pointments, request pre-

read educational material scription refills
Tomet a [119], My- PP PP View heath information (including Messaging, schedule ap- Passive
2012 GroupHealth diagnoses, medication, and test re-  pointments

sults), read after-visit summaries,

proxy access
vanden Heuvel eta  “PHR-BD” Tethered Tethered View heath information (including Messaging, report symp- Active
[120], 2018 PHR PHR+mood chart diagnoses, laboratory results, medi- tomsin amood chart,

cation, and correspondence), read  view personal crisis plan
educational material

van der Vaart et al Not reported PP PP View health information (including Report and monitor Active
[121], 2014 diagnoses, medication, and laborato- HRQoL outcomes
ry results), read educationa material

8A|| studiesarelisted oncein Tables 2-5 and are reported in the disease category of the condition that is most prominently investigated. We haveincluded
only the functionaities that the authors have reported in their articles. We have applied the taxonomy as presented in Textbox 1 on the information
provided by the authors. Therefore, our classification of patient-centered digital health records might not correspond with the term used by the authors.
Bin this col umn, we indicated whether authors evaluated the complete patient-centered digital health record, or only part of it.

By definition, patient-centered digital health records have both passive and active features. In this column, we indicate whether patient-centered digital
health records predominantly offer passive or active features. In passive features, patients receive information but do not actively add it. In terms of
active features, patients perform an action and actively engage with the portal.

dpp; patient portal.

®PHR: personal health record.

"HRQoL: health-related quality of life.

Outcomes Appendices 3 and 4. For high-quality studies, proportions are
u presented in Multimedia Appendix 3. An overview of study
An overview of reported associations for each health outcome  conclusions and associated outcomes is presented in Tables

is shown in Figure 2. The proportions of beneficial effects  10-13. Studies were grouped according to disease group.
reported per health outcome are presented in Multimedia

Figure 2. Health outcomes associated with patient-centered digital health record use. Associations refer to meaningful clinical effects or statistical
significance. If studiesreport multiple health outcomewithin 1 category, each health outcomeisincluded separately. * The proportion of health outcomes
for which beneficial effects were reported. ED: emergency department.

Number of reported outcomes Propor-
0 5 10 15 20 25 30 fton*

Clinical outcomes

Disease event and complications (e.g. asthma exacerbation) m— 33%

Vital parameter (e.g. blood pressure, BMI)  — 38%

Laboratory parameter (e.g. HbAlc, cholesterol) m——  ———— 48%
Self-reported outcomes

Self-management and self-efficacy ~— 53%

Engagement (activation, involvement, knowledge) m—— 46%

Health-related quality of life 27%

Treatment adherence (e.g. HIV medication) IE— 56%

Health care utilization

Increase in recommended care services (e.g. preventive care) IE—— 42%
Reductions in ED visits and hospitalizations — m— 77%
Decrease in regular workload m 50%
Technology-related outcomes
Patient satisfaction with use I 100%
Patient satisfaction with effects - 75%
Feasibility (e.g. user compliance, user retention rate) I 79%
Acceptability (e.g. ease of use, usability) T 88%
M Beneficial association Neutral or clinically non-relevant association ~ M Undesired association
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Table 10. Conclusions and health outcomes: all studies investigating diabetes (n=37), of which 8 (22%) are of high methodological quality.?

Author, Participants Comparison Main conclusion Study Clini-
year design ca

Patient Careuti- Tech- Quali-
reported lization nology tyb

Boogerdet  Parentsof children ppd ygergyer-  Patient portal useisnot associated with - oge @) _f Q Q
al [42], withDMCtypel susPPnonusers |essparental stress. The more stress,
2017 the more parents use the portal.
Laueta Patientswith DM Pretest PP Petient portal useisassociated with Cohort O — O
[51], 2014 nonuseversus  improved glycemic control.
posttest PP use
Lyleseta Adultswith DM Prescriptionre-  Requesting prescription refillsisasso- Cohort — — O
[52],2016 type2using fill useversus  ciated withimproved statin adherence.
statins, registered  no refill use
for PP
McCarrier  Adultsaged <50  Nurse-aided PP Patient portal useresultsinimproved  RcT9 o O O
etal [54], yearswithuncon- usersversusPP self-efficacy, but not inimproved
2009 trolled DM typel nonusers glycemic control.
PriceeHay- Adultswith DM PP usersversus Patient portal useisassociated with Cohort O — O
woodand (o HTM) PP nonusers more primary carevisits and telephone
Luo [56], encounters, but not with less hospital-
2017 izations or ED' visits.
Sarkaretal AdultswithDM,  Recurrent pre-  Recurrent use of prescription refillsis  Cohort O — O
[68],2014 registered for PP scription refill  associated with improvementsin adher-
useversusocca ence and lipid control.
sional refill use
versus no refill
use
Shimadaet Veteranswithun- Messagingand Messaging or requesting prescription  Cohort O — O
a [71], controlled DM, prescription re-  refillsis associated with improved
2016 registered for PP fillsusersver-  glycemic control.
sus PP users
who use neither
vanVugtet PatientswithDM  PHR+personad PHR usedoesnot resultinimproved  RCT O O O
a [73], type 2, registered  coach versus glycemic control, self-care, distress,
2016 for PHRI PHR usealone  nor well-being, regardless of personal
coaching.
Dixoneta Adultswith DM Pretest PP Patient portal use is associated with QE O — O
[47],2016 type?2 nonusersversus improved adherence, but not with
posttest PP changesin clinical outcomes nor care
users utilization.
Drusseta Patientswith a PP usersversus Patient portal use does not result in RCT O — o
[77],2020 mental disor- PP nonusers clinically relevant improvementsin
der+DM, HT or perceived quality of care, patient acti-
HCK vation nor HRQoL'.
Graetzeta Adultswith DM PP usersversus Patient portal use is associated with Cross O — O
[49],2020 withatleast 1 oral PP nonusers small, likely irrelevant improvements
drug in glycemic control and medication
adherence.
Granteta Adultswith DM Tethered PPuse  Using atethered patient portal results RCT O — O
[50], 2008 using medication  versusunteth-  inincreased patient participation, but
ered PP use not improved glycemic control.
Reedeta  Adultswith PP usersversus Patient portal useisassociated with Cross O — O
[60],2019 DM+HT, asthma, PP nonusers more outpatient office visits, and with
CAD™, or CHF" reduced ED visits and preventable
hospitalizations.
Riippaeta AdultswithDM, PP usersversus Patient portal use does not resultin RCT — — O
[62],2014 HT, or HC PP nonusers clinicaly relevant improvementsin

patient activation, except among adults
with low baseline activation.
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Author, Participants Comparison Main conclusion Study Clini- Patient Careuti- Tech- Quali-
year design ca reported lization nology tyb
Riippaeta AdultswithDM, PPusersversus Patient portal use does not resultin RCT — O O O O
[63],2015 HT, or HC PP nonusers clinicaly relevant improvement in pa-
tient activation nor HRQoL.
Robinsonet  Veteranswithun-  Responderson  Responding on messagesisassociated Cross — O — — O
a [64], controlled DM team-initiated  with improved self-management and
2020 type 2, registered  messagesver-  self-efficacy.
for PP SUS nonrespon-
ders
Rondaeta Adultswith DM Recurrent PP Recurrent patient portal useisassociat- Cross — O — O O
[65], 2014 users versus PP ed with better self-efficacy and knowl-
nonusers edge.
Rondaeta AdultswithDM,  Persistent users Recurrent users believe the patient Cross — O — O O
[66], 2015 registered for PP versusearly portal increases disease knowledge, and
quitters they find it useful.
Saboeta  Adultswith DM PP usersversus Patient portal use has minor, clinically RCT O — — — O
[67],2021 type?2, registered PP nonusers irrelevant effects on BMI, and no ef-
for PP fects on glycemic control nor blood
pressure.
Seoetd Patients with DM,  Continuous Continuous use of atethered PHRis  Cohort O — — — O
[69], 2020 registered for PHR users versus associated with dlightly improved
noncontinuous  glycemic control. Clinical implications
users are doubtful.
Sharitetal Overweight veter-  Pretest PP Using an accel erometer-connected pa=  QE O O — O O
[70],2018 answith predia- nonuse versus tient portal isassociated with improve-
betes posttest PPuse  mentsin physical activity and blood
pressure.
Tenfordeet Adultsaged<75  PPusersversus Patient portal useis associated with Cohort O — O — O
a [72], yearswith DM PP nonusers dightly improved diabetescontrol, lipid
2012 profile, and blood pressure. Clinical
implications are doubtful.
Voeta Adultsaged <80  Previsit mes- Sending previsit prioritization messages  RCT O O — — O
[74],2019 yearswith DM sage use versus  does not result in improved glycemic
type 2, registered  noprevisitmes- control, but does result in improved
for PP sage use perceived shared-decision-making.
Zocchiet  PatientswithDM PP users Among existing patient portal users Cohort O — — — O
al [76], type 2, registered with uncontrolled DM or high LDL®,
2021 for PP increased use is associated with im-
proved control.
Baleyeta AdultswithDM,  PPusers Patients are satisfied with the patient  QE — — — O .
[41],2019 on high-risk medi- portal.
cation
Byczkows- Parentsof children PP users Patients consider the patient portal to  Cross — O — O .
ki et a with DM (or CFP be useful in managing and understand
[43], 2014 q their child’s disease.
or JA™
Chungeta AdultswithDM, Messageusers Using secure messaging isassociated  Cohort O O O — .
[44],2017 registeredfor PP versusmessage with better glycemic control.
nonusers
Conway et Patientswith DM, PP users Patients believe the tethered diabetes  Cross — O — O .
a [45], registered for PP PHR might improvetheir diabetes self-
2019 care.
Devkotaet PatientswithDM PP userswho Reading and writing emailsisassociat- Cohort O O — — .
al [46], type 2 read and write  ed with improved glycemic control.
2016 emails versus
PP nonusers
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Author, Participants Comparison Main conclusion Study Clini- Patient Careuti- Tech- Quali-
year design cd reported lization nology tyb
Graetzeta Adultswith DM PP usersversus Patient portal use is associated with Cross — O O — .
[48], 2018 PP nonusers improved adherence to medi cation and
preventive care utilization.
Martinezet Adultswith DM Pretest PP Patient portal useresultsinclinicaly QE — O — o .
a [53], type 2 using medi- nonuseversus  not relevant improvements in patient
2021 cation, registered  posttest PPuse  activation and self-efficacy. Thisisre-
for PP |ated to the very short follow-up period
of the study.
Osbornet  Adultswith DM PP usersversus Patient portal useisnot associated with  Cross O — — — .
a [55], type 2 using medi- PP nonusers improved glycemic control, as com-
2013 cation pared with nonusers. However, among
users, more frequent use is associated
with improved glycemic control.
Price-Hay- Adultswith DM PP usersversus Messaging isassociated withimproved Cohort O — — — .
woodeta (or HT) PP nonusers glycemic control.
[57], 2018
Quinnetal Adultsaged<65  PP+extramod- Messaging is associated with better RCT O .
[58], 2018 yearswith DM uleusersversus glycemic control. Note: glycemic pa-
type 2 PP users rameters were predicted and not repre-
sent measurements.
Reedeta  AdultswithDM, PPusers One-third of patientsreport that messag- Cross — O O — .
[59],2015 HT, asthma, CAD, ing in apatient portal resultsin less
or CHF, registered health care visits and improved overall
for PP health.
Reedeta  AdultswithDM, PPusersversus One-third of patientsreport that using Cross — O — O .
[61],2019 asthma, HT, CAD, PP nonusers the patient portal improves overall
CHF, or CV" event health.
risk
Waldeta PatientswithDM  PHRuserswho Userswho createaprevisitcareplan RCT — — O — O .
[75], 2009 type2 created aprevis- feel better prepared for visits.
it plan

3studies are listed multiple times in Tables 10-13. Per disease category, the relevant subconclusion and health outcomes are described. Associations
with health outcomes are color-coded as green for beneficial, yellow for neutral or clinically nonrelevant, or red for undesired. The half green and half
yellow symbol impliesthat one study investigated multiple outcomesin one category and reported beneficial associationsfor some outcomes and neutral
associations for others.

bQuality appraisal—green: high quality; yellow: medium quality; red: low quality.
°DM: diabetes mellitus.
dpp; patient portal.
€QE: quasi-experimental, including pretest-posttest studies and feasibility studies.
The study did not assess any health outcomein a certain category.

9RCT: randomized controlled trial.

T hypertension.

iED: emergency department.
IPHR: personal health record.
Khc: hypercholesteremia.
'HRQoL : health-related quality of life.
MCAD: coronary artery disease.
"CHF: congestive heart failure.
%L DL: low-density lipoprotein.
PCF: cystic fibrosis.

%A juvenile idiopathic arthritis.

'CV: cardiovascular.
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Table 11. Conclusions and health outcomes: studies investigating cardiopulmonary diseases (n=21), of which 6 (29%) are of high methodological

Brands et al

quality.2
Author, Participants Comparison Conclusion Study Clini- Patient Careuti- Tech- Quali-
year design ca reported lization nology tyb
Ahmedet  Adultswithasthma ppteersversus  Patient portal use does not result in - yore @) O @) Q Q
afr9],  usingmedication  ppnonusers durable improvementsin HRQoL®
2016 nor asthma control.
Fiks et a Childrenaged6-12 PP usersversusPP Patient portal use resultsinim- RCT o O O O O
[81],2015 yearswith asthma nonusers proved asthma control.
Lauetal Adultswithasthma pyRf ysersversus PHR usedoesnot increasetheuse  RCT O O O _9 O
[85], 2015 PHR nonusers of asthmaaction plans, and does not
affect asthma control, health care
utilization nor work or school partic-
ipation.
Manard et Adultswithuncon- PPusersversusPP Using a patient portal linked witha Cohort o — — — O
a [86], trolled HT" nonusers blood pressure cuff isnot associated
2016 with improved blood pressure con-
trol.
Price-Hay- AdultswithHT (or PPusersversusPP Patient portal useisassociated with  Cohort o — o — O
woodand  pp i) nonusers more primary care visits and tele-
Luo [56], phone encounters, but not hospital-
2017 izations or ED/ visits. Effectson
blood pressure control are not clini-
caly relevant.
Shimadaet Veteranswithun-  Usersof both mes- Messaging or requesting prescrip-  Cohort o — — — O
a [71], controlled HCK or  Sagingand prescrip-  tion refills are both associated with
2016 HT, registered for  tionrefillsversus  improved lipid control. Requesting
PP nonusers prescription refillsisassociated with
improved blood pressure control.
Apteretal  Adultswithasthma PP usettraining Patient portal useresultsinminor ~ RCT O O O — O
[80], 2019 using prednisone  versus PP usetas-  improvementsin asthmacontrol and
sistanceviahome HRQoL. Conducting home visits
visits results in more improvementsin
these outcomes.
Drusseta Patientswitha PPusersversusPP  Patient portal use does not resultin  RCT O O O — O
[77],2020 mental disor- nonusers clinically relevant improvementsin
der+DM', HT), or perceived quality of care, patient
K activation, nor HRQoL .
HC
Fikset a Childrenaged6-12 PP usersversusPP Patient portal useis associated with QE' — O O . O
[82],2016 yearswith asthma nonusers improved treatment adherence.
Among patients with uncontrolled
asthma, its useis associated with
more care visits. Adoption is low.
Martinez  Patients with Pretest PP nonuse  Patient portal useisassociated with QE o — O — O
Nicolaset copp™ or cHE" Versus posttest PP less hospitalizations, readmissions,
al [89], use and ED visits among patients with
2019 CHF and COPD.
Reedeta  Adultswith PP usersversusPP  Patient portal useisassociated with  Cross o — O — O
[60],2019 DM+HT, asthma, nonusers more outpatient office visits, and
CAD™, or CHF" with reduced ED visits and pre-
ventable hospitalizations.
Riippaeta AdultswithDM, PPusersversusPP Patient portal use doesnot resultin  RCT ~— — O — — O
[62],2014 HT, or HC nonusers clinically relevant improvementsin
patient activation, except for pa-
tients with low baseline activation.
Riippaeta AdultswithDM,  Patient portal ver-  Patient portal use doesnot resultin  RCT ~— — O — O O
[63],2015 HT, or HC sus usual care clinically relevant improvement in

patient activation nor HRQoL .
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Author, Participants Comparison Conclusion Study Clini- Patient Careuti- Tech- Quali-
year design cd reported lization nology tyb
Toscoset  Patientswithnon- PP usersversusPP  Using a patient portal connectedto  RCT — — O — — O
al [87], valvular AF® with  nonusers aSmart Pill Bottle does not result
2020 an oral anticoagu- inimproved drug adherence.

lant drug
Wagner et PatientswithHT ~ PHRusersversus  Using atethered PHR doesnotre-  RCT o O O O O
al [88], PHR nonusers sultin clinically relevant improve-
2012 mentsin blood pressure control, pa-
tient activation nor health care uti-
lization. Adoption islow.
Aberger et Postrenal trans- PP users Using a patient portal-inked blood QE O — — — .
a [78], plant patients with pressure monitoring systemis asso-
2014 HT ciated with improved blood pressure
control.
Kimetal  Patientswithob-  PHR+activity Using atethered PHR resultsin RCT O — — O .
[84],2019 structivesleepap- tracker versusPHR more weight loss, regardless of its
nea alone versus connection to an activity tracker. No
nonusers sleep-related outcome improve-
ments are seen.
Kogutetal Adultsaged>49  PHRusersversus Pharmacistsreviewing patient-ree  QE o — — — .
[83], 2014 yearswith car- PHR nonusers ported medication listsin aPHR
diopulmonary dis- might identify more medication-re-
orders lated problems.
Price-Hay- AdultswithHT or PP usersversusPP Messaging is not associated with Cohort o — — — .
woodetal DM nonusers improved blood pressure contral.
[57], 2018
Reedeta  AdultswithDM, PPusers One-third of patients report that Crosss — O O — .
[59],2015 HT, asthma, messaging in apatient portal results  sec-
CADP, or CHF, inless health care visits and im- tional
registered for PP proved overall health.
Reedeta  AdultswithDM, PPusersversusPP A third of patientsreportsthat using Crosss — O — O .
[61],2019 asthma, HT, CAD, nonusers the patient portal improves overall — sec-
health. tional

CHF, or CVY9event
risk

8studies are listed multiple times in Tables 10-13. Per disease category, the relevant subconclusion and health outcomes are described.
BFor color codi ng of quality appraisal and health outcomes, see Table 10.

°PP: patient portal.

9HRQoL : health-related quality of life.

®RCT: randomized controlled trial.

PHR: personal health record.

9The study did not assess any health outcome in a certain category.

PHT: hypertension.

'DM: diabetes mellitus.
IED: emergency department.
Khe: hypercholesteremia.

IQE: quasi-experimental, including pilot or feasibility studies.

MCOPD: chronic obstructive pulmonary disease.

NCHF: Congestive heart failure.
OAF: atrial fibrillation.

PCAD: coronary artery disease.
9cV: cardiovascular.
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Table 12. Conclusionsand health outcomes: studiesinvestigating hematol ogical and oncological diseases (n=14), of which 2 are of high methodol ogical

quality (14%).2

Author, Participants Comparison Conclusion Study Clini- Patient Careuti- Tech- Quali-
year design cd reported lization nology tyb
Cahilleta Adultswithabrain  pyRC ysersversus  USing atethered PHR isassociated  Cross — Q _d — Q
[90], 2014  tumor PHR nonusers withimprovementsin patient uncer-  sec-
tainty. tional
Coquet et Patientswith can- Email usersversus Sending emailsis associated with  Cohort o — O — O
al [93], cer+chemotherapy, email nonusers improved 2-year survival, less
2020 registered for PP° missed appointments, and |ess hos-
pitalizations.
Chicheet  aAquitswith ITP®  PPusersversusPP  Peatient portal use doesnot resultin - gcth  — O — Q @)
al [91], nonusers improved HRQoLY. The portal is
2012 acceptable and feasible.
Groeneta Patientswithlung PP users Patient portal use does not affect QEi — O — O O
[94], 2017 cancer HRQoL nor patient engagement. It
is feasible and acceptable.
Hall et a Patientswith can- PP users Disclosing results of genetic cancer QE — O — O o
[95], 2014  cer resection screening in a patient portal might
be feasible and acceptable, and is
not associated with more anxiety.
Yet, few abnormal results were ob-
served.
Kidwell et Patientsaged 13- PP users Patient portal useisnot associated QE — O — O O
a [97], 24 yearswith sick- with improved medical decision-
2019 le cell disease making by patients. It is acceptable
and easy to use.
Martinez  Patients with Pretest PP nonuse  Patient portal useisnot associated QE o — O — O
Nicolaset hematologicmalig- versus posttest PP with less hospitalizations, readmis-
a [89], nancy use sions, nor ED! department visits.
2019
Williamson  Pediiatric cancer PHR usersversus  Patient portal useisnot associated Cohort — — O O O
etal [102], survivors PHR registrants with less missed appointments.
2017
Collinset  Patientswith Users An electronic treatment log iscon-  QE — — — O .
a [92], hemophilia>11 sidered feasible and easy to use.
2003 years
Hongeta Childrenaged 13- PP users A small cohort considersapatient  Crosss — O — O .
[96],2016 17 yearswith can- portal to be feasible and useful. sec-
cer or ablood disor- tional
der+parents
O'Heaetal Womenwithbreast PPusersversusPP Peatient portal use doesnot resultin  RCT =~ — O — — .
[98],2021 cancer nonusers improved HRQoL nor disease
knowledge.
Pai et Men with prostate  PHR users Patientsare satisfied with atethered Crosss — O — O .
[99], 2013  cancer PHR and find itincreases disease  sec-
knowledge. tional
Tarver etal Patientswith col-  Tethered PHR Petientsare satisfied withanintegrat-  Cohort — — — O .
[100],2019 orecta cancer users ed care plan and find it useful.
Wiljer et d Patientswithbreast Pretest PHR PHR useis not associated withim- QE — O — O .
[101],2010 cancer NONUSEr'S Versus proved self-efficacy, nor with a
posttest PHR users  clinically relevant decrease in anxi-

ety. Satisfaction is high.

85tudies are listed multiple times in Tables 10-13. Per disease category, the relevant subconclusion and health outcomes are described.
BFor color codi ng of quality appraisal# and health outcomes, see Table 10.

°PHR: personal health record.

The study did not assess any health outcome in a certain category.

€pp: patient portal.
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TP idi opathic thrombocytopenic purpura.

9HRQoL : health-related quality of life.

PRCT: randomized controlled trial.

iQE: quasi-experimental, including pilot or feasibility studies.
IED: emergency department.
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Table 13. Conclusions and health outcomes: studies investigating other diseases (n=21), of which 2 (10%) are of high methodological quality.?

Author, Participants Comparison Conclusion Study Clini- Patient Careuti- Tech- Quali-
year design ca reported lization  nology tyb
Milleretal Patientswithmulti- pHRC yseversus ~ Using anuntethered PHR resultsin - gete  — Q@ O _f Q
[113],2011 ple sclerosis PHR that only en-  dlightly improved HRQoLY, but not
ables messaging in improved self-efficacy, disease
control nor health care utilization.
Nava- Adultswithchron-  ppd jgerstcoach  Patient portal use, regardless of RCT @) — O — Q
neethanet ickidney disease  yerqus PP users added training, does not result in
al [114], versus PP nonusers  1mproved kidney function, nor al-
2017 tered health care utilization.
Anandetd psvPandtranss PP users The patient portal isfeasibleand ~ RCT ~ — — — Q @)
[203], 2017 gender women acceptable.
with HIV
Drusseta Patientswitha PPusersversusPP  Patient portal useresultsinin- RCT O O O — O
[106],2014 mental disor- nonusers creased use of preventive health
der+chronic condi- services and medical visits, but not
tion inimproved HRQoL .
Drusseta Patientswitha PPusersversusPP  Patient portal use does not resultin  RCT O O O — O
[77],2020 mental disor- nonusers clinically relevant improvementsin
der+DM', HT), or perceived quality of care, patient
K activation, nor HRQoL .
HC
Jhambetal Adultsvisiting PP usersversusPP  Patient portal use might beassociat- Cross- o — — O O
[107],2015 nephrology clinics nonusers ed with improved blood pressure  sec-
control, although itsclinical rele-  tiona
vanceis unclear.
Keith VeteranswithHIV PP usersversusPP  Patient portal useisassociated with  Crosss — O — O O
Mclnnes et nonusers improved adherenceto HIV medica-  sec-
a [109], tion. tiona
2013
Keith Veterans with Messaging or pre-  Requesting prescription refillsis Cohort o — — — O
Mclnneset HIV+detectablevi-  scription refill associated with improved HIV con-
a [110], ral load, registered users versus trol, but messaging is not.
2017 for PP nonusers
Kiberdet  Adult withhome  Pretest PP nonuse Patient portal useis not associated QE' — O — O O
a [111], dialysis versus posttest PP with improvementsin HRQoL nor
2018 use perceived quality of care. Both were
aready high at baseline.
Leeceta Patientswith cleft PP usersversusPP Using atailored, disease-specific  QE — O — O O
[112],2017 lipor cleft palate  tailored for lipor  patient portal is associated with in-
surgery cleft palatesurgery  creased disease knowledge.
Reicheta Patientswithin- PPusersversusPP Patient portal use doesnot resultin  RCT ~— — O O O O
[116],2019 flammatory bowel nonusers improved HRQoL, but resultsin a
disease higher vaccinetion rate. Patient sat-
isfaction is high.
Scott Petientswithmulti- PP usersversusPP Messaginginapatient portal isasso- Crosss — — O O O
Nielsenet plesclerosis nonusers ciated with moreclinic visits, but ~ sec-
al [117], not with less ED™ visits nor hospi-  tional
2012 talizations.
Tometa  Parentsof children PPusersversusPP Patient portal useisnot associated Crosss — O — O O
[119],2012 age <6 yearswith  nonusers with improved accessto care, nor  sec-
1 oremore chronic perceived quality of care. Itiscon- tional
condition(s) Sidered feasible.
van den Adultswithbipolar Pretest PHR PHR useisnot associated withim- Crosss — O — O O
Heuvel et disorder NONUSErs versus proved HRQoL, patient empower-  sec-
a [120], posttest PHR users  ment, symptom reduction, nor dis- tiona
2018 ease burden.
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Author, Participants Comparison Conclusion Study Clini- Patient Careuti- Tech- Quali-
year design ca reported lization nology tyb
van der Patients with Pretest PP Patient portal useisnot associated Crosss — O — O O
Vaartetal rheumatoid arthri-  nonusers versus with improved patient empower- Sec-
[121],2014 tis posttest PPusers ~ ment. It is considered useful and tiona

understandable.
Bidmeadet Patientswithin- PHR users PHR useis not associated withim-  Cross- O O O O .
a [104], flammatory bowel proved self-management. Sec-
2016 disease tional
Byczkows- Parentsof children PP users Patients consider the patient portal  Cross — O — O .
ki etal with CF° or JIAP tobe usef_ul in_ managi ng and under-
[43], 2014 (or pMm) stand their child's disease.
Crouchet  Veteranswith HIV PPusersversusPP Patient portal useisassociated with Crosss — O — O .
al [105], nonusers improved patient activation, disease  sec-
2015 knowledge, HIV load, but not with  tional

improved CD4-count nor treatment

adherence
Kahneta PatientswithHIV PP users Patients are satisfied with the patient  QE — O — O .
[108],2010 or aids portal and consider it to be helpful

in managing their problems.
Plimpton ~ Womenwith HIV ~ Pretest PP nonuse  Patient portal useisassociated with QE o — O — .
[115], 2020 versus posttest PP anincreasein planned visits, but not

use with a decrease in missed visits. A

trend toward improved viral load is

seen.
Sonetd Patientsaged >49 PP users Patients consider a patient portal to Cohort — O — O .
[118],2019 yearswith 1 or be helpful inincreasing self-manage-

morechronic condi- ment.
tion(s)

studies are listed multiple times in Tables 10-13. Per disease category, the relevant subconclusion and health outcomes are described.

bFor color codi ng of quality appraisal and health outcomes, see Table 10.
®PHR: personal health record.

9HRQoL: health-related quality of life.

®RCT: randomized controlled trial.

MThe study did not assess any health outcome in a certain category.
9PP: patient portal.

AMSM: men who have sex with men.

'DM: diabetes mellitus.

IHT: hypertension.

Khe: hypercholesteremia

IQE: quasi-experimental, including pilot or feasibility studies.
MED: emergency department.

OCF: cystic fibrosis.

PJIA: juvenile idiopathic arthritis.

Clinical Outcomes

In 44 studies investigating a total of 69 clinical outcomes, a
beneficial associationwith digital health record use was reported
for 42% (29/69) of the outcomes. Hospitalizations and
exacerbations were the most frequently studied disease events
and complications, with beneficial effects reported in half of
the studies (2/4 and 2/4, respectively). Blood pressure was the
most frequently studied vital parameter, with beneficial effects
reported in 36% (5/14) of the studies. HbA . and cholesterol
levels were the most frequently studied laboratory parameters,
with beneficial effects reported in 53% (10/19) and 57% (4/7)
of the studies, respectively. No clinical outcomes were

https://www.jmir.org/2022/12/e43086

unfavorably affected by patient-centered digital health record
use. In comparison with the total population, higher proportions
of beneficia effects were reported for diabetes mellitus and
cardiopulmonary diseases. When focusing on 14 high-quality
studies, beneficial effectswere observed lessfrequently, in only
30% (7/23) of the clinical outcomes.

Studies that assessed vital parameters generally reported few
other health outcomes. However, among the studiesthat assessed
disease events and complications, and laboratory parameters,
beneficial effectswere often associated with improved treatment
adherence [52,68,71,81]. We hypothesize that this might be
related to the removal of logistical barriers for patients in
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obtaining web-based prescription refills, as opposed to having
to call health care providers or send them an email. Of the 6
high-quality studies that investigated treatment adherence, 2
studies assessed patient-centered digital health records that
enabled patients to request prescription refills and found
beneficial effects on adherence [52,68].

Patient-Reported Outcomes

Overall, in 53 studiesinvestigating atotal of 86 patient-reported
outcomes, a beneficial association with digital health record
use was reported for 45% (39/86) of the outcomes. Of the 18
studies investigating 19 self-management or self-efficacy
outcomes, beneficial effects were reported in 53% (9/19). Of
these 9 studies, 56% (5/9) used validated questionnaires. For
patient engagement outcomes, large differences in the
proportions of beneficial effectswere observed: from 11% (1/9)
for patient activation, to 56% (5/9) for patient involvement, and
70% (7/10) for disease knowledge. However, only in measuring
patient activation, validated questionnaires were principally
used (8/9, 88% of studies). For HRQoL, beneficial effectswere
reported in 27% (4/15) of the studies, of which half used
vaidated HRQoL questionnaires. No patient-reported outcomes
were unfavorably affected by patient-centered digital health
record use. In comparison to the total population, higher
proportions of beneficial effects were reported for diabetes
mellitus, especialy for patient engagement and treatment
adherence. Lowest proportions were reported for
cardiopulmonary diseases, especialy for patient engagement.
When focusing on 10 high-quality studies, alower proportion
(7719, 37%) of beneficial effects was observed.

We observed that improvements in patient engagement were
especialy facilitated by strengthening patient-professional
communication; for example, through secure messaging
[71,81,93]. In addition, both self-efficacy and HRQoL primarily
seemed to be reinforced through the use of 2 functionalities:
patient-professional communication [54,90,113] and information
on disease progression [90,113].

Health Care Utilization

For 24 studies investigating atotal of 27 health care utilization
outcomes, a beneficial association with digital health record
use was observed for 59% (16/27) of the outcomes. The highest
proportion (10/13, 77%) of beneficial effects was reported for
an increased use of recommended care services. Of these 13
studies, 5 (38%) focused on recommended care services for
people with uncontrolled disease, 4 (31%) on the use of
preventive care services, and 4 (31%) on medical follow-up
rates. In 25% (3/12) of the studies that assessed reductions in
ED visits and hospitalizations, these were accompanied by an
increased use of other care services, including outpatient clinic
appointments and secure messaging. Compared with the total
population, highest proportions of beneficial effects were
reported for diabetes mellitus and hematol ogical and oncological
diseases. When focusing on 7 high-quality studies, lower
proportions (3/9, 33%) of beneficial effects were observed.

Technology-Related Outcomes

For 39 studies investigating a total of 75 technology-related
outcomes, a beneficial association with digital health record
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use was observed for 88% (66/75) of the outcomes. All (22/22,
100%) studies reported high patient satisfaction with accessing
and using digital health records. Furthermore, 75% (6/8) of the
studies reported high patient satisfaction with the effects of
using digital health records. High feasibility was reported by
79% (15/19) of the studies, and high acceptability by 88%
(23/26) of the studies. Highest feasibility was reported for digital
health records intended for people with hematological and
oncological diseases. Lowest feasibility and acceptability were
reported for digital health records intended for people with
cardiopulmonary diseases. When focusing on 6 high-quality
studies, proportions of studiesthat found beneficial effectswere
similar.

High Disease Burden or Self-management

A subgroup of 47 studiesthat investigated patients with a high
disease burden or high self-management was assessed. The
following conditions wereincluded: malignancies (11 studies),
asthma (9 studies), HIV infection and AIDS (6 studies),
hematologic conditions (5 studies), chronic kidney disease (3
studies), chronic heart failure (4 studies), mental disorders (3
studies), multiple sclerosis (2 studies), inflammatory bowel
disease (2 studies), rheumatologic conditions (2 studies),
insulin-dependent diabetes mellitus (2 studies), atrial fibrillation
(1 study), cystic fibrosis (1 study), and posttransplant patients
(1 study). In general, the digital health records assessed in this
subgroup were more often tail ored to specific patient popul ations
through the addition of specialized functionalities or connected
wearables.

In comparison with studies investigating patients with no high
disease burden, studiesinvestigating patientswith ahigh disease
burden reported considerably higher proportions of beneficial
effects for vital parameters, patient engagement, reductionsin
ED visits and hospitalizations, and for all technology-related
outcomes. Considerably lower proportions of beneficial effects
were reported for laboratory parameters, health-related quality
of life, treatment adherence, and increased use of recommended
care services. For the 9 high methodological quality studieson
high disease burden or self-management, the proportions of
studies that found beneficial effects were roughly similar.

Focus on Passive Versus Active Features

Of the 81 studies, 41 (51%) of the studied patient-centered
digital health recordsfocused on passive features and 40 (49%)
focused on active features. In comparison with digital health
records with an active focus, more beneficial effects were
observed among digital health records with a passive focus for
laboratory parameters (9/16, 56% vs 7/17, 41%),
self-management and self-efficacy (7/11, 64% vs 3/8, 38%),
patient engagement (9/15, 60% vs 4/13, 31%), and for an
increased use of recommended care services (5/6, 83% vs 5/7,
71%). Compared with digital health records with a passive
focus, more beneficial effects were observed among digital
health records with an active focus on disease events or
complications (4/10, 40% vs 1/5, 20%) and reductions in ED
visits and hospitalizations (4/6, 67% vs 1/6, 17%). However,
when focusing on high-quality studies, higher proportions of
beneficial effects were seen for digital health records with an
activefocuson dl clinical outcomes, patient-reported outcomes,
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reductionsin ED visitsand hospitalizations, patient satisfaction,
and acceptability.

Quality Appraisal

Of the 81 included studies, 27 (33%) studies were graded as
low quality, 38 (47%) as medium quality, and 16 (20%) as high
quality (Tables 10-13). Studies investigating cardiopulmonary
conditions were of the highest quality, with 29% (6/21) of the
studies graded as high quality. Of the 24 included RCTs, 7
(29%) were of high quality. Only 38% (9/24) of the RCTs
conceal ed allocation to treatment groups, and 67% (16/24) used
intention-to-treat analyses. Of the 57 studies with other designs,
9 (16%) were graded as high quality. Overall, 15% (12/81) of
studies reported power calculations.

Among the 65 studies that were graded as medium or low
quality, only 35% (23/65) used reliable or validated tools for
the measurement of all their outcomes and 48% (31/65) for part
of their outcomes. Of these 65 studies, 10 (15%) studies took
adequate measuresto limit selection biasand 17 (26%) studies
used a control group or randomized participants.

When focusing on the 16 high-quality studies, 3 functionalities
appeared to be the most effective: secure messaging to lower
barriers in patient-professional interaction, prescription refill
functions to improve medication adherence, and information
provision on disease progression. In addition, in 16 high-quality
studies, the proportions of beneficial effects were similar for a
subgroup of studies that included older participants (mean age
>55 years), which included a high number of femal e participants
(>45%), or included aracially diverse population (<50% White
participants), as compared with the total population.

Discussion

Principal Findings

In this systematic review, we evaluated evidence on the effects
of the use of patient-centered digital health records in
nonhospitalized patients with chronic health conditions on
clinical and patient-reported outcomes, health care utilization,
and technology-related outcomes. Beneficial effects were most
frequently reported for the use of recommended care services
(10/13, 77%) and for 4 patient-reported outcomes: disease
knowledge (7/10, 70%), patient involvement (5/9, 56%),
treatment adherence (10/18, 56%), and self-management and
self-efficacy (10/19, 53%). Regarding clinical outcomes,
beneficial effects were reported in 42% (29/69) of the studies.
Beneficial effects were least frequently reported for disease
eventsand complications (5/15, 33%) and health-related quality
of life (4/15, 27%). For digital health recordsthat predominantly
focused on active features, higher proportions of beneficial
effects on nearly all health outcomes were observed among the
high-quality studies.

In this study, we observed that patient-centered digital health
record use may be associated with an increased use of
recommended care services. Beneficial effectson ED visitsand
hospitalizations were mainly observed when accompanied by
anincreased rate of follow-up appointments or secure messaging
[60,89,93]. This might imply that reducing ED visits and

https://www.jmir.org/2022/12/e43086

Brands et al

hospitalizations is primarily achieved by
patient-professional communication.

facilitating

Beneficial effects were most often reported for patients with
diabetes or cardiopulmonary disorders. We suggest 2
explanations. First, the focus of digital health records has been
directed toward patientswith diabetes and asthmafor sometime
because of the sheer number of people with these conditions.
This could have resulted in higher-quality patient-centered
digital health records and patients who were more accustomed
to their use. Second, the relative improvements in health
outcomes might be smaller among patients with a condition
with a high disease burden because of a higher baseline level
of self-management skills and disease knowledge.

The proportions of beneficial effects varied considerably
between health outcomes, which may be explained by 2 reasons.
First, outcomes with a higher proportion of beneficial effects
were more often the primary study outcomes than the secondary
outcomes. Digital health records were more frequently tailored
for these outcomes, yielding higher beneficial effects. Second,
outcome assessment was generally less robust for outcomes
with a higher proportion of beneficial effects, such as
self-management and patient engagement, which might have
resulted in more false-positive effects.

Comparison With Earlier Evidence

Our results are more positive than those of the previous
systematic reviews. This might be because of the increasing
acceptance of digital health records, their improving quality,
the increasing body of literature, or variations in digital health
record definitions used. Two previous reviews found mixed
effects on the use of portals on health outcomes and health care
utilization [27] and reported positive effects on qualitatively
assessed self-management in only one-third of the studies[25].
A recent systematic review that focused on portalsintended for
hospitalized patientsfound mixed resultsfor patient engagement
[26]. A systematic review that included only qualitative studies
found that portal use was associated with positive effects on
self-efficacy, treatment adherence, and disease knowledge [28].
In a review on eHedth interventions that aim to promote
medication use, aweak association between digital health record
use and health-related quality of life was observed [10]. This
impliesthat digital health record engagement isnot yet sufficient
to affect patients' overall health-related quality of life.

Strengthsand Limitations

Thissystematic review has several strengths. Our search strategy
was comprehensive, to account for the lack of consensus in
digital health record terminology. In addition, awide variety of
health outcomes were considered relevant to determine the
impact of digital health record use. However, several limitations
of this study must be considered. First, comparisons between
studies were difficult because of the variety in evaluated
functionalities. A similar diversity was observed among the
reported follow-up durations, participants’ ages, study sample
sizes, and outcomes. Second, because it was not possible to
perform ameta-analysis owing to the heterogeneity in reported
(disease-specific) outcome measurements and effects, we used
the vote-counting method. Therefore, we could not report the
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effect estimates and indicated directions of effects[122]. Third,
owing to a lack of agreement on feasibility and acceptability
thresholds, much is |eft to the authors’ discretion. Fourth, JBI
critical appraisal tools rank every item equally despite being
not equally important. Finally, publication bias could have
resulted in overestimation of the positive effects of
patient-centered digital health records. More studies with
positive results have been published. In addition, many of the
included studies assessed more“mature” patient-centered digital
health records, which could have overestimated the effects.

We observed that high patient satisfaction rates did not fully
reflect in other health outcomes. This can be partly attributed
to acquiescence biasand satisficing [123]. Moreover, satisfaction
was often reduced to anarrow ease-of-use questionnaire, instead
of satisfaction with the contribution to overall disease
management. Finally, several studies only included recurrent
usersin their analyses, which could falsely increase feasibility.
Moreover, these recurrent users likely experienced positive
effectsof using digital health records, which would have resulted
in an overestimation of effects in randomized studies with no
intention-to-treat analysis and in all nonrandomized studies.

Thevoluntary adoption of patient-centered digital health records
by patients might reflect an intrinsic, preexisting motivation for
self-management and care engagement bias, which may
overestimate their effects. Patient-centered digital health record
use could even be considered a surrogate measure for
engagement [109,124,125]. Thus, it might be best to consider
digital health records as vehicles for empowerment,
strengthening existing self-management capabilities[126,127].

The effects of using patient-centered digital health records on
health outcomes are not aways direct but often depend on
intermediate steps. For example, requesting prescription refills
might depend on the actions performed by (slow-responding)
physicians, nurses, or pharmacies. Thus, if using adigital health
record would have no observable effects on health outcomes,
this could aso be a result of these intermediate steps or
unforeseen processes and may not be attributable to the use of
the patient-centered digital health record.
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Abstract

Background: Drug-induced long-QT syndrome (diLQTS) isamajor concern among patients who are hospitalized, for whom
prediction models capabl e of identifying individualized risk could be useful to guide monitoring. We have previously demonstrated
the feasibility of machine learning to predict the risk of diLQTS, in which deep learning models provided superior accuracy for
risk prediction, although these models were limited by alack of interpretability.

Objective: Inthisinvestigation, we sought to examine the potential trade-off between interpretability and predictive accuracy
with the use of more complex modelsto identify patients at risk for diLQTS. We planned to compare a deep |learning algorithm
to predict diLQTS with a more interpretable algorithm based on cluster analysis that would allow medication- and
subpopul ation-specific evaluation of risk.

Methods: We examined the risk of diLQTS among 35,639 inpatients treated between 2003 and 2018 with at least 1 of 39
medications associated with risk of diLQTS and who had an electrocardiogram in the system performed within 24 hours of
medi cation administration. Predictorsincluded over 22,000 diagnoses and medications at the time of medication administration,
with cases of diLQTS defined as a corrected QT interval over 500 milliseconds after treatment with a culprit medication. The
interpretable model was developed using cluster analysis (K=4 clusters), and risk was assessed for specific medications and
classes of medications. The deep learning model was created using all predictors within a 6-layer neural network, based on
previously identified hyperparameters.

Results: Among the medications, we found that class 111 antiarrhythmic medications were associated with increased risk across
all clusters, and that in patients who are noncritically ill without cardiovascular disease, propofol was associated with increased
risk, whereas ondansetron was associated with decreased risk. Compared with deep |earning, the interpretabl e approach was less
accurate (area under the receiver operating characteristic curve: 0.65 vs 0.78), with comparable calibration.

Conclusions; Insummary, we found that an interpretable modeling approach was less accurate, but more clinically applicable,
than deep learning for the prediction of diLQTS. Future investigations should consider this trade-off in the development of
methods for clinical prediction.

(J Med Internet Res 2022;24(12):e42163) doi: 10.2196/42163

KEYWORDS

drug-induced QT prolongation; predictive modeling; interpretable machine learning; ML ; artificial intelligence; Al; electronic
health records; EHR; prediction; risk; monitoring; deep learning
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Introduction

Drug-induced long-QT syndrome (diLQTS) [1,2] is a major
concern for inpatients worldwide and has been identified as a
key target for clinical decision support tools[3-7]. Importantly,
although certain medications have been implicated as having
significant clinical risk [8,9], for others, despite a known risk
of diLQTS, clinical validation has been lacking [10-12]. In the
past few years, several groups have sought to apply prediction
models using electronic health record (EHR) datato model risk
[13-17] toward the goal of developing an automated approach
that leveragesinnovationsin data science and machinelearning.
In prior work [18], we performed a comparative evaluation of
machine learning methods to predict diLQTS using EHR data,
in which we found that the most accurate prediction method
was adeep learning model (6-layer neural network). However,
each of the models carried the limitation of lacking
interpretability for its predictions [19], as we were unable to
assesswhich clinical featureswerethe most predictive. Assuch,
we were unable to construct a meaningful decision support
approach based on these models to reduce the risk of diLQTS
or determine whether our model could be easily exported to
other systems.

Beyond the role of increasing trust [20] in a prediction model,
interpretability plays a critical role in the assessment of
prediction models [21], particularly in the age of artificial
intelligence, whereincreasingly complex models can be created
using relatively raw, or unprocessed, clinical features.
Limitations in interpretability are critical not only because the
users may not understand why a model makes the
recommendations that it does but also because a lack of
interpretability increases the risk of bias in the form of data
shifts [22-24]. Data shifts occur when amodel is developed in
one population and then applied in a different popul ation; note
that this effect could also occur within the same hospital system
if the treatment paradigm changes dynamically over time. The
inclusion of interpretable models also alows a detailed
investigation to uncover confounding and identify situations
where a critical factor was excluded from the prediction
framework and to assess for reverse causality, a critical
consideration in big data models. Although “interpretability”
itself cannot be well quantified in the same manner as accuracy

https://www.jmir.org/2022/12/e42163
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or cdlibration, it remans a critica consideration in the
development of predictive models.

The promise of EHR dataisthat it provides a scale (ie, power)
to draw clinical inferences across thousands of patients and
potentially millions of data points, at the cost of lacking the
ability for facile clinical validation. With this power comes the
ability to predict clinical outcomes across a large number of
heterogenous subjects, integrating the breadth of the clinical
record and, with it, the range of possible diagnoses and
medications that could have nonlinear associations that cannot
be as easily detected using standard (ie, regression-based)
methods. However, methods to leverage EHR data using
machine learning have been limited by the ability to include
interpretability along with predictive accuracy.

In this follow-up investigation to our previous work [18], we
examined the application of an interpretable approach to
predictive modeling applied at scale to EHR data to predict
diLQTS. We specifically examined the use of clustering as a
bridge to interpretability and compared this approach with a
deep learning, noninterpretable method previously identified
asproviding superior predictive accuracy within our health care
system.

Methods

Data Source and Study Population

The data for this investigation have been previously described
[19]. Briefly, we examined EHR data from 35,639 inpatients
within the UCHealth system treated between 2003 and 2018
with at least 1 of 39 medications associated with the risk of
drug-induced QT prolongation and who had an
electrocardiogram (ECG) in the system performed within 24
hours of medication administration (Figure 1). The primary
outcome of drug-induced QT prolongation was based on any
corrected QT interval over 500 milliseconds during the
encounter, after the exclusion of ECGswith conduction disease
(eg, bundle branch block, intraventricular conduction disease,
and ventricular pacing). Predictorsincluded any medication or
diagnosis (International Classification of Diseases, Ninth or
Tenth Edition) listed in the medical record that was present at
the time of medication administration.
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Figure 1. Data management schema. Left: patient data ascertained by order for known QT-prolonging medication with an electrocardiogram (ECG)
performed within 24 hours to define cases (QTc =500 ms) and controls (QTc <500 ms), followed by subsequent splitting for models and validation. All
splitsstratified by case status. Right: processing of predictors using frequency filters, information coefficient, and clustering. MIC: maximum information

coefficient; QTc: corrected QT interval.

Known QT-prolonging ECG within Predictors
medication ordered 24 hours n=22,817
n=35,639
QTc>500ms | | QTc<500 ms | One-hot encoding “v
(cases) (controls) Drug analysis Frequency-filtered predictors
n=4558 n=31,081 n=10}000
' Split 80/20 (10,424 for deep learning)
I raining set (n=28,511) Testing set (n=7128) | MIC sorting lv
Cases Controls Cases Controls Associated predictors
n=3646 n=24,865 n=912 n=6216 n=500
Model comparison Clustering ‘
Split 75/25 ‘ \—‘
Clusters
I Development set (n=21,383) Validation set (n=7128) | k=4
Cases Controls Cases Controls
n=2734 n=18,649 n=912 n=6216

Cluster prediction
Deep learning development

Initial Drug Analysis

Varying formulations for each of the 39 culprit medications
were combined (ie, oral and intravenous amiodarone were
analyzed together). Wefirst performed an unadjusted association
analysis with each medication and the risk of diLQTS using a
chi-sguare cal cul ation. Those with significant associations after
adjustment for multiple comparison (Bonferroni correction, P
value for significance = .05/29 = .0017) were categorized as
“high risk” for a combined analysis, as well as further model
development (see below).

Predictor Filtering and Data Splitting

The medications and diagnoses in the raw data set were
extracted from the EHR for each subject as a string array,
following which we performed one-hot encoding
(keras. Tokenizer [25]; version 2.8.0) to create a separate variable
for each, labeled as 0 if the diagnosis or medication was absent
at the time of QT-associated medication administration and 1
if it was present. Assuch, missing valueswere coded as 0, under
the assumption that if the medication or diagnosis was not
present in the EHR, the patient was not taking the medication
or did not have that diagnosis. This process resulted in a data
set containing 22,817 unique medications and diagnostic codes,
from which we filtered the top 10,000 based on frequency. Of
note, the 10,000th most frequent predictor was present in only
5 of 36,639 subjects. The unadjusted association for each of
these 10,000 predictors with diLQTS was examined using the
maximum information coefficient (MIC; minepy.MIC; version
1.2.6), which examines both linear and nonlinear associations
based on mutual information [26]. After sorting by MIC, the
top 500 most associated diagnoses and medications were

https://www.jmir.org/2022/12/e42163
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Deep learning validation

selected for cluster analysis (see below). For deep learning
analysis, the top 10,424 predictors after one-hot encoding were
directly inputted into the model. Data splitting (Figure 1) was
performed by subject index, stratified by the diagnosis of
diLQTS(sklearn.train_test_split; version 1.1.2). Thedatawere
first split into training (28,511/35,639, 80%) and testing
(7128/35,639, 20%) sets; the training set was then further split
into development (21,383/28,511, 75%) and validation
(7128/28,511, 25%) sets. The development set was used to fit
clusters (cluster analysis) as well as to train the deep neural
network. Thevalidation set was used to examine cluster patterns
and predictive accuracy, as well as to examine the training of
deep learning. Thetesting set was used for comparative testing
of cluster and deep learning models as outlined bel ow.

Cluster Development and Evaluation

Clustering was performed using only diagnostic codes to
facilitate comparisons of risk by drugs. To identify the optimal
number of clusters, wefirst applied KMean clustering (skiearn;
version 1.1.2) to the development set to create clusters from
K=2 to K=50 and then examined inertia plot and silhouette
scores (Figures S1A and S1B in Multimedia Appendix 1). After
identification of K=4 as the optimal cluster number, we fitted
the validation set with cluster assignments. To identify which
diagnoses were the most overrepresented in each cluster (ie,
which werethe most different from other clusters), we calculated
the proportion of each diagnosis for each cluster and assigned
avalue based on the product of the proportion within that cluster
and the difference between this proportion and the cluster with
the next highest proportion (termed the “ proportion product”).
The clinical interpretation of each cluster was performed by a
clinician expert (MAR) after ranking the proportion product
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within each cluster. Clinical interpretation included eval uating
each cluster for themes of diagnoses (eg, critical care—related
diagnoses and gastrointestinal-rel ated diagnoses) to provide an
overarching framework of the “types’ of patients that each
cluster was composed of. Clusters were examined using
chi-square test for independent association therisk of diLQTS,
as well as using logistic regression (unpenalized) for the
proportionate risk of any high-risk medication or combinations
of high-risk medications. Margin plotswere created using Stata
|C software (version 16; StataCorp).

Deep Learning Model Development

Hyperparameters for the deep learning model (deep neural
network) were applied from our prior investigation [19].
Specifically, the deep neural network was composed of 6 layers,
with 1024 neurons in the first layer and 512 neurons in the
subsequent 5 layers; sigmoid activation function; 50% dropout
for each layer; and batch normalization between layers. The
final output was a binary prediction (the presence of diLQTYS),
with abinary cross-entropy loss function (RMSorop optimizer;

learning rate=1 x 10°°; p=0.9), and a validation metric of area
under the receiver operating characteristic curve (AUC). The
model was run over 500 planned epochs, with early stopping
(keras.callbacks.EarlyStopping) if no improvement over 50
epochs, resulting in 118 total epochs of training. Training was
monitored using learning curves (Figures S2A and S2B in
Multimedia Appendix 1). The development set was used for
training, and the validation set was used for validation after
each epoch. In total, the deep learning model had 12,265,473
total parameters, with 12,258,305 trainable parametersand 7168
nontrainable parameters.

Model Comparison

Prediction from the cluster model was performed on the held-out
testing set using logistic regression by cluster and the number
of high-risk medications to obtain a predicted probability.
Prediction from the deep learning model was performed through

Simon et al

the application of the trained model to the testing set to obtain
apredicted probability of diLQTS. Modelswerefirst compared
using AUC, average precision score
(sklearn.metrics.average precision_score), and area under
precision recall curve to obtain a threshold-independent
comparison. The optimal probability cutoff was selected for
each using the method of Youden [27]. After the selection of a
cutoff, models were then compared on classification accuracy
using F;-score, recall, precision, and contingency tables.
Calibration was assessed using calibration curves. Platt rescaling
was performed on neural network predictions through the
creation of alogistic regression model to predict actual labels.

Analysis

All analyseswere conducted using Python (version 3.9.7; Python
Software Foundation), run on Jupyter Notebook (Anaconda).
Graphs for margin plots for cluster analysis and rescaling was
performed using Stata | C software (version 16). Thefinal script
isavailablein Table S1 in Multimedia Appendix 1.

Ethics Approval

This project was approved by the University of Colorado
Internal Review Board (COMIRB #18-0251).

Results

Initial Drug Analysis

Intheinitial medication evaluation, we found that amiodarone,
dofetilide, fluconazole, propofol, and sotalol were significantly
associated with unadjusted increased risk for diLQTS (Table 1
and Table S1 in Multimedia Appendix 1). Interestingly,
medications previoudy highly associated with inpatient diLQTS,
such as haldoperidol [5], methadone [8], citalopram [28], and
azithromycin [29], were either borderline or not significantly
associated with diLQTS. Additionally, it was noteworthy that
ondansetron [30] was significantly associated with a decreased

risk of diLQTS (P=1.12 x 10°%9).

Table 1. Association with drug-induced long-QT syndrome for selected medications. Statistically significant associations emphasized with italics.

QT-associated medication Oddsrratio (95% Cl) Chi-square (df) P value
Dofetilide 5.75 (4.68-7.06) 354.80 (4) 161x 107
Amiodarone 4.41 (4.0-4.87) 1010.70 (4) 169 x 10 217
Sotalol 2.88 (2.28-3.65) 85.04 (4) 1.49 x 1017
Propofol 2.71 (2.49-2.96) 541.36 (4) 7.58 x 10 116
Fluconazole 1.39 (1.21-1.59) 22.25 (4) 1.78x 107
Methadone 1.39 (1.10-1.76) 7.45 (4) a1
Citalopram 1.19 (1.00-1.40) 4.46 (4) 35
Haloperidol 1.10 (1.00-1.21) 3.54 (4) 47
Azithromycin 0.99 (0.88-1.12) 0.0085 (4) 99
Ondansetron 0.65 (0.61-0.69) 188.49 (4) 112 x 10-%°
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Association With diLQTS

Among the top 10,000 most common diagnoses and
medications, the 100 with the highest M1 C for association with
the label of diLQTS are listed in Table S2 in Multimedia
Appendix 1, with thetop 500 kept for cluster analysis (minimum
MIC 0.000443). The top diagnoses associated with diLQTS
included long-QT syndrome, acidosis, cardiogenic shock, atrial
fibrillation, and acute respiratory failure; the top medications
associated included potassium chloride, furosemide, amiodarone,
magnesium, and albumin (Table S2 in Multimedia Appendix
1). These results highlight the potential for possible reverse
causation, as it seems more likely that potassium chloride and
magnesium would be administered astreatment of or to prevent
diLQTS, rather than themselves being causative. The strong
association with aprior diagnosis of long-QT syndrome provides
a meaningful proof of principle, as congenita long-QT
syndrome is awell-known risk factor for diLQTS[1,31-34].

Cluster Analysis

Cluster number optimization identified 4 clusters asthe highest
silhouette score (Figure S1A in Multimedia A ppendix 1), which
was validated using the elbow method applied to the inertia
score (Figure S1B in Multimedia Appendix 1). Manual
inspection of the cluster components (Table 2 and Table S3in
Multimedia Appendix 1) indicated that cluster 0 seemed to

Simon et al

include a large number of critical care diagnoses; cluster 1
included diagnoses suggestive of cardiovascular disease; cluster
2 included diagnoses consistent with drug intoxication and
injuries; and cluster 3 included diagnoses of nausea, abdominal
pain, and headaches. In the validation set, we found that clusters
0 and 1 had an increased baseline risk of diLQTS compared
with clusters 2 and 3 (Table 2), which increased with exposure
to high-risk medications (Figure 2A) and combinations of
high-risk medications (Figure 2B). Subjects in cluster 3 were
not treated with any of the high-risk antiarrhythmic medications
(amiodarone, sotalol, or dofetilide), but for all 3 other clusters,
treatment with one of these agentsincreased therisk of diLQTS
(Figure 2C). Interestingly, the use of propofol was only
significantly (P=.0002) associated with risk of diLQTS for
subjects in cluster 2 (Figure 2D) but not clusters 0 (P=.0161)
or 1 (P=.4920; cluster 3 was not exposed), and the use of
ondansetron was significantly associated with decreased risk

of diLQTS in cluster 2 (P=6.371 x 10°) but not the other
clusters (0: P=.996, 1: P=.129, and 3: P=.0577; Figure 2E).
These results indicate that although antiarrhythmic drugs
increased the risk of diLQTS broadly across all clusters, for
non-antiarrhythmic medications, theimpact was primarily seen
in cluster 2, where propofol increased the risk of diLQTS and
ondansetron decreased risk.

Table 2. Cluster composition and association with drug-induced long-QT syndrome (diLQTS). Cluster 3 represents baseline comparator group (odds

ratio for therisk of diLQTS are compared with cluster 3).

Cluster  Representative diagnoses QOdds ratio (95% Cl) P value
0 Kidney failure, sepsis, respiratory failure, and anemia 3.25(2.51-4.21) <.001
1 Coronary artery disease, hypertension, hyperlipidemia, diabetes, and myocardial infarction 2.29 (1.77-2.95) <.001
2 Live birth, motor vehicle accident, drug overdose, and a cohol intoxication 0.94 (0.73-1.20) .61

3 Nausea, abdominal pain, and headache 1 N/AR

3N/A: not applicable.
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Figure2. Probability of diLQTS. (A) Probability of diLQTS for each cluster with treatment with high-risk medication. (B) Probability of diLQTSwith
increasing numbers of high-risk meds, by cluster. (C) Probability of diLQTS for each cluster with treatment with antiarrhythmic medication (AAD).
(D) Probahility of diLQTS for each cluster with treatment with propofol. (E) Probability of diLQTS for each cluster with treatment with ondansetron.

diLQTS: drug-induced long-QT syndrome.
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Comparison of Predictive Accuracy

The AUC for deep learning was 0.776 (Figure 3A) compared
with the AUC of the cluster analysis of 0.636 (Figure 3B); the
area under precision recall curve was 0.373 for deep learning
(Figure 3C) compared with 0.322 for cluster analysis (Figure
3D); and the average precision scorefor deep learning was 0.379
and 0.193 for cluster analysis. Based on the Youden's method
for cutoff selection, the optimal cutoff for the prediction of
diLQTS from deep learning was Pr(diLQTS) of 0.12, and for
cluster analysis, it was 0.15. Based on these cutoffs, the F;-score

for deep learning was 0.39, and for cluster analysis, it was 0.29.

Cluster

® Mo cndangelron  ® Ondansatran |

Contingency tables for both are in Tables S4A and S4B in
Multimedia Appendix 1, with classification comparisonin Table
3 demonstrating an agreement of 71.4% for the 2 approaches.
Calibration comparison is provided in Figure 4, in which we
noted that the neural network was poorly calibrated and
generally overpredicted therisk of diLQTS (ie, actual proportion
of diLQTS cases less than predicted probability), which had
been described with these models in our previous work [18].
With Platt rescaling (Figures S3A and S3B in Multimedia
Appendix 1), calibration of the neura network was improved
and was similar to calibration of the cluster analysis (Figure
S3B in Multimedia Appendix 1).

Figure 3. Accuracy assessment of models. (A) receiver operating characteristic (ROC) curve for neura network. (B) ROC curve for cluster model.
(C) Precision-recall for neural network. (D) Precision-recall for cluster model. AUC: area under ROC curve; NN: neural network.
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Table 3. A 2 x 2 table of comparative predictions at selected cutoffs. For deep learning models, the cutoff was probability of drug-induced long-QT
syndrome (diLQTS) of 0.12, and for cluster analysis, it was 0.15. These values are based on predictive models for which the probability of diLQTSis
produced for each individual, and the cutoff represents the probability above, in which an individual would be predicted to be at risk, and below, in

which one would not be at risk.

Cluster model (N=7128)
Predicted low risk, n (%)

Predicted highrisk, n (%)  Total, n (%)

Neural network model

Predicted low risk 3653 (51.2)
Predicted high risk 1017 (14.3)
Total 4670 (65.5)

1018 (14.3) 4671 (65.6)
1440 (20.2) 2457 (34.4)
2458 (34.5) 7128 (100)

Figure 4. Cdlibration analysis of neural network and cluster-based models. Top: Calibration plot for each model, with abscissa corresponding to the
binned predicted probability of diLQTS (positive class) from the model and ordinate corresponding to the proportion of actual positives (diL QTS cases)

within each bin. Bottom: Histogram of predicted probability for each model

(left: cluster, right: neural network). Note that cluster-based model did not

predict probability over 0.5 for any individual. diLQTS: drug-induced long-QT syndrome.
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Principal Findings

In this EHR-based follow-up analysis, we sought to compare 2
divergent methods for the integration of machine learning to
guide clinical decisions to prevent diLQTS, with a focus on
clinical interpretability and predictive accuracy. In one, we
applied cluster analysis to group individuals by patterns of
diagnostic codes to identify potentially recognizable clinical
subgroups from which atreating clinician could identify patients
who might be at risk for diLQTS to guide future
decision-making. For comparison, we applied a deep learning
algorithm that was identified based on prior work in this same
population to obtain a “gold standard’ level of predictive
accuracy, to quantify the potential loss in predictive accuracy
with the use of a more interpretable methodology. From a
clinical perspective, our findings reveadled some interesting
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risk of diLQTS, as well as which subpopulations appear to be
the most susceptible. However, we also found that there was a
fairly substantial loss of predictive accuracy using this
interpretable method in comparison with a* black box” method,
which should be considered in future work on the integration
of predictive modelsin clinical care.

Among the clinical insights, several are noteworthy. First, we
found that when examined independent of patient characteristics,
certain medications such as haldoperidol or methadone, which
are well established with diLQTS, were not associated with
increased risk, whereas others, such as ondansetron, were
actually associated with decreased risk in our population. This
finding points to the multifactorial nature of diLQTS,
highlighting the need to consider other relevant contextual
factors in assessing risk. However, it may also suggest that in
the inpatient setting, there might be more benefit than risk with
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using these medications, which is also consistent with prior
studies[9-12], including one where a clinical decision support
tool to prevent diLQTS had a paradoxical decrease in mortality
for patientsin whom the treating provider ignored the alert and
prescribed the known QT-prolonging medication despite risk
[4]. Particularly in subjects who were not criticaly ill (not in
cluster 0) and without a history of cardiovascular disease (hot
in cluster 1), there appeared to be more benefit to using
ondansetron, balanced against more risk with using propofol.
However, these insights should be taken with caution, aswe do
not know the specific timing of the administration of
QT-associated medicationsin relation to obtaining the ECG nor
whether a medication was administered once, several times, or
not at all (merely listed as an as needed pro re nata medication).
Such a limitation seems likely for several of the known
QT-associated medications that are frequently ordered pro re
nata, such as haldoperidol and ondansetron, in which we found
no (former) or an inverse (latter) association with
QT-prolongation. Regardless of the underlying impact, this
consideration highlights the limitations of the use of clinical
decision support tools applied broadly across all medications
associated with diLQTS and a need to focus on the relative
population risk and indication when designing future tools.

Second, we found that, perhaps not surprisingly, the cluster of
patients (cluster 0) with diagnoses suggestive of critical illness
were the most susceptible to use of high-risk medications for
diLQTS, and that patientsin clusters 2 and 3 with more benign
diagnoses were less likely to have diLQTS. This finding has
direct clinical implications, asit suggests that decision support
tools might be the most effectively targeted toward patientsin
an intensive care unit, where risk is the greatest, rather than
broadly across all inpatients, with the caveat that the use of
propofol might need to be more closely monitored in subjects
without cardiovascular disease or critical illness. Our findings
also suggest that specific combinations of medications, such as
amiodarone and propofol, should either be avoided or
administered with close monitoring and aggressive treatment
of other factors that could predispose risk of diLQTS, such as
electrolyte abnormalities.

Finally, our findings highlight the critical trade-off between
model interpretability and accuracy, as we found that a
black-box prediction model using deep learning was
significantly more accurate (greater AUC and area under
precision recall curve) than the moreinterpretable cluster-based
model. This finding raises a key question for al practitioners
of predictive modeling: Is the improvement in predictive
accuracy worth the lack of understanding for why the model
makes the predictions it does? More specifically, without
understanding how a model makes its predictions, how can it
be challenged if atreating clinician believesit isless applicable
for aparticular patient, and what changes should be made if the
predictive accuracy diminishes (a so-called “ data shift” occurs
[23,24]). It is not difficult for an experienced clinician to
understand why patients who are critically ill (cluster 0) would
be at increased risk or why combinations of medications with
high risk of diLQTSwould increase risk, and amethod that can
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uncover these categorieswould seem to be more useful clinically
than a black-box approach. Such clinica interpretation is
unavailable for the deep learning model, which creates a
challenge of trust in application. Further, in prior work, we
demonstrated that reinforcement learning can be applied to
cluster-based decision models (using a Q table) to allow a
decision support tool to improve over time [35]; it is unclear
whether a deep learning model could be as easily integrated
with reinforcement learning or whether there would be sufficient
prospective data to update the over 20 million parameters of
such a model. Broadly, as increasing numbers of predictive
models based on deep learning are applied to predict diLQTS,
especialy those applied directly to the ECG tracing itself
[36,37], the trade-off with interpretability will remain acritical
consideration in clinical applications.

Limitations

Principal among the limitations of thisinvestigation isthe high
degree of noiseinherent in studies of EHR data at scale and the
challenges with having a lack of ability to perform detailed
validation of diagnoses, medications, or outcomes, beyond what
can beperformed in silico without manual chart review. Several
of these limitations related to reverse causation or lack of
temporal granularity with medication administration are
highlighted above. On the one hand, this common limitation of
big data science limits what can be done in terms of granular
validation; on the other hand, it provides both the improvement
in statistical power for modeling and some protection against
population bias, as might occur with studies at a single clinic
or single provider level. With the increased expansion of EHR
use worldwide, it is likely that methods to explore
interpretability within these large data models will be
increasingly relevant, for which our investigation should provide
somefoundation for how interpretability can be balanced against
predictive accuracy.

Future Directions

Importantly, our findings provide the opportunity for direct
clinical implementation of “smart” clinical decision tools that
incorporate patient characteristics along with an understanding
of patient risk to improvethe accuracy of predictionsof diLQTS,
as well as guide clinical decisions including monitoring for
those at high risk or selecting alternative agents where they are
available. When combined with dynamic learning model s, such
as Q learning [35], our approach offers the opportunity to
improve overall patient safety and clinical outcomes.

Conclusion

In summary, we found that interpretable methods to predict
diLQTSallow for evaluation in amanner that facilitates deeper
inspection of specific medication interactions and the
identification of meaningful clinical populations to target for
prevention. This interpretability comes at the expense of
predictive accuracy, which must be considered among
organizations seeking to integrate predictive modeling into
clinical decision support tools to prevent diLQTS.
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Abstract

Background: Digital health technologies (DHTS), such as electronic health records and prescribing systems, are transforming
health care delivery around the world. The quality of information in DHTsis key to the quality and safety of care. We devel oped
anovel clinical information quality (CLIQ) framework to assess the quality of clinical information in DHTSs.

Objective: This study explored clinicians' perspectives on the relevance, definition, and assessment of information quality
dimensionsin the CLIQ framework.

Methods: We used a systematic and iterative eDelphi approach to engage clinicians who had information governance roles or
personal interest in information governance; the clinicians were recruited through purposive and snowball sampling techniques.
Datawere collected using semistructured online questionnaires until consensus was reached on theinformation quality dimensions
in the CL1Q framework. Responses on the relevance of the dimensions were summarized to inform decisions on retention of the
dimensions according to prespecified rules. Thematic analysis of the free-text responses was used to revise definitions and the
assessment of dimensions.

Results: Thirty-five cliniciansfrom 10 countries participated in the study, which was concluded after the second round. Consensus
was reached on all dimensions and categoriesin the CL1Q framework: informativeness (accuracy, compl eteness, interpretability,
plausibility, provenance, and rel evance), availability (accessibility, portability, security, and timeliness), and usability (conformance,
consistency, and maintainability). A new dimension, searchability, was introduced in the availability category to account for the
ease of finding needed information in the DHTs. Certain dimensions were renamed, and some definitions were rephrased to
improve clarity.

Conclusions: The CLIQ framework reached a high expert consensus and clarity of language relating to the information quality
dimensions. Theframework can be used by health care managers and institutions as a pragmatic tool for identifying and forestalling
information quality problems that could compromise patient safety and quality of care.

International Registered Report Identifier (IRRID): RR2-10.1136/bmjopen-2021-057430

(J Med Internet Res 2022;24(12):e41889) doi: 10.2196/41889

KEYWORDS

information quality; digital health technology; patient safety; perspective; digital health technologies; DHT; thematic analysis;
clarity; understandabl e; understandability; readability; searchability; security; decision support system; framework development;
framework

A systematic review of the literature identified existing
frameworks and dimensions that are relevant to assessing
Digital health technologies (DHTS), such as electronic health  clinical information in DHTSs [7]. However, the review found
records, electronic prescribing systems, and clinical decision et the existing frameworks did not provide assessment tools
support systems, have transformed health care delivery around for clinical practice [7]. In gddlthn, most of _thle.exmxlng
the world [1]. However, the quality of information obtained ~rameworkswere developed without input from clinicianswho
from DHTs varies and can compromise quality and safety of ~USe clinical information from DHTSs [7]. Drawing on the
care [2-4]. Several incidents of delayed, missing, partial, or review's findings, we developed r?lclmlcal information quallty
wrong information in DHTS have been documented, resulting  (CL1Q) framework as a pragmatic approach to assessing the
in adverse patient outcomes, including death [3-5]. To reduce  Quality of clinical information in DHTS. The CLIQ framework
the risk of such incidents, we need a pragmatic approach to  defined 13 dimensions relevant to the quality of clinical
assessing the quality of clinical information in DHTs. The Informationin DHTsand was accompanied by aquestionnaire
importance of such an information quality assessment tool O @sessing information quality. The current study explored
continues to grow with increasing automation and use of clinicians perspectives on the relevance, definition, and
artificial intelligence (Al) in health care, as human checks are  @SSessment of information quality dimensions in the CLIQ
reduced and clinica information feeds into Al tools and framework (Textbox 1 shows the original dimensions in the
agorithms [6]. CLIQ framework).

Introduction

Textbox 1. Information quality dimensionsin the original CL1Q framework.

« Informativeness (accuracy, completeness, interpretability, plausibility, provenance, and relevance)
« Avallahility (accessibility, portability, security, and timeliness)

«  Usahility (conformance, consistency, and maintainability)
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Methods

Study Design

In this study, the eDel phi method was used to obtain direct input
from clinicians to contextualize the CLIQ framework to the
needs of the information users. This method uses a systematic
process for engaging and integrating the opinions of multiple
expertsto reach consensus[8,9]. Thus, the eDel phi method was
suitable for this study, which sought to obtain the consensus of
clinicians from different countries on the information quality
dimensions that are relevant to assessing clinical information
in DHTs. In addition, the asynchronous approach gave the
panelists an opportunity for equal participation, in contrast to
physical meetings, which are usually dominated by a few
outspoken participants[10]. Theiterative process of the eDelphi
method enabled the participants to provide feedback and
reconsider their opinions based on collective responses [11].
The flexibility of the eDelphi method alowed collection of
guantitative and qualitative data, which were useful in
addressing the research question.

Ethics Approval

The protocol of this study was published to promote
transparency [12]. Ethics approval was obtained for the study
from the Imperial College Research Ethics Committee
(201C6396).

Steering Committee

This eDelphi study was coordinated by a steering committee
comprising health care researchers and clinicians with interest
in digital health. The committee developed the origina CLIQ
framework [7] and the accompanying questionnaire from which
the initial items of the eDelphi study were generated. The
committee recruited the participants to the study and made
decisions regarding retention, removal, or redefinition of
information quality dimensions based on the input of the
participants according to prespecified decision and stoppage
rules.

Decision and Stoppage Rules

The decision and stoppage rules on consensus were predefined
to prevent bias during analysis [11]. An information quality
dimension was considered rel evant and wasretained in thefinal
framework when at least 70% of the participants, in any round
of the survey, chose the options “strongly relevant” or
“somewhat relevant.” The choice of 70% as a cutoff was a
pragmatic choice based on theliterature, asmost Delphi studies
use 60% agreement or higher asathreshold for consensus[10].
The study was planned to be concluded whenever consensus
was reached on at least 80% of the dimensions or at the end of
the third round, irrespective of the level of consensus [11].

Participant Recruitment

Clinicians with information governance roles or interest were
invited to participatein the eDel phi panel based on the following
eligibility criteria[12]: (1) prior or current experience of using
DHTs in patient care, (2) information governance role or
personal interest in information governance, and (3) willingness
to participate in amultiple-round eDel phi study (up to 3 rounds).

https://www.jmir.org/2022/12/e41889
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The heterogeneity of the participants provided a wide range of
perspectives and increased the study’s external validity. The
recruitment of the participants included both purposive and
snowball sampling. Clinicians with information governance
roles (eg, chief clinical information officer, chief nursing
information officer, or Caldicott guardian) were targeted, as
they have both DHT user experience and information
governance expertise. However, participation was not restricted
to these roles, as they do not exist in many low- and
middle-income countries. Therefore, participants with interest
in information governance without any formal information
governance role were aso recruited, such as clinicians who
have published papers relating to information governance.

The steering committee members nominated clinicians from
within and beyond their professional networks. Each eligible
clinician wasinvited by an introductory email containing alink
to the survey; the email aso encouraged them to share the
invitation with other eligible clinicians. Two reminders were
sent at least 2 weeks apart to encourage participation [8].
Thirty-five cliniciansfrom 10 countries participated in the study,
including doctors, nurses, pharmacists, and other health care
professionals.

Survey Content and Administration

Theinitial survey (MultimediaAppendix 1) was generated from
the CLIQ framework [7] and the accompanying assessment
guestionnaire. The accompanying assessment questionnaire was
developed by the steering committee based on the findings of
asystematic review of information quality frameworks|[7] and
further evidence from literature. The survey was administered
in English.

The introductory section of the survey provided brief
information about the study, alink to the participant information
sheet, and the el ectronic consent form. Demographic datawere
collected from participants who gave informed consent, and
only these participants were shown the remainder of the survey.

The second section of the survey consisted of questionsrelating
to the CL1Q framework. The first part of this section included
5-point Likert scale questions on the relevance of the dimensions
inthe CL1Q framework to quality and safety of care. The Likert
scale captured arange of options (strongly relevant, somewhat
relevant, neither relevant nor irrelevant, somewhat irrelevant,
and strongly irrelevant) that represent categories people naturally
create and thus did not require a heavy cognitive load. The
second part comprised multiple-choice and free-text questions
on the definition, assessment, and categories of the dimensions
in the CLIQ framework. Finaly, the email addresses of
participants were collected for feedback purposes and as a
contact method for the next round of the survey. The survey
was set up using Qualtrics software (Qualtrics) and piloted by
the steering committee members before its administration. The
study was conducted between June 2021 and March 2022.

Data Analysis

The data on the relevance of the dimensions were summarized
using descriptive statistics and used to inform decisions on
retention of dimensions and termination of the study. The data
were also used to provide feedback to the participants during
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the second round of the survey. The free-text suggestions were
analyzed using a reflexive thematic analysis approach, which
allowed the steering committee membersto go beyond the text
to decode the meaning intended by the participants [13]. The
thematic analysis process was adapted to include the following
key stages: (1) studying the free-text suggestions to become
familiar with the contributions made by the participants; (2)
datacoding to highlight key issuesidentified by the participants
with regardsto the definition and assessment of the dimensions;
and (3) identifying patterns in the suggested modifications,
developing themes, reflecting on these themesin the context of
the overall data set, and defining the essence of each theme.

The themes were then used to revise the definitions and the
assessment of the dimensions as appropriate. Feedback from
the free-text suggestions and the changes that were made were
also incorporated into the second round of the survey.

Results

Statistical Summary of Findingsin the First Round

Thirty-five clinicians (including 26 doctors, 5 nurses, 2
pharmacists, 1 dietician, and 1 health system specialist) from

Fadahunsi et &

10 countries participated in thefirst round of thiseDelphi study,
with most being doctors (n=26, 74%) and male (n=23, 66%).
About half of the participants had more than 10 years of digital
health experience (n=18, 51%), and about half were from the
United Kingdom (n=18, 51%). Most of the countriesfrom which
the participants came were high-income countries (8/10, 80%),
although 1 of the 10 countries (10%) was lower middle income
(Nigeria) and 1 (10%) was low income (the Gambia). Table 1
provides more detailed information on the sociodemographic
characteristics of the participants.

In the first round of the eDelphi study, 86% to 97% of the
cliniciansranked each of the 13 information quality dimensions
in the proposed framework asrelevant. These valueswere above
the predefined threshold of 70% for the study and indicated
consensus on the relevance of all 13 proposed dimensions in
the framework. The ranking of the information quality
dimensions is shown in Table 2.

Table 1. Sociodemographic characteristics of the eDelphi participants (N=35).

Characteristics

Participants, n (%)

Occupation
Doctor
Nurse/nurse practitioner/advanced care practitioner
Pharmacist/clinical pharmacist
Dietician
Health system specialist
Digital health experience (years)
Lessthan 10
10 or more
Country
Croatia
The Gambia
Germany
Ireland
The Netherlands
Nigeria
Singapore
United Arab Emirates
United Kingdom
United States of America

Male

Female

26 (74)
5 (14)
2(6)
13
1(3)

17 (49)
18 (51)

1(3)
1(3)
13

5 (14)
3(9)
2(6)
13
1(3)
18 (51)
2(6)

23 (66)
12 (34)

https://www.jmir.org/2022/12/e41889
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Table 2. Ranking of the dimensionsin the clinical information quality framework in the first round of the eDelphi study, with number of responses by

participants (N =35) in selected categories.

Rank Information quality dimension ~ “Strongly relevant,” n (%)  “Somewhat relevant,” n (%) Combined relevance (“strongly relevant”
or “somewhat relevant”), n (%)
1 Accuracy 30 (86) 2(6) 32(92)
2 Completeness 18 (51) 14 (40) 32(91)
3 Interpretability 23 (66) 8(23) 31(89)
4 Plausibility 13(37) 18 (51) 31(89)
5 Provenance 27 (77) 7 (20) 34 (97)
6 Relevance 18 (51) 15 (43) 33(94)
7 Accessibility 28 (80) 4(11) 32(91)
8 Portability 18 (51) 12 (34) 30(86)
9 Security 25 (71) 5(14) 30 (86)
10 Timeliness 25 (71) 9(26) 34(97)
11 Conformance 15 (43) 16 (46) 31 (89)
12 Consistency 10 (29) 20 (57) 30 (86)
13 M aintainability 20 (57) 14 (40) 34(97)

Changes Based on Free-Text Suggestionsin the First
Round

are presented in Multimedia Appendix 2. The themes from the
reflective thematic analysis of the free-text suggestions during
thefirst round that informed these changes are presented in this

The changesthat were made by the steering committee members  section and summarized in Textbox 2.

based on the suggestions of the panel membersin thefirst round

Textbox 2. Themes from the free-text suggestionsin the first round.

explicit.

« Avoiding ambiguity: this expresses the need to avoid ambiguous terms and phrases.

« Relatable examples: thisindicates the recommendation to include examplesrelating to daily activities to make the questions and definitions more

« Renaming the dimensions: this relates to suggestions for naming and renaming of dimensions.

« Rephrasing for clarity: this expresses the need to rephrase aspects of the questionnaire to improve clarity.

Avoiding Ambiguity

The participants described some terms in the questionnaire as
“vague,” “odd,” and “confusing.” For example, a participant
stated the following about “errors’:

The term “ errors’ needs to be further defined, now
it is too vague, and | have no idea what to think of
when | read it.

In addition, some definitions were considered too complex to
be understood by clinicians without informatics experience, as
demonstrated by this comment:

Just at this point, | am thinking that it is relevant to
under stand who your audienceiswith these questions.
Not all clinicians would understand these questions,
but clinical informatics professionals would.

Several changes were made across the dimensions to avoid
ambiguity, as recommended by the participants, including
replacing or removing terms such as “free of errors
“occasionally,” and “very” that were considered ambiguous by
the participants.

https://www.jmir.org/2022/12/e41889

Relatable Examples

Participants were unanimous that examples were useful in
making questions more explicit. One participant advocated
including an example for each option:

Give examplesin each of the options, that would make
it easier to differentiate.

On the other hand, another participant suggested including an
example in the main question:

Perhaps include the example within the question,
rather than the choice of answers.

Participants also advocated using specific examples that were
relevant to daily activities of the clinicians. They proceeded to
suggest examples they considered appropriate for each option.

Phone call to I T [information technology] dept isnot
sufficiently accessible, it's another barrier (with a
potential to fail- on hold, engaged, deadline, etc).

Pharma/tobacco or any other commercial marketing
would be “ very untrustworthy!”
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However, participants acknowledged that it might be difficult
to find suitable examples to illustrate some response options.

I'm struggling with the plausible/very plausible
examplesbut can't at thistime think of an alternative.

Changes relating to this theme include introducing examples
such as “two-factor authentication” to describe secure
information and reassigning examples as suggested by
participants, such as reassigning “access requiring phone call
to IT [information technology] department” under “inaccessible”
information.

Renaming Dimensions

Although all the dimensions were considered relevant, the
free-text suggestions indicated a need for renaming some
dimensions:

| don’t like the use of theword “ interpretable” in the
context of digital health records as it is too similar
to “interoperable’ and easily misread.
Comprehensibility? Information clarity?

Some suggestions seemed to imply aneed for anew dimension.
A free-text suggestion on accessibility expressed concerns on
how it might be difficult to search for information in a system
holding the data.

I’d have the second option in the list, information is
present in EHR [electronic health record] but have
to spend time looking for it.

Multiple suggestions on “timeliness’ seemed to indicate
“currency” was favored over “timeliness”

You could quickly log into a system that doesn’t
contain the most up to date patient information which
would befar more concerning in termsof data quality
than logging in dowly to a systemwith the most recent
infoin it.
A new dimension, “searchability,” was introduced. In addition,
“timeliness,” “provenance,” and “consistency” were renamed
“currency,” “trustworthiness,” and “ consistency of presentation,”
respectively. Two suggestions from panel membersthat related
to the renaming of dimensions but were not adopted to avoid
ambiguity are presented in Multimedia Appendix 2.

Rephrasing for Clarity

Most of the suggested modifications related to the phrasing of
the questionnaire. Each question and the associated options
were rephrased as appropriate to clarify them. These
modifications ranged from simple corrections such as typosto
major changes introducing new ideas; these were addressed on
a case-by-case basis.

https://www.jmir.org/2022/12/e41889
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The definition of an adverse event is too narrow.
Consider reflecting both critical (patient safety) and
non-critical (quality of care). Also, thereisanimplicit
assumption that data will directly impact care - maybe
use“ contribute to” as opposed to “lead to.

Thus, “adverse event” was replaced with an explanation of the
likelihood that inaccurate information would affect quality of
care and patient safety and the potential impact. Similarly, the
phrase “intended task” was replaced with the term “patient
care” which is more al-encompassing. Other instances of
rephrasing are presented in Multimedia Appendix 2.

Results of the Second Round

A second round was conducted because the free-text suggestions
indicated a need for an additional dimension. This round was
also used to present the results of the first round to the
participants and obtain further feedback on the modifications
to the questionnaire. Full details on the modifications and
point-by-point responsesto the participants’ full-text suggestions
for each of the dimensions are included in the questionnaire for
the second round (Multimedia Appendix 3).

Among clinicians who provided their email addresses during
the first round, 22 of 30 (73%) completed the second round.
Thethreshold for consensus was reached for the new dimension
“searchability.” Most of the participants agreed with the changes
made to the definitions and assessments of the dimensions,
ranging from 86% (n=19) for consistency of presentation to
100% (n=22) for accuracy, completeness, interpretability,
mai ntai nability, and searchability, with no further modifications
suggested. Minor suggestions were made regarding rephrasing
the definitions of plausibility, trustworthiness, accessibility,
portability, security, conformance, and consistency of
presentation. Multiple free-text suggestions indicated that the
term “currency” was not as acceptable as “timeliness’:

I think timelinessand currency are two different terms
that could not be used interchangeably. Therefore, |
would prefer timeliness was not removed. if a result
of an investigation is timely, it means it would be
useful for decision making.

| don't like the word currency in this context (it
sounds likeit's referring to money).

Thedimension “currency” wasthereforereverted totheorigina
name “timeliness.” The modified CLIQ framework is made up
of 14 dimensions, as outlined in Table 3. The accompanying
assessment questionnaireis presented in Multimedia Appendix
4.
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Table 3. Clinical information quality framework for digital health.

Fadahunsi et &

Dimension Description

I nformativeness (the usefulness of digital information for clinical purposes)

Accuracy
Completeness
Interpretability
Plausibility
Trustworthiness

Relevance

The extent to which information is accurate.

The extent to which no required information is missing.

The extent to which information can be interpreted.

The extent to which information makes sense based on clinical knowledge.
The extent to which the source of information is trustworthy and verifiable.

The extent to which information is useful for patient care.

Availability (the functionality of the system holding clinical infor mation)

The extent to which information is protected from unauthorized access, corruption, and damage.

Accessibility The extent to which information is accessible.

Portability The extent to which information can be moved or transferred between different systems.
Searchability The extent to which needed information can be found.

Security

Timeliness The extent to which information is up-to-date.

Usability (the ease of use of clinical information)

Conformance
tional standards.

Consistency of presentation

The extent to which information is presented in aformat that complies with institutional, national, or interna-

The extent to which presentation of information adheresto the same set of institutional, national, or international

standards.
Maintainability The extent to which information can be maintained (eg, modified, corrected, updated, adapted, and upgraded)
to achieve intended improvement.
; ; mparison With Prior Work
Discussion Comparison With Prior Wo

Principal Findings

Thisstudy was conducted to contextualize the CL1Q framework
to the needs of clinicians. Consensus was reached on the
relevance of al the existing dimensions and categories of the
CLIQ framework, including informativeness (accuracy,
completeness, interpretability, plausibility, provenance, and
relevance), availability (accessibility, portability, security, and
timeliness), and usability (conformance, consistency, and
maintainability). A new dimension, searchability, wasintroduced
in the “availability” category to account for the ease of finding
needed information in the DHTs. “Provenance” and
“consistency” wererenamed “trustworthiness’ and “ consistency
of presentation,” respectively.

The questionnaire was modified based on the suggestions of
the cliniciansto avoid ambiguitiesthat could confuse users and
affect thevalidity of the questionnaire. Nonspecific terms, such
as “very,” “few,” or “occasionally,” were removed, as their
meanings vary based on context. Certain dimensions, such as
conformance, were redefined using nontechnical terms, making
them comprehensible to clinicians without an informatics
background. In addition, the clarity of the questionnaire was
improved by rephrasing the questions, incorporating relatable
examples, and renaming certain dimensions. Overall, these
changes made the questionnaire more user-friendly and
improved its face and content validity.

https://www.jmir.org/2022/12/e41889

The CLIQ framework was devel oped to address gaps, including
a lack of a pragmatic tool for clinical information quality
assessment and the noninvolvement of clinicians in the
development of existing frameworks[7]. The CLIQ framework
is accompanied by a pragmatic questionnaire for assessing
clinical information in DHTS, unlike theoretical frameworks,
which provide no means of assessment [14-20]. Theinvolvement
of cliniciansacross 10 countriesin the devel opment of the CLIQ
framework further differentiates the framework from existing
frameworks, which were developed without input from
clinicians[14,16-21]. Finally, the CLIQ framework isapplicable
to different DHTs, while existing frameworks are only
applicable to specific DHTSs, such as electronic health records
[16,17,19,20,22].

Strengths and Limitations

The eDelphi method afforded asystematic, practical, affordable,
and transparent approach to integrating the opinions of
multidisciplinary cliniciansfrom 10 countries. The importance
of multiple eDelphi rounds, which allow feedback on changes
made in preceding rounds [9,10], was demonstrated in the
rejection of the attempt to rename “timeliness’ as “currency.”
In addition, this study took advantage of the clinical experience
and information governance expertise of the participating
clinicians, thus combining practical user experience and subject
matter expertise. The heterogeneous composition of the expert
panel, which consisted of people from multiple clinical
professions across 10 countries, enhanced the external validity
of the CLIQ framework. However, external validity may be
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limited by the low proportion of participants from low- and
middle-income countries. The snowball sampling technique
might have contributed to the disproportionately higher number
of participants who were doctors from the United Kingdom.
Nevertheless, the participantsin this study were actively engaged
and went out of their way to scrutinize all the definitions and
offer valuable suggestions to improve the CLIQ framework.
Finally, the number of participants that completed the second
round of the eDelphi study was modest (22/30, 73%) but this
is still more than the 8 to 15 experts recommended in the
literature for a Delphi study [8].

Implicationsfor Policy, Practice, and Future Research

This study provides insight into the information quality
dimensions that are considered relevant by clinicians. Such
insight could be useful when developing or choosing new DHTSs
for health care ingtitutions. The consideration of relevant
information quality dimensions while developing or choosing
new DHTs will ensure that the information is fit for purpose.
The CLIQ framework is thus a potential source of vita
information to policy makers, DHT devel opers, and health care
managers. | n addition, the framework could be used to identify
information quality problems in existing DHTs. As part of
quality improvement projects, the CLIQ questionnaire could
be used to collect data on the quality of information in existing
DHTs from clinicians using these DHTs in clinical practice.
Insight from such projects could then be used in planning
strategies to address identified information quality problems.
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The modification of the CLIQ framework has made the
framework user-friendly by taking into account the views of
the information users, as recommended in the information
quality literature [23]. However, the adopted expert panel
approach mainly improved the face and content validity of the
framework [24]. Face and content validity imply that an
instrument measures what it is intended to measure [24].
Therefore, afollow-up study to evaluate the construct validity
and reliability of the CLIQ framework is ongoing across the
United Kingdom among health care professionals who use the
SystmOne electronic patient record system. Similar studies
could be replicated in the future in low- and middle-income
countries to further assess and, if needed, improve the
applicability of the framework in such settings. The CLIQ
framework will be made available under a Creative Commons
(CC BY) license to facilitate its use in future works by other
researchers who are interested in adapting the questionnaire
based on their needs.

Conclusions

The CLIQ framework reached a high expert consensus and
clarity of language relating to the information quality
dimensions. The study contextualized the questionnaire by
obtaining direct input from clinicians who are users of clinical
information in DHTs. The contextualized CLIQ framework
offers a pragmatic approach to assessing clinical information
in DHTsand could be used in practice to identify and forestall
information quality problemsthat can compromise quality and
safety of care.
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Abstract

Background: Inthe second stage of the Electronic Health Record Sharing System (eHRSS) devel opment, amobile app (eHealth
app) was launched to further enhance collaborative care among the public sector, the private sector, the community, and the
caregivers.

Objective: This study aimsto investigate the factors associated with the downloading and utilization of the app, as well asthe
awareness, perception, and future improvement of the app.

Methods: We collected 2110 surveys; respondents were stratified into 3 groups according to their status of enrollment in the
eHRSS. The primary outcome measure was the downloading and acceptance of the eHealth app. We collected the data on social
economics factors, variables of the Technology Acceptance Model and Theory of Planned Behavior. Any factors identified as
significant in the univariate analysis (P<.20) will be included in a subsequent multivariable regression analysis model. All P
values <.05 will be considered statistically significant in multiple logistic regression analysis. The structural equation modeling
was performed to identify interactions among the variables.

Results. Therespondents had an overall high satisfaction rate and a positive attitude toward continuing to adopt and recommend
the app. However, the satisfaction rate among respondents who have downloaded but not adopted the app was relatively lower,
and few of them perceived that the downloading and acceptance processes are difficult. A high proportion of current users
expressed a positive attitude about continuing to adopt and recommend the app to friends, colleagues, and family members. The
behavioral intention strongly predicted the acceptance of the eHealth app (3=.89; P<.001). Attitude (=.30; P<.001) and perceived
norm; 3=.37; P<.001) played important roles in determining behavioral intention, which could predict the downloading and
acceptance of the eHealth app (3=.14; P<.001).

Conclusions: Despite the high satisfaction rate among the respondents, privacy concerns and perceived difficulties in adopting
the app were the major challenges of promoting eHealth. Further promotion could be made through doctors and publicity. For
future improvement, comprehensive health records and tailored health information should be included.

(J Med Internet Res 2022;24(12):e40370) doi: 10.2196/40370
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Introduction

In Hong Kong, a substantial proportion of hospital servicesis
provided by the public sector (90% of all in-patient bed-days)
and up to 70% of the outpatient services are offered by the
private sector [1]. In view of the dual-track health care system,
the Electronic Health Record Sharing System (eHRSS) was
developed by the Hospital Authority (HA) to facilitate the
information flow between the public and private sectors. It was
launched in March 2016 [2] as an electronic platform to provide
accurate and quick retrieval of clinical details, such as patient
demographics, clinical information, and prescription profiles.
The benefits of eHRSS arefacilitation of patient communication,
improvement of patient care continuity, accuracy of drug
prescription, and enablement of holistic management [3]. Stage
2 development of the eHRSS started in July 2017, which further
expanded the benefits to the relevant stakeholders and users.
These include the broadening of the scope of sharable data by
the system; provision of patients' choice over data sharing scope;
and their access to some of the data in the eHRSS [4]. As of
May 2022, over 5.5 million citizens, 50,000 health care
professionals, all the 13 private hospitals, and over 2400 health
care professionals working in the private sectors have enrolled
in the eHRSS [5].

In stage 2 development, a mobile app, an “eHealth app,” was
launched in January 2021 [6]. It facilitates users to access their
integrated health records and manage own health. Our team has
previously evaluated the perceptions of and factors associated
with the acceptance of the eHRSSin 2018 among 2000 patients
in Hong Kong [7]. More than 70% (707/1000, 70.70%) of the
patients were satisfied with the overall performance of the
eHRSS. The expansion of sharable scopeinthe eHRSS (32/124,
25.8%) and alowing patients to access their medical records
(30/124, 24.2%) were considered asthefeaturesto be devel oped
in the future devel opment of the eHRSS by the enrollees. This
isoneof the survey findingsthat provides support for the second
stage of the eHRSS, where the users may access their health
records and other health information via the utilization of an
eHealth app. This mobile app further enhances collaborative
care among the public sector, private sector, community, and
caregivers. Importantly, citizens could be empowered in
self-health management and disease prevention by recording
health datawithin the app. It further empowerscitizens' self-care
ability by involving family members and other stakeholdersto
understand their current health status.

Across the world, similar mobile health apps were devel oped
for people to upload and view health records, manage personal
health care activities, share clinical information with doctors,
and improve public health. Apps such as “Capzule PHR,”
“Health and Family,” and “Health Notes’ allow patientsto view
and get accessto their medical information and record their data
at any time and any place through the internet or by offline
access [8]. The government of various countries is promoting
electronic medical health records. For example, “MIDATA” is
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the UK government program with the goal of providing
consumers a better control over their data [9]. The Mi Health
App was developed accordingly to record health data and
support long-term health management [10]. In 2019, the Korean
government initiated the “MyData’ program, which aims to
give citizens increased access to persona data through mobile
phones. In the medical field, it enables the public to manage
their medical record [11]. The My HealthWay app was launched
in 2021 by the Korean Ministry of Health and Welfare to
integrate scattered medical data[12].

To further promote quality and efficiency, as well as to
recommend the future development of the mobile (eHealth)
app, perceptions and views from users are required to inform a
more system-friendly design. The objectives of this project are
to evaluate the factors associated with the downloading and
utilization of the eHealth app; to examine the awareness, use,
and acceptability of the mobile eHesalth app; to explorewhether
eHealth app use may be associated with the joining of the
eHRSS,; the reasons for nonuse among those who joined the
eHRSS; the extent to which the app improves user experience
and influences health service utilization; and to recommend a
potential room for improvement of the eHealth apps.

Methods

Sampling Frame and Recruitment

A self-administered questionnaire was adopted in this study.
Prospective study participants were based on alist of patients
provided by the HA. A simple random sampling methodol ogy
was mainly used. Over 5.5 million existing eHRSS users were
included in the population, and computer-generated numbers
were listed correspondingly for participant recruitment. An
invitational SMS was first sent by the HA to existing eHRSS
users. This served to aert the participants that they would
receive a subsequent survey invitation by Chinese University
of Hong Kong viaSM S[13]. Then researchteams at the Chinese
University of Hong Kong sent messages to those people who
had received an invitation from the HA through a bulk SMS
sending platform (MD SMS by Media Digital Technologies
Corporation Limited). Supplemented by aconvenience sampling
methodol ogy, the online survey link was shared on the website
of theHA, eHealth Facebook and I nstagram page, eHealth app,
eHealth website so that both hedth care recipients and
non—health care recipients could access the questionnaires. The
overall response rate was 66.71% (3026/4536).

Survey Instruments

Survey items focused on the awareness, use, and acceptability
of the eHealth app; the association between the use of the
eHealth app and the joining of the eHRSS; the reasons why
some usersdid not usethe eHealth app after joining the eHRSS;
the extent to which the eHealth app improved user experience,
modified health service access, and health management; and
recommendationsfor possibleimprovement of the eHealth app.
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The surveys were designed by an academic physician with
relevant experience in projects related to the eHRSS, and
extensive expertise in both clinical and public health research
studies. The questionnaire draft was face-validated by a panel
of epidemiologists, biostatisticians, and professionals in the
field of health care policy, public health, and primary care. It
was subsequently pilot tested for feasibility and item
comprehensiveness among 20 people. The completion rate was
65% (13/20), and the average response time was 7 minutes and
40 seconds (Multimedia Appendix 1).

The surveys were available in both Chinese and English
versions. All surveyswere anonymous, and written consent was
provided by the participants at the start of the questionnaire.
The study participants were informed that al information
presented would be in the form of aggregated data that could
not identify any individuals.

Ethics Approval

Thisstudy was approved by the Survey and Behavioral Research
Ethics Committee of the Chinese University of Hong Kong
(approval number SBRE-21-0184).

Statistical Analysis

All surveys were checked for their completeness and the
presence of participant consent. All dataentry and analysiswere
conducted using SPSS version 26.0 (IBM, Inc.). As part of
quality control, at least 20% (422/2110) of al surveys were
randomly checked for the validity, quality, and accuracy. All
itemsin the survey were analyzed as stratified according to the
status of enrollment. The primary outcome measure was the
downloading and acceptance of the eHealth app. We tested for
the presence of statistical association by identifying potential
associated factors using univariate and multivariate regression
analyses. Weincluded age, gender, educational level, job status,
monthly household income, the types of mobile phone operating
systemscurrently in use, the eHRSS enrollment status, perceived
enablers of acceptance, and perceived barriers of the eHealth
app use. Any factors identified as significant in univariate
analysis (P<.20) will beincluded in a subsequent multivariable
regression analysismodel. All Pvalues<.05 will be considered
statistically significant in the multiple logistic regression
analysis. Assuming the proportion of the primary outcomeswas
50%, which would provide the largest sample size, a total of
2110 surveyswould result in precision of approximately 2.2%.
In addition, we performed structural equation modeling to
identify interactions among the variables.

Health Behavioral M odels

To investigate the factors that could predict downloading and
acceptance of the eHealth app, we used 2 internationally
recognized models that have been widely adopted to examine
the use of new technologies. These were the Technology
Acceptance Model (TAM), which was first developed by Fred
D Davis, Richard P Bagozzi, and Paul R Warshaw [14]. It isan
adaptation of the Theory of Reasoned Action (TRA) to the
discipline of information systems. The TAM hypothesizes that
perceived usefulness and perceived ease of use could influence
anindividual’sintention to use aninformation system[15]. The
meditator of actual acceptance of the system isthe intention to
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use. Themodel also considered perceived ease of useasadirect
determinant of perceived usefulness. The TAM has been
simplified by omitting the construct pertinent to attitude, as
used inthe TRA model. In the survey, perceived usefulness has
been assessed using a series of questions related to the
convenience and the benefit of using the app. To measure the
ease of use, respondents have been asked about their experience
in the downloading and acceptance processes, whether the app
is easy to download, easy to find function, and contains the
health information they want. For perceived barriers,
respondents were asked about factors preventing them from
downloading or adopting the app, such as doctors do not
recommend or participate and concerns about personal privacy
(Multimedia Appendix 2).

Furthermore, we employed the Theory of Planned Behavior
(TPB), a commonly used psychological theory that links
peopl€e's beliefs and behaviors [16]. The underpinning theory
identified 3 core predictors, namely, attitude (A1-4), subjective
norms (SN1-3), and perceived behaviora control (BI1-2) as
modifiers of intention. Items from these 3 constructs, for
example, suggestions from people who influence users
behavior, were recoded into the questionnaire as measurement
(Multimedia Appendix 3) [17,18]. A 5-point Likert scale
(strongly disagree, disagree, neutral, agree, and strongly agree)
and a 2-point Likert scale (yes and no) were used in the survey
design. Survey questions related to the acceptance and use of
the app were designed according to the components of the TAM
and TPB models. In our survey, attitude was the measurement
of enabling factors, and the subjective norm referred to how the
respondents viewed theidea of other people’s perceptions about
the app, including the recommendation from doctors, friends,
and family members. The specific questions related to attitude
and subjective norm are “Do you agree with the following
reasons that can increase your motivation to continuously
use/start to use the eHealth app” and “Do you agree with the
following reasons that hinder your motivation to continuously
use/start to use the eHealth App” (Multimedia Appendix 4).
The theory hypothesized that behavioral intention is the most
antecedent influencer of behavior. In the current structural
equation modeling, we included the following additional
variables into the TAM: age, gender, educationa level,
occupation, types of mobile phone operating systems, and
enrollment status of the eHRSS. All P values<.05 wereregarded
as statistically significant.

Results

Participant Characteristics

A total of 2110 completed surveys were collected (Table 1).
Overdll, there were more male than female respondents
(1184/2110, 56.11%, vs 926/2110, 43.89%). Among the study
participants, 46.16% (974/2110) were aged between 41 and 60,
while 39.72% (838/2110) were aged above 60. Over one-half
of the respondents attained secondary educational level
(1118/2107, 53.06%). Nearly half of the respondents had
full-time or part-time jobs (999/2024, 49.36%). For income
level, the highest proportion of monthly household income was
HK $10,000-19,999 (1HK $=US $0.12; 458/2110, 26.44%).
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Table 1. Participant characteristics (N=2110).
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Characteristics

Values, n (%)

Age (years)
16-30
31-40
41-50
51-60
61-70
>70
Gender
Male
Female
Educational level (n=2107)
Primary or below
Secondary
Tertiary or above
Other

Job status (n=2024)
Employed (Full-time/part-time)
Unemployed
Retired
Housewives
Students
Others

Refuse to answer

Monthly household income (HK $; n=1732)b
<10,000
10,000-19,999
20,000-29,999
30,000-39,999
40,000-59,999
>60,000

Refuse to answer

Phone currently in use
AppleiOS
Android
Huawel

Others

136 (6.45)
162 (7.68)
343 (16.26)
631 (29.91)
636 (30.14)
202 (9.57)

1184 (56.11)
926 (43.89)

150 (7.12)
1118 (53.06)
839 (39.82)

3 (not counted)?

999 (49.36)
100 (4.94)
695 (34.34)
138 (6.82)
53 (2.62)
39 (1.93)

86 (not counted)?

373 (21.54)
458 (26.44)
335 (19.34)
154 (8.89)

180 (10.39)
232 (13.39)

378 (not counted)?

700 (33.18)
1110 (52.61)
174 (8.25)
126 (5.97)

@A s these options are out of the original categories, the answers were “not counted” and thus not used in the analysis.

b1HK $=US $0.12.

Participants were classified into several groups according to
downloading and acceptance of the eHealth app (Multimedia
Appendix 5). A total of 1242 respondents have enrolled in the
eHRSS, downloaded, and adopted the eHealth app (group 1).
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There were 275 participants who have enrolled in the eHRSS,
downloaded the eHealth app, but did not adopt the app (group
2). Thethird group included 203 respondentsthat have enrolled
in the eHRSS, but have neither downloaded nor adopted the
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app (group 3). In the following paragraphs, the findings were
stratified according to these 3 groups of respondents.

The COVID-19 vaccination program (649/2110, 30.76%),
medical doctors (647/2110, 30.66%), publicity (posters,
pamphlets, television, outdoor advertisements, 533/2110,
25.26%), and friends or family members (388/2110, 18.39%)
were the 4 major sources of information about the eHealth app
among respondents (Multimedia Appendix 6). We did not
observe adistinct differencein the distribution of sourcesamong
the 3 groups.

Perceived Enablersand Barriers of the App

In group 1, the majority of participants agreed that the app can
show their accurate vaccination records (1118/1242, 90.02%)
and other health records (1081/1242, 87.04%). They aso

Table 2. Perceived enablers of downloading the eHealth app.

Huang et a

expressed that the app provides useful administrative functions,
including giving consent to health care providers for sharing
their data (1044/1242, 84.06%), easier management of eHealth
accounts (1005/1242, 80.92%), and empowerment of their
family membersand own health (940/1242, 75.68%). A similar
result was also noted in the other 2 groups (Tables 2 and 3).

Among the study participantsin group 1 (Tables 4 and 5), the
major barrier was that their physicians had not joined the
eHealth app (505/1028, 49.12%) and that their doctors did not
mention, recommend, or think it is necessary to usethe eHealth
app (417/1078, 38.68%). Respondents in groups 2 and 3
perceived that the downloading procedure is complicated
(172/382, 45%) and were concerned about their personal
information and privacy (243/461, 52.7%), respectively.

Enablers of downloading

Strongly agree or agree, n (%)

Downloaded and used eHealth  Downloaded but not used

Not having downloaded and

eHealth app (n=399) used eHealth app (n=469)

Strongly agree or agree, n (%) Strongly agree or agree, n (%)

app (n=1242)
It is convenient to get information about different 920 (74.07)
government-subsidized medical programs
| can view my accurate health records 1081 (87.04)
| can manage my eHealth account easily (eg, update 1005 (80.92)
the communication means)
| can give sharing consents to health care providers 1044 (84.06)
easily so that they can view my health records
I can find the health care providers and doctorsthat 899 (72.38)
are participating in different health programs with ease
I can check the remaining balance and record of the 904 (72.79)
Elderly Health Care Voucher Scheme
| can show the vaccination record/QR code 1118 (90.02)
It hel ps to manage my health and my families' health 940 (75.68)
My friend recommended meto usethe“eHeath” app 691 (55.64)
My family recommended meto usethe“eHealth” app 777 (62.56)
My doctor recommended meto usethe“eHealth” app 797 (64.17)
Government’s advertisement of the “eHealth” app 730 (58.78)
| can get souvenirs 466 (37.52)

293 (73.43) 332 (70.79)
300 (77.44) 380 (81.02)
281 (70.43) 359 (76.55)
307 (76.94) 378 (80.60)
269 (67.42) 368 (78.46)
270 (67.67) 371 (79.10)
321 (80.45) 383 (81.66)
274 (68.67) 367 (78.25)
202 (50.63) 244 (52.03)
225 (56.39) 282 (60.13)
240 (60.15) 312 (66.52)
216 (54.14) 271 (57.79)
148 (37.09) 201 (42.86)
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Table 3. Perceived enablers of acceptance of the eHealth app.

Enablers of acceptance Downloaded and used eHealth  Downloaded but not used Not having downloaded and

app (n=1242) eHealth app (n=399) used eHealth app (n=469)
n Mean (SD) 95%Cl n Mean (SD) 95% Cl n Mean (SD) 95% CI

It is convenient to get information about different 920 3.84(0.78) 3.80-3.89 293 3.75(0.85) 3.66-3.83 332 3.76(0.75) 3.69-3.82
government-subsidized medical programs

| can view my accurate health records 1081 4.15(0.79) 4.11-420 309 3.87(0.87) 3.78-3.96 380 3.96(0.71) 3.89-4.02

I can manage my eHealth account easily (eg, update 1005 3.99(0.73) 3.95-4.03 281 3.70(0.86) 3.62-3.79 359 3.86(0.71) 3.79-3.92
the communication means)

| can give sharing consents to health care providers 1044 4.07 (0.73) 4.03-4.11 307 3.84(0.85 3.75-392 378 3.92(0.71) 3.86-3.99
easily so that they can view my health records

I can find the health care providersand doctorsthat 899  3.86(0.75) 3.82-3.90 269 3.68(0.80) 3.61-3.76 368 3.89(0.69) 3.82-3.95
are participating different health programs with ease

| can check the remaining balance and record of the 904 3.90(0.81) 3.86-3.95 270 3.71(0.86) 3.63-3.80 371 3.88(0.72) 3.82-3.95
Elderly Health Care Voucher Scheme

I can show the vaccination record/QR code 1118 4.22(0.72) 418426 321 395(0.86) 3.86-4.03 383 4.00(0.73) 3.93-4.06
It helpsto manage my hedlth and my families hedlth 940  3.93(0.79) 3.89-3.98 274 3.73(0.89) 3.64-382 367 3.89(0.72) 3.83-3.96
My friend recommended meto usethe “eHealth” 691  3.55(0.91) 3.50-3.60 202 341(0.94) 3.32-350 244 3.44(0.86) 3.37-352

app
My family recommended meto usethe“eHealth’ 777  3.68(0.89) 3.63-3.73 225 35(0.95 3.40-359 282 356(0.87) 3.48-364
app
My doctor recommended meto usethe “eHedlth” 797  3.7(0.88) 3.65-3.75 240 358(0.88) 3.49-367 312 3.71(0.77) 3.64-3.78
app
Government’s advertisement of the “eHedlth’ app 730  3.61(0.88) 3.56-3.66 216 3.49(0.92) 340-358 271 3.52(0.86) 3.44-3.59
m. | can get souvenirs 466 321(1.08) 3.15-327 148 3.15(1.05 305325 201 3.24(0.99) 3.15-3.33

Table 4. Perceived barriers to downloading of the eHealth app.

Barrier Downloaded and used the
eHealth app (n=1028-1222)

Downloaded but not used the  Not having downloaded and used
eHealth app (n=301-391) the eHealth app (n=365-461)

Strongly agree or agree, n (%) Strongly agree or agree, n (%) Strongly agree or agree, n (%)

On€'s physician has not joined 505/1028 (49.12) 133/310 (42.90) 151/365 (41.37)
Only see 1 doctor who is familiar with my 392/1092 (35.90) 144/347 (41.50) 181/425 (42.59)
health records

No sickness 295/1157 (25.50) 97/358 (27.09) 156/441 (35.37)
Concerned about personal information and 408/1222 (33.39) 168/388 (43.30) 243/461 (52.71)
privacy

My doctor did not mention about/recom- 417/1078 (38.68) 136/333 (40.84) 183/403 (45.41)
mend/think it is necessary to usethe“eHealth”

app

| do not know how to useasmartphone/mobile  203/1167 (17.40) 94/372 (25.27) 119/441 (26.98)
app

Not willing for othersto read one'sown health  372/1216 (30.59) 161/391 (41.18) 209/455 (45.93)
records

Uncertain about the benefits of theeHealthapp  266/1198 (22.20) 134/374 (35.83) 172/437 (39.36)
Complicated downloading procedures 321/1216 (26.40) 172/382 (45.03) 173/423 (40.90)
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Table 5. Perceived barriers to acceptance of the eHealth app.

Huang et a

Barrier Downloaded and used the Downloaded but not used the Not having downloaded and used
eHealth app (n=1242) eHealth app (n=399) the eHealth app (n=469)
n Mean (SD) 95% Cl n Mean (SD) 95% Cl n Mean (SD) 95% Cl
One's physician has not joined 505 3.30(1.08) 3.23-3.37 133 3.30(0.92) 3.18-341 151 3.16(0.95) 3.05-3.26
Only see 1 doctor whoisfamiliar withmy 392  3.03(1.02) 2.96-3.09 144 3.09(0.93) 297-32 181 3.12(0.92) 3.02-3.23
health records
No sickness 295 2.73(1.02) 266-280 97 2.83(0.95) 2.71-2.95 156 2.97(0.97) 2.86-3.08
Concerned about personal informationand 408  2.94 (1.14) 2.86-3.02 168 3.09(1.05) 2.96-3.22 243 3.46(1.06) 3.34-3.58
privacy
My doctor did not mention about/recom- 417 3.11(0.98) 3.05-3.18 136 3.22(0.84) 3.12-3.33 183 3.23(0.86) 3.14-3.33
mend/think it is necessary to use the
“eHealth” app
| do not know how to use a smart- 203 243(111) 236-251 94 2.70(1.07) 257-2.83 119 2.78(1.00) 2.67-2.89
phone/mobile app
Not willing for otherstoread onesown 372 2.89(1.09) 2.82-296 161 3.08(0.99) 2.95-3.2 209 3.28(1.00) 3.17-3.39
health records
Uncertain about the benefitsof theeHedth 266  2.70(1.04) 2.63-2.77 134 3.06 (0.95) 2.95-3.18 172 3.15(0.93) 3.05-3.26
app
Complicated downloading procedures 321 279(1.05 273-286 172 3.20(1.01) 3.07-3.32 173 3.23(0.88) 3.13-3.33

Per ception of Processes of Acceptance of the App

The proportion of participants in group 1 who were positive
about the downloading and acceptance processeswasin general
higher than thosein group 2. Most respondentsin group 1 were
satisfied with the downloading processes (908/1242, 73.11%;
Multimedia Appendix 7). However, the proportion of group 2
participants expressing satisfaction about the downloading
processwaslower (239/399, 59.90%). Regarding the acceptance
process, respondents in group 1 were satisfied with the app’s
user experience and interface. They agreed that the fonts and
size of the words were easy to read (947/1242, 76.25%), that
theicon and tableswere easy to understand (880/1242, 70.85%),
and that the app was easy to use overall (869/1242, 69.97%).
Among respondents in group 2, 60.6% (242/399) agreed that
the fonts and size of the words were easy to read, and nearly
half of them agreed that the icons and tables were easy to
understand (190/399, 47.6%).

Applicability and Perception of the App

Intermsof applicability, vaccine records (1108/1242, 89.21%),
appointment records (1055/1242, 84.94%), medication records
(1015/1242, 81.72%), allergy records (924/1242, 74.40%), and
health management (786/1242, 63.29%) were the top 5 useful
functions among the users (Multimedia Appendix 8). These
proportions were higher in group 1 than in group 2.

Turning to the perception of the app (Multimedia Appendix 9),
a high percentage of group 1 respondents (ie, app users) were
satisfied with the app overall (975/1242, 78.50%), agreed that
it enhanced the experience of health services (962/1242,
77.46%), enhanced concerns about hedth information
(926/1242, 74.56%), and enhanced management of health on
their own (889/1242, 71.58%). Over 50% (211/399, 52.9%)
agreed that the app improved the health of family members.
Group 2 respondents (ie, nonusers) also reported a positive
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perception of the app, although the proportion agreeing with
these items was lower.

Expectations on the Future Development of the App

A high proportion of group 1 respondents, current users,
expressed a positive attitude about continuing to adopt
(1105/1242, 88.97%) and recommend the app to friends,
colleagues, and family members (1024/1242, 82.45%;
Multimedia Appendix 10). The proportion agreeing to
continuously use and recommend among the nonusersin groups
2 and 3 was also high. Over 70% and 60% of the respondents
in groups 2 (283/399, 70.9%, and 290/399, 72.7%) and 3
(320/469, 68.2%, and 304/469, 64.8%), respectively, expressed
positive attitude toward future acceptance and recommendation
of the app, respectively. Among all respondents, they expected
to access more health records via the app, for example, the
laboratory results (1707/2110, 80.90%) and the radiographic
images (1484/2110, 70.33%), and to have customized health
infformation, for example, age-specific health care
recommendations (1378/2110, 65.31%) and tailored health tips
(1121/2110, 53.13%). In group 1, theinclusion of thelaboratory
result was the most frequently cited item (1094/1242, 88.08%),
followed by radiographic images (980/1242, 78.90%) and
age-specific health care recommendations (843/1242, 67.87%).
The results were similar compared with responses in groups 2
and 3.

Factor sAssociated With Downloading and Acceptance

Respondents were more likely to download the app when they
had joined the eHRSS (adjusted odds ratio [aOR] 9.2, 95% ClI
6.35-13.32; P<.001); had attained secondary educational level
(aOR 1.63, 95% CI 1.08- 2.46; P=.02); reported being able to
view their accurate health records (aOR 1.41, 95% Cl 1.02-1.95;
P<.035); reported being able to show the vaccination records
or QR codes (aOR 1.43, 95% CI 1.03-1.98; P=.031); and
reported one's physician had not joined the eHRSS (aOR 1.45,
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95% Cl 1.18-1.77; P<.001; Tables 6 and 7). Housewives (aOR
0.44, 95% CI 0.23-0.84; P=.013) and participants who were
concerned about persona information and privacy (aOR 0.74,
95% CI 0.60-0.90; P=.003) were significantly less likely to
download the eHealth app.

The independent factors associated with the acceptance of the
eHealth app were similar to those associated with downloading,

https://www.jmir.org/2022/12/e40370
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except that male participants (aOR 1.85, 95% Cl 1.36-2.52;
P<.001) were more likely to adopt, whereas individuals with
primary educational level or below (aOR 0.49, 95% ClI
0.25-0.94; P=.03) and study participants who were uncertain
about the benefits of the eHealth app (aOR 0.80, 95% CI
0.66-0.96; P=.02) or perceived the downloading procedures as
complicated (aOR 0.81, 95% CI 0.68-0.96; P=.01) were less
likely to adopt (Tables 6 and 7).
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Table 6. Factors associated with downloading and acceptance of the eHealth app.

Factor Users,n  Downloading Acceptance
(=1159)
Values, n (%) g0R2 (95% Cl) Pvalue Vaues n(%) aOR (95% CI) P value

Age (years) .63 .53
16-40 150 105 (70) 1 (reference) 82 (54.7) 1 (reference)

41-60 571 440 (77.1) 1.22(0.70-2.11) 48 347 (60.8) 1.31(0.81-2.13) 27
>60 438 361 (82.4) 1.40 (0.71-2.78) 33 280 (63.9) 1.35 (0.75-2.43) 32

Gender
Male 680 553 (81.3) 1.19(0.83-1.73) 35 458 (67.4) 1.85(1.36-2.52) <.001
Female 479 353 (73.7) 1 (reference) 251 (52.4) 1 (reference)

Educational level .03 .04
Primary or below 73 50 (68.5) 0.91 (0.44-1.91) 81 32(43.8) 0.49 (0.25-0.94) .03
Secondary 617 491 (79.6) 1.63 (1.08-2.46) .02 373 (60.5) 1.05 (0.75-1.48) 76
Tertiary or above 469 365 (77.8) 1 (reference) 304 (64.8) 1 (reference)

Job status .01 48
Full-time/part-time 642 504 (78.5) 1 (reference) 404 (62.9) 1 (reference)

Unemployed 49 36 (73.5) 1.38 (0.59-3.21) 46 26 (53.1) 1.21 (0.57-2.56) 62
Retired 352 297 (84.4) 1.12 (0.67-1.88) 67 230 (65.3) 0.89 (0.58-1.35) 58
Housewives 74 45 (60.8) 0.44 (0.23-0.84) 01 29(39.2) 0.63 (0.34-1.15) 13
Students 22 13(59.1) 0.49 (0.15-1.57) 23 11 (50) 0.82 (0.27-2.52) 73
Others 20 11 (55) 0.27 (0.09-0.82) .02 9 (45) 0.47 (0.16-1.38) 17

Monthly household income (HK $)° 27 82
<10,000 228 170 (74.6) 1 (reference) 118 (51.8) 1 (reference)
10,000-19,999 300 227 (75.7) 0.91 (0.55-1.51) 72 177 (59) 1.20 (0.78-1.85) 41
20,000-29,999 225 174 (77.3) 0.74 (0.43-1.29) 29 141 (62.7) 1.07 (0.67-1.70) 79
230,000 406 335(82.5) 1.22(0.71-2.08) 47 273 (67.2) 1.18(0.75-1.86) 46

Phone currently in use .05 .19
AppleiOS 392 295 (75.3) 1 (reference) 239 (61) 1 (reference)

Android 615 501 (81.5) 1.22 (0.82-1.82) 34 391 (63.6) 0.93 (0.67-1.31) .69
Huawei 93 73(785) 1.24 (0.63-2.46) 53 54 (58.1) 0.83 (0.47-1.46) 51
Others 59 37(62.7) 0.46 (0.22-0.97) .04 25 (42.4) 0.47 (0.24-0.94) .03

Joining of eHRSS®
Yes 924 807 (87.3) 9.20 (6.35-13.32) <.001 665(72) 9.77 (6.64-14.38) <.001
No 235 99 (42.1) 1 (reference) 44 (18.7) 1 (reference)

%0R: adjusted odds ratio.
PIHK $=US$0.12.
®eHRSS: electronic Health Record Sharing System.
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Table 7. Factors associated with perceived enablers and barriers of the eHealth app.

Factors

P value

aOR2(95% Cl)  Pvaue  50R2 (950 ClI)

Perceived enablers (score: 1 [strongly disagree] to 5 [strongly agree])

It is convenient to get information about different government-subsidized medical

programs

| can view my accurate health records

| can manage my eHealth account easily (eg, update the communication means)

| can give sharing consents to health care providers easily so that they can view my

health records

| can find the health care providers and doctors who participated in different health

programs with ease

| can check the remaining balance and record of the Elderly Health Care Voucher

Scheme

| can show the vaccination record/QR code

It helps to manage my health and my families' health
My friend recommended me to use the “eHealth” app
My family recommended me to use the “eHealth” app
My doctor recommended me to use the “eHealth” app
Government’s advertisement of the “eHealth” app

| can get souvenirs

0.94 (0.69-1.28) .70 0.95(0.74-1.23) .71

1.41(1.02-1.95) .04
0.82(055-1.22) .32
114 (0.80-1.63) 47

1.40(1.08-1.81) .01
1.26(0.90-1.75) .18
1.12(0.84-150) .44

049(0.33-0.73) .001  0.62(0.45-0.85) .003

0.99 (0.70-1.40) .95 1.03(0.78-1.37) .82

1.43(1.03-198) .03
0.73(051-1.06) .09
1.28(0.88-1.86) .20
110(0.75-162) .63
0.83(0.60-1.13) .23
1.00(0.76-1.32) .97
114(093-139) .22

1.33(1.02-1.75) .03
0.76(0.56-1.01) .06
0.98(0.72-1.35) .92
1.14(0.82-159) .42
0.85(0.65-1.11) .23
1.01(0.80-1.27) .96
1.13(0.95-1.34) .17

Perceived barriers(score 1 [strongly disagree] to 5 [strongly agree], discard those answering “N/A™)

On€'s physician has not joined
Only see 1 doctor who is familiar with my health records
No sickness

Concerned about personal information and privacy

My doctor did not mention about/recommend/think it is necessary to use the “ eHealth”

app

| do not know how to use a smartphone/mobile app
Not willing for othersto read one’'s own health records
Uncertain about the benefits of the eHealth app
Complicated downloading procedures

1.45(1.18-1.77)  <.001
1.01(0.82-1.26) .90
0.94(0.76-1.16) .58
0.74(0.60-0.90)  .003
1.20(0.95-1.51) .12

1.18(1.01-1.39) .04
1.08(0.90-1.29) .42
097(0.81-1.16) .75
0.89(0.75-1.05) .16
1.05(0.87-1.27) .58

097 (0.81-117) .77
1.05(0.84-131) .66
0.81(0.64-101) .06
0.88(0.71-1.08) .23

1.04(0.89-1.22) .62
1.04(0.87-1.24) .68
0.80(0.66-0.96) .02
0.81(0.68-0.96) .02

30R: adjusted odds ratio.

Findings From the Health Behavioral Models

In the TAM, perceived usefulness (3=.52; P<.001) and
behavioral intention (B=.19; P<.001) were determined by
perceived ease of use. The behaviora intention strongly
predicted the acceptance of the eHealth app (3=.89; P<.001).
Age (3=.07; P<.001) and whether the participant is a student
or not (B=—0.09; P<.001) predicted the perceived usefulness.
However, perceived usefulness did not significantly predict
behavioral intention (=.03; P=.32; Figure 1).
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Turning to the TPB, attitude (3=.30; P<.001) and subjective
norm (f3=.37; P<.001) played important roles in determining
behavioral intention, which could predict the downloading and
acceptance of the eHedth app (B=.14; P<.001). The
downloading and acceptance of the eHealth app could also be
predicted by perceived behavior control ($=.14; P<.001). For
the 3 core predictors, attitude was predicted by the subjective
norm ([3=.36; P<.001) and perceived behavior control (3=.23;
P<.001). Subjective norm was predicted by attitude (=.36;
P<.001) and perceived behavior control (3=.11; P<.001).
Perceived behavior control was predicted by attitude (p=.23;
P<.001) and subjective norm (3=.27; P<.001; Figure 2).
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Figure 1. Factors predictive of downloading and acceptance of the eHealth app by the Technology Acceptance Model. * P<.05 (2-tailed).
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Figure 2. Factors predictive of downloading and acceptance of the eHealth app by the Theory of Planned Behavior. * P<.05 (2-tailed).
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Discussion

Principal Findings

Overall, the satisfaction rate among the respondents was high.
The satisfaction rate among group 2 respondents was rel atively
lower, and few of them perceived the downloading process as
complicated. Thewillingnessto continue to use and recommend
the app was strong among all respondents. The 3 major enablers
of adopting the app were the viewing of health records,
especiadly the vaccination record; managing their eHealth
accounts and sharing consent; and managing their family
members and their own health. However, respondents of the
3 groups had different perceived barriers. These include one's
physician had not joined the eHRSS or had not recommended
the eHealth app to them, a complicated downloading process,
and privacy concerns. Most of the respondents expected to
access more health recordsin the app, such aslaboratory results
and radiographic images, and have more personalized health
information and health tips based on their age groupsand health
condition.

Limitations

This study has a few limitations. First, the survey was cross
sectional, and so only the correlation could be measured instead
of the causa relationship with the possibility of reverse

https://www.jmir.org/2022/12/e40370
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causality. To corroborate the enablers and barriers, prospective
longitudinal studiesarerequired. In addition, face validity rather
than construct validity was applied in the design of the
guestionnaire. The consistency reliability of the survey
measurements has not yet been evaluated. Besides, some
variables that could affect the downloading and acceptance of
eHealth app may not be discussed in this study. Hence, there
was a possibility of residual confounding. Finaly, the study
focused on acceptance of the app and examined individual
factors affecting its use, which was based on amoreindividual
level by using the TAM and TPB models in study design and
analysis. Referring to Shachak et al’s [19] study on the
complexity of the health information technology
implementation, amore sociotechnical-level study that examines
the complex and overall cyber-social system in which users,
cultures, networks, technologies, and processes are involved
should be conducted in the future.

Comparison With Prior Work

eHealth app provides accurate and quick retrieval of clinical
detailsfor thecitizens, aswell asaplatform for citizensto record
self-monitoring health data. Thus, the app also facilitated the
work of health care professionals with the integration and
sharing of health records [5,7]. A medical app that contained
medication, vaccine, and appointment records was convenient
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for the users of health care services. This helpsto contribute to
a user-friendly system that enhanced more patients’ use of the
app. Among the eHealth app usersin different studies, ease of
use, user-friendliness, and availability of resources were the
success factors facilitating the use of the app [20]. The eHealth
app seemsto empower the usersto participatein health services,
access health information, and manage their family members
and their own health, which has contributed to the overall
satisfaction (975/1242, 78.50%) with the eHealth app.

Similar to our previous studies in 2020, many participants
learned about the eHRSS from others, including medical doctors,
posters, television, and outdoor advertisement [7,21]. However,
the occurrence of the coronavirus pandemic has raised public
awareness of eHealth technology [22]. Our results showed that
the COVID-19 vaccination program has become the major
source for people to learn about the app. The practical use of
the eHealth app, including COVID-19 vaccination record and
vaccine pass, has encouraged a large group of citizens to
download and adopt the eHealth app. Based on the systematic
analysis of 8 studies from the United States, China, and
Switzerland, patient engagement has been enhanced by eHealth
technologies, as these supported contact tracing and improved
access to surveillance data[23]. A group of Canadian scholars
found that the use of an eHealth app could be enhanced and
made available widely in a pandemic context when eHealth
technologies are integrated with public health policy and
programs, which in turn could facilitate the flow of information
and communication [24]. These helped to explain why the
downloading and acceptance of the eHealth app, as a medical
informatics technology, had a large increase during the
pandemic.

The participation of doctors was decisive to encourage the
citizens to download and use the eHealth app. Our previous
study in 2020 found that the actual use of the eHRSS among
patients was also significantly associated with the enrollment
among physicians [7]. Giving sharing consent to health care
providerswas one of the major enablersfor peopleto download
and use the app. However, if their doctor did not join eHealth,
it is of no use for them to give sharing consent to the doctor.
This may lower the perceived usefulness of the app and
discourage people to adopt. In our result, the TPB implied that
subjective norm, doctor’'s recommendation, could largely
determine the participants’ willingness to download and adopt
the app. The downloading and acceptance processes have been
found satisfactory in the responses, especialy among the
respondentsin group 1. However, the respondents hesitated to
adopt the app because of perceived complicated downloading
procedures. The eHealth app had users with a wide range of
demographic characteristics and different levels of technical
proficiency. Besides, the elderly and less educated citizens might
have difficultiesin adopting mobile apps. It was a so found that
the respondents in group 2 reported a lower satisfaction rate
with the app. Based on the TAM, perceived usefulness and
perceived ease of use are the key factors in the process of
adopting new technology. A cross-sectional study by Canadian
medical practitioners found that perceived ease of use was the
strongest facilitator for electronic health record use, whereas
usefulness and ease of use were the main factors influencing
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system acceptance among nonusers [25]. A systematic review
also stated that lower perceived ease of use may lead to
resistance to further acceptance and require additional effort
and time [26]. In our study, respondents who faced difficulties
in the downloading and acceptance processes had reduced
willingness to download and use the app.

Privacy was an important perceived barrier to the acceptability
of the eHealth app. The respondents in group 3 were worried
about their personal information and privacy. As supported by
international studies, privacy was a common concern raised by
the public about eHealth technologies [27], especially when
patients' lifestyles and activities were collected by multiple
mobile health apps [28]. By contrast, our result showed that a
significantly lower percentage of the users expressed concern
about privacy, and that they had a generally high satisfaction
rate with the app. Those who have already used the app valued
their experience and benefits outweighed the privacy issue. This
result was also suggested by a previous study on perceived
benefits and concernstoward health information exchange[29].
Data security was also found to be a major barrier for
non-enrollees not registering for the eHRSS in our 2020 study

[7].

Implication

More assistance and support should be provided regarding the
perceived difficulties in using mobile apps. To enhance the
acceptance rate among people who have not adopted or
downloaded the app, the utility and benefit of the app should
be emphasized among the public. We suggest further promoting
the app through doctors by sharing the benefits of health
management in using the app with the citizens. For future
development, more sharabl e scope of the health record, such as
laboratory results and radiographic images, and customized
health information, including age-specific health care
recommendations and tailored health tips, should be included.

Regarding the perception of difficulties in using mobile apps,
the user interface and user experience should be further
enhanced. The acceptance of the eHealth app requiresacertain
level of technology literacy and afair understanding of digital
technology [30]. To have afull experience of eHealth, usersare
required to develop fundamental skills in health, information,
science, media, computer, and the internet [31]. The publicity
channels could be used to educate and provide some quick tips
to the citizens. Users should a so be encouraged to manage their
family members, who are less familiar with the mobile apps,
viathe eHealth app.

Regarding the privacy issue, the security and privacy measures
applied to the eHealth app should be reinforced. Further, it is
an effective way to ensure widespread participation in the
eHealth app by emphasizing the utility and benefits of the app
[29,32]. The strategy is to present positively framed messages
to the participants [33]. The usefulness and convenience of the
eHealth app should be emphasized asthey were strong predictive
factors of acceptance of the eHealth app. A high percentage of
respondents agreed that using the app could enhance their
experience of health services, their concerns about health
information, their management of health, and improve the health
of family members.
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In our findings, doctors had an important role in determining
people's acceptance of the app. Doctors could recommend
citizens managing the eHealth account and sharing function,
which were the top-rated perceived enablers. The app could
also improve the workflow of the doctors by allowing them to
access patients' health records that have been shared in the
eHRSS. Doctor was an important source for citizens to
acknowledge the eHealth app. Therefore, it was al so important
tointroduce the eHealth app to doctors and health care providers,
encourage them to manage patients health, and facilitate
comanagement by patients and their family with the assistance
of the eHealth app.

For future improvement, personalized and age-specific health
care recommendations should be provided to facilitate a more
patient-centered eHealth app [34]. Health information, health
care recommendation, and support could be individualized to
the patients. Tailored health information was processed and
selected by human or computer agorithms from a database
developed for the citizens. The self-monitoring health data
recorded in the app by the citizens are also one of the sources

Acknowledgments

Huang et a

for the database. With more self-input health data in the app
(eg, BMI, health vital, and medication list), the data collected
could be used to providetail or-made health tips. Tailored health
messages or recommendations could thus be individualized
according to the patients needs that were able to command
greater attention and were easier to be understood [35]. Health
information could be specific to the age and chronic diseases
or other personal backgrounds of the citizen, which could
improve the design of the app.

Conclusions

Overdll, the respondents had a high satisfaction rate and a
positive attitude toward continuing to adopt and recommend
the app. The eHealth app seemed to empower citizens and their
family members by enhancing their health information,
self-management strategies, and experience with health services.
However, privacy concerns and perceived difficulties in
adopting were the mgjor challenges of promoting eHealth. More
comprehensive health records and tailored health information
were recommended to be included for future improvement.
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Abstract

Background: COVID-19 data have been generated across the United Kingdom as a by-product of clinical care and public health
provision, as well as numerous bespoke and repurposed research endeavors. Analysis of these data has underpinned the United
Kingdom's response to the pandemic, and informed public health policies and clinical guidelines. However, these data are held
by different organizations, and this fragmented landscape has presented challenges for public health agencies and researchers as
they struggle to find relevant data to access and interrogate the data they need to inform the pandemic response at pace.

Objective: We aimed to transform UK COVID-19 diagnostic data sets to be findable, accessible, interoperable, and reusable
(FAIR).
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Methods: A federated infrastructure model (COVID - Curated and Open Analysis and Research Platform [CO-CONNECT])
wasrapidly built to enable the automated and reproducible mapping of health data partners’ pseudonymized datato the Observational
Medical Outcomes Partnership Common Data Model without the need for any data to leave the data controllers secure
environments, and to support federated cohort discovery queries and meta-analysis.

Results: A total of 56 data sets from 19 organizations are being connected to the federated network. The data include research
cohorts and COVID-19 data collected through routine health care provision linked to longitudinal health care records and
demographics. The infrastructure is live, supporting aggregate-level querying of data across the United Kingdom.

Conclusions: CO-CONNECT was developed by a multidisciplinary team. It enables rapid COVID-19 data discovery and
instantaneous meta-analysis across data sources, and it is researching streamlined data extraction for use in a Trusted Research
Environment for research and public health analysis. CO-CONNECT hasthe potential to make UK health data moreinterconnected
and better able to answer national-level research questions while maintaining patient confidentiality and local governance
procedures.
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Introduction

COVID-19 introduced a new set of conditions to existing
challenges in health and clinical data collection within the
United Kingdom. Regularly updated datawere required at pace
to inform decision-making and research, but were being
generated by heterogenous sources, such as new “Lighthouse’
laboratories [1] set up specifically for the pandemic, academic
research laboratories, and usua primary and secondary care
settings [2]. The diversity of data sources and the lack of
awareness of them made it challenging to identify and access
these data sources, as was highlighted by the UK Government
Chief Scientific Adviser [3]. In our experience, it was often the
case that each research or public sector group had to contact
each potential data source individually to obtain information
about the data they host, making the process complex and
lengthy even for high-level questions, such as simply finding
out what data are available. Such challenges are described in
detail in the Goldacre Review [4] and across many studies[5-8].

Typically, any analysis of patient data or electronic health
records (EHRS) requires many steps covering legal (eg, General
Data Protection Regulations [GDPR] compliance) [9],
operational (eg, data sharing agreements) [10,11], and security
aspects (eg, access to unconsented pseudonymized or
anonymized datain asecure environment where the data cannot
be exported, ie, a Trusted Research Environment [TRE] [12])
[13]. These steps are crucial to ensure appropriate reuse of data
but can take many monthsto complete before any dataanalysis
can take place [14].

The need for more streamlined and efficient methods for
discovering and analyzing EHRs is not new [15], but the
COVID-19 pandemic has played acataytic rolein highlighting
the need for these methods more than ever before. Data are
federated when held at different locations and often hosted by
different data controllers. The World Economic Forum has
recently published aguideline document that focuses on sharing
of sensitive health data in a federated consortium model
considering the post—-COVID-19 world [16]. Large-scae
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projects, such asthe Global Alliance for Genomics and Health
[17]; Canadian Distributed Infrastructure for Genomics [18];
Common Infrastructurefor National Cohortsin Europe, Canada,
and Africa [19]; and European Hedth Data and Evidence
Network [20] projects, havelaid out principlesand frameworks
supporting safe use of patient data [17,21]. While federated
academic tooling (software that works on federated data sets)
exists [22-25], the commercia sector appears to have more
capability than the best in academia [26-28]. However,
commercia systems usually come with contracts and licensing
terms that may not be suitable for everyone and also focus on
finding patients for recruitment to clinical trials rather than
cohort discovery and meta-analysis from EHR data. Equally,
the commercia nature of the systems means they are usualy
based on proprietary standards, which results in further
fragmentation and lack of accessibility of data sets.

Given the need for more impactful solutions in accessing
aggregated health data, accelerated by the pandemic [29], the
COVID - Curated and Open Analysis and Research Platform
(CO-CONNECT) was established at scale and at pace. The
Heath Data Research (HDR) Innovation Gateway [30]
(Gateway) is a web resource enabling discovery of and
accessibility to UK health research data, and supporting health
data research in a safe and efficient manner. The Gateway
provides detailed metadata descriptions of over 700 data sets
held by members of the UK Health Data Research Alliance,
including the Health Data Research Hubs[31]. CO-CONNECT
enhances the capabilities of the Gateway by providing a query
engine (the Cohort Discovery Tool) to support dynamic cohort
building and meta-analysis across individual-level data from
multiple data partners.

Theaim of CO-CONNECT isto transform theway public health
organizations and researchers discover and access COVID-19
data and associated longitudinal health care data from across
the United Kingdom. This paper describes how CO-CONNECT
maintains patient confidentiality and data security while
supporting access to data for research at pace, and how a
multidisciplinary team tackled the architecture of this platform
as an asset for public health in the United Kingdom.
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Methods

Project Initiation and Governance

CO-CONNECT was conceived early after the start of the
pandemic when both researchers and public sector bodies were
frantically trying to find what data existed across different data
custodians to answer pressing questions, which would then
inform public policy. Many research studieswere being rapidly
commissioned, and datawere being collected viaroutine health
care, but there was no easy way for different funders and
research groups to understand what data were being collected.
Once data sets had been identified, it took significant time to
set up the agreements for data sharing and access.

For example, a key question at the time was whether someone
would be immune to COVID-19 after contracting the disease,
and if so, for how long. Low-level detailed serology results,
rather than simply “positive/negative” results, were required
for calibration of assays and to understand antibody responses
related to individua levels of immunity. However, it was
challenging for researchers to find which data controllers may
be capturing low-level data, and if so, how to rapidly accessthe
datafor analysis.

These challenges where widely recognized at the time. When
answering questions on the lessons to be learnt from the
pandemic at the Science and Technology Committee meeting
in July 2020 [3], Sir Patrick Vallance stressed the importance
of data flows and data systems to support the pandemic
response:

One lesson that is very important to learn from this
pandemic, and for emergencies in general, is that
data flows and data systems areincredibly important.
You need the information in order to be able to make
the decisions. Therefore, for any emergency situation
those data systems need to be in place up front to be
ableto give the information to make the analysisand
make the decisions.

The CO-CONNECT leads reached out to 26
individual s/organizations who were coll ecting research cohorts
of dataor collecting data as part of routine health care provision
from the 4 devolved UK Nations to join the project as
collaborators. The benefits of the platform, how it would protect
patient confidentiality, and how individual-level datawould not
have to |eave the control of the data partner needed to be rapidly
communicated for each data partner to agree to the collaboration.
There were 4 co-leads on CO-CONNECT, who each bought
different expertise to the project and could share the duties of
leading such alarge project delivered within atight timeframe
during the COVID pandemic.

CO-CONNECT partnered with the National Core Studies
program [32] and reported to the UK Scientific Advisory Group
for Emergencies [33] through this program. The Advisory
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Steering Committee meets every 3 monthswith representatives
from the 4th Pillar Testing Programme and the UK Joint
Biosecurity Centre, a Chief Scientific advisor, an ethics expert,
and the funders.

Architecture of CO-CONNECT Infrastructure

Overview

CO-CONNECT deliversafederated capability that enablesthe
discovery of data across multiple sources, referred to as
CO-CONNECT data partners, to make them findable, accessible,
interoperable, and reusable (FAIR) [34]. The federation has
been designed to ensure that data can be processed in line with
the GDPR and common law confidentiality requirements.

Figure 1 provides an architecture overview of the components
that reside within the secure environment of each data partner’s
network, with no inbound connectivity, and those that are
available externally to researchersand the CO-CONNECT team
viaasecurelogin. Throughout the methods section, wereference
the components as labeled in Figure 1 (Components A-E) in
brackets after the description. Our overview video explains how
the system works [35].

In summary, a secure virtual machine (VM) (Federated Node,
dashed black box) is set up by the data partner, which is separate
from thelocation where identifiable data are stored (Identifiable
Data Zone, red box), but still part of their secure infrastructure.
The data partner sends metadata (“Metadata” within the red
box) about the data they hold to the CO-CONNECT technical
team that determines the rules to map the data into the
Observational Medical Outcomes Partnership (OMOP) [36]
data standard format (CO-CONNECT Infrastructure, green
box). The mapping script (JSON mapping file), developed by
the CO-CONNECT technical team, is sent to the data partners
who then apply the mapping rules to a pseudonymized version
of their data (DataMapped to OMOP). This generates adatabase
of relevant linked and pseudonymized data setsin OM OP format
within their VM (Component C, green database).

Software is installed within the VM, caled BC|LINK
(Component D), which provides access to the pseudonymized
OMOP database (Component C, green database) and is
configured to communicate with the Gateway tool (Component
E) where approved users can submit queries. The Gateway
contains the BC|RQUEST software (Component E) that stores
the user-submitted queries and allows the BC|LINK software
(Component D) to download these queries and run them against
the OMOP database. Only aggregate counts are posted in
response and displayed to the user. This is simultaneously
repeated across all UK-wide data partners within the federation,
which enables usersto perform feasibility analysis (to discover
relevant data from different sources) and carry out
aggregate-level analysis across different UK data partners
through one system.
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Figurel. The CO-CONNECT federated architecture. A data partner (dark box) has potentially identifiable data (A) from which an extraction is made
and pseudonymized (B). A metadata extraction is performed with WhiteRabbit (within theidentifiable DataZone, red box) and sent to the CO-CONNECT
infrastructure (green box). A mapping script to the OMOP CDM s created using the CO-CONNECT data mapping tool (CaRROT-Mapper). The
pseudonymized data are securely transferred (B) into a secure virtual machine hosted by the data partner (Federated Node, dashed dark box), mapped
to OMOP (CaRROT-CDM), and connected to the federation software (C and D). From there, the data are queryable by the Innovation Gateway (E).
Only aggregated fully anonymous data discovery and meta-analysis results are returned to the Gateway (D). CDM: Common Data Model; OMOP:

Observational Medical Outcomes Partnership.
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Detailed Components of the Architecture

CaRROT Software

All CO-CONNECT developed tools (termed CaRROT
[Convenient and Reusable Rapid Ontology Transformer]) are
open source and freely available [37,38]. This suite of tools
automates the mapping of the datainto OMOP and the loading
of the datainto a database for external querying.

Accessto Individual-L evel Data

All individual-level data remain under the control of the data
partner, and there is no requirement for any direct interaction
from the CO-CONNECT pipeline with the data partner’s data
systems (Database A). The federated node (dashed black box)
is established on a VM that is separate from any systems that
hold identifiable data.

ID Management and Data L inkage

All patient identifiable data are pseudonymized locally by data
controllers (Data Extraction and Pseudonymization) through
(1) obfuscation of potentially sensitive information, such as
date of birth, and (2) removal of persona identifiable
information, such as given names and addresses.

Generating Metadata

WhiteRabbit, from Observational Health Data Science and
Informatics (OHDSI) [39], isasoftwaretool to profile data sets
to generate metadata that i ncludes descriptions on tables, fiel ds,
and the distribution of values within each field [40].
WhiteRabbit resides within the Identifiable Data Zone but is
only ever run against a pseudonymized extract of the data in
CSV format (Files B), from which the WhiteRabbit report is
generated. The data partner always retains control over what
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data WhiteRabbit can access, the configuration of the
parameters, and what is shared to the CO-CONNECT team.

Data Mapping Tool

To ensure consistency of data across the data partners, al of
the data sets are on-boarded using OM OP Common DataModel
(CDM) version 5.3 [36] developed as part of the OHDSI.

We developed a data mapping tool (CaRROT-Mapper [37];
CO-CONNECT Infrastructure, green box), which ingests
WhiteRabbit reports and enables the data team to generate a
mapping rule to replace each field or field value to a standard
OMOP vocabulary concept ID. From this concept 1D, the
domain can be established, which in turn confirms which table
in the OMOP CDM should be used to store the data
Importantly, rulesthat were generated previously can be reused
by other data partners that have similar data structures or for
subsequent updatesto the data, rather than starting from scratch.
At the time of writing, the CaRROT-Mapper supports
transformation to the Person, Observation, Condition
Occurrence, Measurement, and Drug Exposure tables.

The conversion and destination tables are captured as“ mapping
rules’ in asingle JSON file, which is sent to the data partner.

Extract, Transform, and L oad Pipeline

The mapping rules devel oped are used by the Python Extract,
Transform, and Load (ETL) pipeline (CaRROT-CDM) [38,41],
to convert the data from its native CSV format into the OMOP
CDM. The ETL pipeline can be scheduled to run either on
demand or whenever new data are available.
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Federated Querying

The BC|[RQUEST query portal (Component E) waslicensed as
a white-labeled instance from BC Platforms [26-28] and
integrated into the Gateway as the Cohort Discovery Search
Tool [42]. This component provides an interface alowing
approved users (bona fide researchers) to create the definition
of their cohort (cohort queries) viaadrag and drop interface of
available OMOP concepts. Cohort queries (also known as study
feasibility queries) are created within the query portal and
gueued to be collected every few seconds by the BC Platforms
BCILINK software installed (Component D) within the data
partners Federated Nodes. BC|LINK executes the queries and
returns the aggregated results to the query portal.

A single BCILINK instance can interact with multiple OMOP
data setsheld by each data partner, and allows each data partner
to independently set al data disclosure rules, including data
rounding, low number suppression, and whether metadata
analysis can be performed. This allows each data partner to
determine risk and set appropriate controls asrequired for each
data set rather than a single setting for al data sets. Although
the data are stored in software from BC Platforms, they have
no mechanism to accessthe data. All accessto the dataremains
strictly under the control of the data partner.

Feasibility Questions

The system allows researchers to dynamically and in real time
define the cohorts of interest [42]. They will receive responses
from across the network usually within a minute. Such an
approach allows the feasibility of potential studies to be

Jefferson et al

understood based on the actual data available and without
intervention from data partners. Thisimportant feature ensures
that researchers understand what is feasible in near real time,
while always ensuring the disclosure controls are applied by
each data partner.

Meta-Analysis

The capability to perform meta-analysis queries across their
data setsis configured by the data partners through an “ opt-in”
mechanism. Researchers are able to request predefined analyses,
through a common user interface, to run across the “ opted-in”
data sets. An example of ameta-analysis query isto undertake
a phenome-wide association study (PheWAS) analysis to
understand what phenotypes are linked to different levels of
antibody response. In the out-of-the-box capability from BC
Platforms, the PheWAS analysis is initially treated as 2
availability queries, onefor the case and the other for the control
section of the selected cohorts. The subsets of individuals
returning within each availability query are then selected from
the database, and a PheWA S/Forest analysisis performed across
the OMOP CDM search space. This identifies the most
overrepresented and underrepresented termswithin each cohort.
Theoutput isreturned to BCIRQUEST asan array of data, which
is combined with the information from other cohortsto find the
common “META” terms that are overrepresented and
underrepresented across al the cohorts. This information is
displayed back to the user in the form of a PheWAS plot or a
forest plot, or downloaded as a Boolean table of the results. An
exampleis shownin Figure 2.

Figure2. Anexample phenome-wide association study plot across 4 test data sets comparing females with pneumoniaagainst a background population
of female-only samples. The most overrepresented classesinclude fever (OM OP:437663), disease caused by 2019-nCoV (OMOP:37311061), dysphenia
(OMOP:312437), and cough (OMOP:254761). OMOP: Observational Medical Outcomes Partnership.
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Custom meta-anal ytic modul es can al so be implemented within
the BC Platforms ecosystem. These can be developed in either
R or Python. Work to develop more advanced statistical
meta-analysis and investigations into potential biases or
statistical challenges will form future research.

Data Access Requests

The data discovery and meta-analysis tools only report
aggregated-level data. Details of the data sources queried are
provided, so that when an appropriate cohort isidentified, direct
contact with the appropriate data partner can be madetoinitiate
data governance approvals for a specific research study, which
requires individual-level data analysis using the cohort
identified. The Gateway-standardized governance application
process (Five Safes [safe projects, safe people, safe settings,
safe outputs, and safe data] [43,44] form) can be used to
streamline the effort required to obtain approvals from data
partners who have adopted the standard [45].

Engagement With Patients and the Public

We have patient and public representatives co-leading the
project, with 2 lay member co-investigators and a public and
patient group. Representatives attend our work package,
leadership team, and advisory board meetings. Representatives
reviewed all the controls developed for CO-CONNECT,
ensuring we are protecting patient confidentiality and
maintaining trust. We devel oped aseries of public-facing videos:
Overview [35], Finding Data [46], and Analyzing Data [47].

https://www.jmir.org/2022/12/e40035
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We also drafted alay summary and Frequently Asked Questions
page [49].
Ethics Considerations

Research ethics approval was not required for this project as
each data partner maintains their own governance and ethics
for the original research studies. Anyonerequiring accessto the
platform to perform research needsto apply for their own ethics
approval.

Results

Data Coverage

The CO-CONNECT consortium includes 41 leaders from 29
different organizations across the 4 devolved UK Nations and
is currently on-boarding over 56 different data sets into the
platform. The project was launched in October 2020, with 18
months of funding and extension for another 6 months.

CO-CONNECT is focused on the following 3 different types
of data partners: (1) COVID-19 research consented cohorts
collecting serology data; (2) routinely collected unconsented
datafrom across the United Kingdom; and (3) research cohorts
collected prior and during the current pandemic, which
CO-CONNECT is enhancing with the ability to link to
COVID-19 data (augmented cohorts).

The sourcesfor each type are shown in Table 1. Approximately
half of the COV1D-19 research cohorts being collected arefrom
health care workers.
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Table 1. List of data sources incorporated into CO-CONNECT.

Jefferson et al

Cohort type Source

COVID-19 serology cohorts

Health care workers

Co-STARS?[49], COVIDsortium [50], MATCH [51], Oxford Healthcare Workers [52],

PANTHER® [53], and SIREN® [54]

Blood donors

Care homes VIVALDI [56]
Hospitalized patients 1saRIcd [57]
Schools SKIDs® [58]
Education ACEf [59]
Random sample of the population of adultsregistered  ReACT-29 [60]

with ageneral practitioner in England

Hospitalized and community follow-up

Augmented cohorts

Longitudinal cohorts

TRACK-COVID [55]

FOLLOW-COVID" [61]

ATLAS [62] (ALSPAC! [63], Generation Scotland [64], GASPX [65], NIHR-BioResource

[66], TWINS-UK [67]), and Wellcome Longitudinal Population Study [68] (6 cohorts)

Respiratory cohorts

HDR' UK BREATHE Hub [69] (17 cohorts)

Routinely collected health data sources/Trusted Research Environments

England

National Health Service (NHS)-Digital [70] and UK Health and Security Agency (previ-

ously Public Health England) [71]

Scotland
Northern Ireland

Wales
UK-wide

Public Health Scotland (PHS) [72]

HSC™ Business Services Organisation [73] and HSC Public Health Agency [74]
Secure Anonymised Information Linkage (SAIL) service [75]
Office of National Statistics (ONS) [76]

8Co-STARS: COVID-19 Staff Testing of Antibody Responses Study.
PPANTHER: Pandemic Tracking of Healthcare Workers.
CSIREN: SARS-CoV-2 Immunity and Reinfection Evaluation Network.

4 SARIC: International Severe Acute Respiratory and emerging I nfections Consortium.

€sKIDS: COVID-19 Surveillance in School Kids.
fACE: Asymptomatic COVID-19 in Education.
9REACT-2: Real-time Assessment of Community Transmission 2.

PEOLLOW-COVID: Focused Longitudinal Observational Study to Improve Knowledge of COVID-19.
'ATLAS: Access Points to Tissue, Longitudinal Data, Archives, and Samples.

IALSPAC: Avon Longitudinal Study of Parents And Children.
KGASP: Genetics of Asthma Severity and Phenotypes.

'HDR: Health Data Research.

MHSC: Health and Safety Commission.

Data Sets Onboar ded

The HDR UK Cohort Discovery Service was first launched in
April 2021. At the time of writing, the following data partners
are live within the HDR Cohort Discovery Tool: ALSPAC
(Avon Longitudinal Study of Parents And Children), PANTHER
(Pandemic Tracking of Healthcare Workers), GASP (Genetics
of Asthma Severity and Phenotypes), ACE (Asymptomatic
COVID-19 in Education) Cohort, MATCH, Generation
Scotland, NIHR Bioresource, FOLLOW-COVID (Focused
Longitudinal Observational Study to Improve Knowledge of
COVID-19), Co-STARS (COVID-19 Staff Testing of Antibody

https://www.jmir.org/2022/12/e40035

Responses Study), TRACK-COVID, and COVIDSortium. The
following data partners have governance approvalsin placeand
areinthe process of being on-boarded: ISARICAC (International
Severe Acute Respiratory and emerging I nfections Consortium),
UKHSA (SIREN [SARS-CoV-2 Immunity and Reinfection
Evaluation Network] and sKids [COVID-19 Surveillance in
School Kids]), REACT-1 (Real-time Assessment of Community
Transmission 1), REACT-2 (Real-time Assessment of
Community Transmission 2), Oxford Healthcare Workers,
TWINS-UK, Waes/SAIL (COVID Vaccination Dataset
[CVVD] and COVID Test Results [PATD]), Public Health
Scotland (13 different data sets), and Northern Ireland (COVID
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antigen testing pillar 1 and 2, COVID-19 Vaccination,
Admissions, and Discharges, Emergency Department).
CO-CONNECT is currently working with the remaining data
partners to obtain relevant governance approvals for their data
sets to be incorporated into the platform.

Thisis an innovative infrastructure project to support research
at scale across the United Kingdom. The unique nature of the
project made it challenging to onboard data sets from different
organizationsintermsof (1) different data governance processes
with varying information required, (2) different levels of
understanding of governance requirements and the technical
solution, and (3) delays in governance due to capacity during
a pandemic. To overcome these challenges, approaches, such
as one-to-one sessions, technical guidance workshops, and
sharing a governance guidance pack [77] with data partners,
were used. We also commissioned explainer videos to explain
the system and how it protects patient confidentiality for both
data partners and the general public [35,46,47]. We plan on
describing these challenges and lessons |learnt elsewhere.

User Feedback

HDR UK undertook market research in December 2021 and
January 2022 led by an external agency. The research included
audience mapping, analysis, and 30 interviewswith health data
usersfrom arange of sectors, including industry, academia, and
the National Health Service (NHS). Overall, Cohort Discovery
was very positively received, and a short-term goa now for
HDRisto “build on perceived successesin search functionality,
that is, the Cohort Discovery Tool.” The feedback from users
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was that the Cohort Discovery Tool could help address some
of the needs around metadata and that the approach reflected
the way in which many want to understand, assess, and access
data. The users recognized the value of standardization across
data collection/data terms to vastly increase the options for
linking and comparing dataand wanted to see the tool devel oped
further. There are currently 150 active users. We expect thisto
increase with additional data sets live on the system and
promotion of the resource.

Key Outcome of the CO-CONNECT Infrastructure

CO-CONNECT is enabling rapid data discovery of data sets
avalable from each data partner via near instantaneous
aggregate-level cohort building queries. Figure 3 shows the
Cohort Discovery Tool, available from the Gateway, with an
example query of “all femaleswith asthma” against all available
data sets. The aggregated results presented in the Figure 3
exampleinclude overall counts, and age and gender distributions
across all data partners down to the individual data set level,
enabling researchers to rapidly refine their cohorts of interest.

Prior to the Cohort Discovery Tool being embedded within the
Gateway, the only information a researcher could accesswas a
static metadata catalogue of data sets/cohorts, such as overall
population size, table names, and field names with their data
types and descriptions, as shown in Figure 4. In contrast, the
Cohort Discovery Tool enables researchers to dynamically
define acohort search query and get aggregate counts matching
the cohort search criteria for the data sets.

Figure 3. The HDR UK Cohort Discovery Tool. The interface enables the user to define their cohort search criteria and displays aggregete results
acrossdifferent data sets. The available cohort search criteria (A) are used to create selected cohort criteria(adrag and drop feature, B). Results matching
the cohort search criteriaacross different data sets are presented in the output once the federated queries are completed (C). HDR: Health Data Research.
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Figure 4. An example of the static metadata found in the data catalogue of the HDR Innovation Gateway (MATCH data set). (A) Summary of the
MATCH data set. (B) Technical details—alist of tables with their field names and data types. HDR: Health Data Research.
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CO-CONNECT alows meta-analysis across the data sets, such
as time series or binary comparisons. When researchers and
public heath groups need access to individual-level
pseudonymized data for detailed analysis (over and above
aggregate-level analysis available in the toal), the data for the
analysis can be moved to a TRE for access by the researchers.
The CO-CONNECT architecture is being enhanced to support
semiautomated streamlined extracts of standardized linked data
from across multiple data partnersfor accesswithinaTRE [12].

Future Work

We are working with data partners to research mechanismsin
which, where practical to do so, global pseudoidentifiers are
identical across different data partners. Thiswould be achieved
by the use of a common one-way irreversible cryptographic
hashing algorithm applied to identifiers, such as NHS and
Community Health Index numbers, and would enable data
linkage across data partners. These global pseudoidentifiersare
never shared outside of the group of data partners. This would
enable datalinkage across data sets from different data sources
(see section on extraction into a TRE below) and would support
duplicate detection.

To support duplicate detection for the aggregate-level data
discovery and meta-analysis functionality, we have aminimum
viable product developed with BC Platforms ensuring that for
each query, the global pseudoidentifiers are replaced by
query-specific identifiers within the VM. The list of
query-specific identifiers is returned aong with the
aggregate-level counts associated with the query to a secure
temporary location, and the | Dsfrom each data partner can then
be automatically compared, providing the user who initiated
the query with an estimate of the overlap of individuals across
different cohorts. For example, 200 people met the search
criteria from data partner A, while 350 people met the search
criteria form data partner B, and 27 people were the same
individuals from data partners A and B. The query-specific
identifiers are never made visible to the user and are generated
afresh using anew salt (random datathat is used as an additional
input to a one-way function that hashes data) for each query
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before being deleted at the query end. CO-CONNECT is
working across data partnersto assess the feasibility of enabling
such functionality.

Extraction Intoa TRE

The CO-CONNECT architecture is being enhanced to support
the linkage and extraction of individual-level data from the
pseudonymized databases within each data partner into a TRE.
There are many TREs operating across the United Kingdom,
such as the National TREs for England [70], Scotland [72],
Northern Ireland [74], and Wales [75]. These example TREs
were aso data partners of CO-CONNECT. Data partners can
choose whether to use the CO-CONNECT semiautomated
pipeline or their own in-house methods for data extraction.
When extracting research project—specific individual-level data
into a TRE, the global pseudoidentifiers will be replaced with
new project-specific pseudoidentifiers prior to export. This
means that data from different data partners are linkable by the
research group within the TRE for the specific research project
without the global identifiers being shared. As the
pseudoidentifiers are project specific, linkage across different
research projects is safeguarded against.

Discussion

Hybrid Infrastructure

We have brought together EHR data of national importance
into afederated platform. The data.can be queried viathe Cohort
Discovery Tool in the HDR UK Innovation Gateway. An
open-source set of tools were developed to standardize the
mapping of datainto the OMOP standard without the need to
view the individual-level data.

CO-CONNECT evolved from arecognized need acrossmultiple
domains for atransformative step in the ability for researchers
to discover data across a range of data assets. Centralized data
architectures have historically been used when it is possible to
set up flow of data to a single location, under a single set of
governance approvals (such as national registries) and usually
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from a small number of organizations. This has been very
effective in the United Kingdom with flow of data from the
NHS bodies to respective national data repositories, especially
when there is a legal mandate, such as the registration of a
disease. Such approaches are successful at supporting certain
research activities, such as epidemiology, where evaluating the
prevalence of a disease can be undertaken with relative ease.

Centralized infrastructure brings economy of scale and the
ability to have a specialized team of technologiststhat can bring
standardization to the process and policy. However, such
centralized infrastructure cannot infinitely scale to accommodate
all data that might be required to perform analyses. It is aso
clear that while certain aspects of epidemiological research can
be undertaken via a centralized model, such as the prevalence
or risk associated with different demographic characteristics, it
islikely therewill never be enough dataheld in asinglelocation
to help answer questions of causation rather than retrospective
observations. There is a need to combine information from
multiple sources to increase power and generalizability. Aside
fromtechnical constraints, the public are equally uncomfortable
with their sensitive data being shared widely or within acentral
database, and thus, keeping all individua-level data local
improves patient trust [78,79].

COVID-19 brought a set of challenges such that data analysis
and infrastructure were required across and between the national
centralized databases of the 4 nations of the United Kingdom.
CO-CONNECT was tasked to deliver an overarching platform
across existing centralized infrastructure, as well as cater to
academic collection of data. This was not a simple distinction
between federated or centralized models, but a hybrid
infrastructure to support both federation across national
centralized TREs and inclusion of specific research data sets
into a single ecosystem of collaboration and co-existence.

Federated Cohort Discovery

CO-CONNECT has been designed to work for the whole
population of the United Kingdom. These data come from many
databases with thousands of fields held within each of the 4
nations. Thetechnical novelty of the architectureliesin thefact
that it supports reproducible and semiautomated
processing/tooling for inclusion of new data sets and addition
of new fields without significant additional effort compared
with OHDSI’stooling available[80]. Therefore, while federated
cohort discovery tools do exigt, this is the first time such a
system has been designed to be deployed at this scale. The
CO-CONNECT approach federates cohort discovery from one
simple-to-use application. It will enable the querying of data
sets from the 4 nations within the United Kingdom without
separate data governance applications. Researchers are able to
query data sets immediately and interactively as part of their
feasibility study without the substantial overhead of contacting
each data partner to ask about running multiple bespoke
feasibility queries.

Centralized Data Curation

All source data are transformed into the OM OP data model via
our teamsin Dundee, Nottingham, and Edinburgh. The software
developed allows the maps to be created centrally but applied
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locally by each data partner. This retains a clear separation for
data governance and importantly enables data partners to be
included with minimum effort for them. Thisis performed via
reproducible code, which ensures transformations to the data
from the sourceto the new model are consistent across projects.
The mapping of the data into OMOP is supported by the core
data science team across al the data partners, ensuring
standardization in mapping. Using a reproducible workflow
worksin concert with automation to support the regular updating
of data across the platform via a consistent ETL mechanism.

Data Extraction

Federated analyticsis emerging as a credible alternative, but it
was recogni zed that certain analyses cannot be undertaken using
current federated approaches. Therefore, despite putting in place
afederated architecture, we are designing the approach to allow
subsets of pseudonymized datafor answering aspecific research
project to be extracted into a single TRE. Data curation to a
standard will aid this process significantly, as all data have
already been curated to the OMOP CDM. The automation of
these steps streamlines the process of transitioning to
individual-level data from a higher-level query and reduces
costs. The data partners who chose to adopt the automated
process will require limited resource to release data, and
throughput can scale without additional investment. Researchers
will receive data in a familiar format, allowing them to reuse
existing methodol ogies. Thedatain the original format can also
be provided to the researchers should this be required.

Comparison With Other International COVID-19
Initiatives

Wereviewed other existing COVID data efforts acrosstheworld
[81-86]. Most projects focus on the analysis of data sets that
wereaready known to the researchers, whereas CO-CONNECT
(as well as CODEX [84,85]) also provides the capability to
search for specific cohorts of datafor feasibility analysisacross
popul ation-wide data.

Projects, such as4CE [83], N3C [86], and the COVID-19 Data
Exchange Platform [84], took a centralized approach. 4CE [83]
transformed datainto acommon format at each data source and
then obfuscated the values. 4CE transferred thefilesto ashared
central location, merging the files from different sources so
analysis could take place. N3C [86] supported datain 4 different
CDMs: PCORnet [87], OMOP, i2b2/ACT [88,89], and TriNetX
[27], bringing the data into a central cloud platform for secure
analysis. The COVID-19 Data Exchange Platform supported
federated nodes in the i2b2 [23] format and federated queries,
and also provided a centralized analysis platform. They
encountered challenges with obtaining ethical approval for
transferring data onto the centralized platform, and at the time
of writing, datafrom only 350 patients had been transferred.

The COVID-19 SCOR project [81] plansto utilize the MedCo
software [82], which uses collective homomorphic encryption
and obfuscation across decentralized data sources. MedCo is
deployable on top of standardized systems, such as i2b2
[23]/SHRINE [90] and TranSMART [91]. TheunCoVer project
aimsto usethe DataSHIEL D [25] softwareto perform federated
analytics across 18 countries [92]. As far as we are aware, all
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these federated analytics solutions require inbound connections
to the dataand opening portson firewalls. In the case of MedCo,
encryption of the data reduces the privacy risks associated with
inbound connections to the data.

The approach taken really depends on the attitudes of the data
partners. In CO-CONNECT, most partners would not accept
inbound connections into their secure environment and would
not be happy to place sensitive datain an areawhere an inbound
connection could be allowed, regardless of encryption or access
controls. For those reasons, CO-CONNECT was built on the
assumption of never requiring an inbound connection to the
federated data to either curate the data or run a feasibility
analysis and meta-analysis. As an additional level of security,
on top of not alowing inbound queries, the CO-CONNECT
architecture could adopt homomorphic encryption in the future
to support more advanced federated queries where researchers
need to see the underpinning data.

CO-CONNECT, unlike other COVID-19 solutions, supports
data partnersto automate the mapping of their datainto aCDM
without having to see the underpinning data. This is
advantageous as most data partners do not have their data
mapped into the OMOP CDM or the technical capability to do
0.

Current Status and Contributions

M etadata covering the data sources are now available to search
openly within the Gateway [30]. National and international
researchers can request access to the enhanced dynamic cohort
discovery capability within the Gateway. Access to
individual-level subsets of data by national and international
researchers can a so be requested viathe streamlined governance
application process [45].

We wel come requeststo onboard data setsinto CO-CONNECT;
further details are available via the corresponding author.

The platform has been designed to be disease agnostic.
COVID-19 has supported the need for such aplatformto provide
data at pace. However, the model can be reused to support
research at pacefor other disease areas. The platform underpins
the recently funded HDR UK/MRC Alleviate Hub for Pain
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Research [93], and the architecture and support for cohort
building will be supported and enhanced by HDR after the end
of CO-CONNECT funding. Exemplar projects using the
architecture are planned for the next phase of HDR funding.

Conclusions

We haveintroduced the CO-CONNECT federated architecture,
which addresses the challenges of fragmentation of data and
lack of interoperability and standardization, as well as the
challenge of linkage of high val ue data assetsto other data assets
providing new scientific insights. The architecture has been
designed around the following core principles: (1) maintaining
patient confidentiality, trust, and data security; (2) empowering
data partnersto beinterconnected in a sustainabl e environment;
(3) utilization and re-enforcement of TRESto analyze data; (4)
afocuson data engineering to ensuretechnical legacy for wider
use; and (5) astandard-based approach to ensure interoperability,
repeatability, and connectivity to other initiatives, responding
to the most pressing needs of the public health and research
communities.

The development of this platform will empower public health
organizations, research groups, and industry bodies to answer
key questions about the COVID-19 pandemic and its effectson
human hedlth in a streamlined timely manner, as has been
needed for EHRs for many years [15,21]. The solution enables
rapid cohort-building data discovery acrossdatapartners. None
of the data partners had such capability for researchers prior to
CO-CONNECT. CO-CONNECT has simplified the complex
task of requesting access to each individual data set, by
providing transparency on what data are available and from
where, and how to request access if individual-level data
analysisis required. CO-CONNECT provides novel real-time
functionality compared to static metadata dictionaries and
descriptions of cohorts aready provided within the Gateway.

Theimmediateimpact of CO-CONNECT isthefast, accessible,
and standardized availability of aggregate COVID-19—related
data, to inform key public health decisions and help tackle the
COVID-19 pandemic at pace. As more data sets are onboarded,
thiswill become more powerful.
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Abstract

Background: Community obesity outcomes can reflect the food environment to which the community belongs. Recent studies
have suggested that the local food environment can be measured by the degree of food accessibility, and survey dataare normally
used to calculate food accessibility. However, compared with survey data, social media data are organic, continuously updated,
and cheaper to collect.

Objective: The objective of our study was to use publicly available social media data to learn the relationship between food
environment and obesity rates at the state level.

Methods: To characterizethe caloric information of thelocal food environment, we used food categoriesfrom Yelp and collected
caloric information from MyFitnessPal for each category based on their popular dishes. We then calculated the average calories
for each category and created aweighted score for each state. We also calculated 2 other dimensions from the concept of access,
acceptability and affordability, to build obesity prediction models.

Results: Thelocal food environment characterized using only publicly available social media data had a statistically significant
correlation with the state obesity rate. We achieved a Pearson correlation of 0.796 between the predicted obesity rate and the
reported obesity rate from the Behavioral Risk Factor Surveillance System across US states and the District of Columbia. The
model with 3 generated feature sets achieved the best performance.

Conclusions: Our study proposed a method for characterizing state-level food environments only using continuously updated
social media data. State-level food environments were accurately described using social media data, and the model also showed
adisparity in the available food between states with different obesity rates. The proposed method should elastically apply to local
food environments of different sizes and predict obesity rates effectively.

(J Med Internet Res 2022;24(12):€39340) doi: 10.2196/39340
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Introduction

Background

The current obesity epidemic poses critical public health
challenges. Obesity is a major risk factor for other chronic
diseases, such as cardiovascular disease, cancer, diabetes, and
respiratory disorders, which account for 60% of the deaths
worldwide[1]. Excessive body weight hasresulted in amedical
expenditure of US $100 billion per year [2,3]. From 2017 to
2018, the prevalence of obesity among adults in the United
States was 42.4% [4]. This number has more than tripled since
the 1960s. From 1960 to 1962, the obesity rate was 13.4% [5].

Environmental factors, including the types of available food,
have been identified as one of the main drivers of obesity [3,6,7].
It was reported that American adults have developed a
preference for dining out with friends as opposed to cooking at
home [8]. This preference could potentially impact health
outcomes. A market research survey conducted in 2017 found
that those who frequent fast-food restaurants are more concerned
about the val ue of money spent and service speed than the actual
healthiness of the food offered [8]. This indication that the
perceived food availability tendsto affect dietary outcomes has
been furthered only in aliterature review conducted by Caspi
et a [9]. Those who livein areas highly saturated with high-fat
food items tend to have health issues. In addition, those who
live in lower-income areas are more likely to have at least one
diet-related health issue [9]. In the United States, people tend
to eat what is affordable and available to them. Environments
littered with low-cost, high-fat foods tend to be obesogenic.
With food expendituresfor dining out increasing in recent years
[3,20], understanding the food environmental factorsis critical
in counteracting the obesity epidemic and understanding rel ated
human behavior.

Recent studies have suggested that the local food environment
can be measured by the degree of food accessibility [6,11].
These studies measured food accessibility using survey data
[12], yellow pages phone books [13,14], and local business
directories[15]. A limited number of samplesand asignificant
delay between the collection and reporting of data are major
limitations of these traditional methods [9]. With the
proliferation of social media, the data from social media are
organic, continuously updated, and generally freefor large-scale
collection. Several studies have used social media datato learn
food environments by estimating the cal orie density of thefoods
mentioned in tweets [16] or using the linguistic variables from
tweets [17-19] to predict the local obesity rate.

In this study, we leveraged large-scale social mediadata setsto
measure food environments at the state level and predict
state-level obesity rates. It remained unclear whether we could
characterize state-level food environments from the perspective
of concept of access and predict obesity rate according to the
perspective using publicly available social mediadata. Obesity
rate was obtained from the Behavioral Risk Factor Surveillance
System (BRFSS), the nation’s premier system for collecting
data to improve public health.

https://www.jmir.org/2022/12/€39340
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The primary aim of this descriptive study wasto understand the
impact of food environment on obesity with three specific
research questions (RQs):

1. RQL1: Is there a difference between the available food
categoriesin low and high obesity prevalent states?

2. RQ2: How can we use calorie information to quantify
state-level food environments?

3. RQ3: Canwe predict state-level obesity rate using publicly
available social media data?

We reported our novel approaches and findings. To date, to our
knowledge, our study is the first to combine information from
Yelp and MyFitnessPal (MFP) to learn about the local food
environment and then to predict the state-level obesity rate.

Related Work

Calorie With Obesity

An increase in daily calorie consumption is a major cause of
the obesity epidemic [7]. The daily calorie intake rose by >500
calories in adults and >150 calories in children between 1977
and 2006 [20,21], as did the portion size in restaurants [22].
Exposureto alarger portion sizeincreasestherisk of increasing
calorieintake and, therefore, weight gain[23]. Similarly, calorie
intake is aso affected by a higher number of local dining
options. For exampl e, the prevalence of obesity islower in areas
with supermarkets and higher in areas with higher numbers of
fast-food restaurants [12].

Analysis of the data on environmenta changes has identified
the changes on food environment as a potential cause for the
increase in caloric intake. The enormous growth in dining out,
particularly at “fast-food” outlets, isatrend that has received a
lot of attention. Fast-food outletsincreased from approximately
30,000 in 1970 to >233,000 locations in 2004 in the United
States [3]. Fast food can contribute to increasing obesity rate
becauseit generally providesfood that ispoor in micronutrients,
low in fiber, high in glycemic load, and excessive in portion
size and calorie [24,25].

How to Characterize or Quantify Local Food
Environment

Food access dimensions can be conceptualized using the concept
of access proposed by Penchansky and Thomas [26]. The
concept of access uses 5 dimensions to conceptualize the local
food environment, namely availability, accessibility,
affordability, acceptability, and accommodation [9,26].
Availability refers to the relationship between the number and
type of food suppliers available to customers. Accessibility
refersto the relationship between the location of food suppliers
and the location of customers, which is more geographically
inherent than availability. Accessibility could be measured by
the travel time and distance between food suppliers and
customers. Affordability refers to the price customers need to
pay for the food. Acceptability refers to customers' attitudes
toward a business. Accommodation is another dimension of
access, which whether local businesses accept and
adapt to local customers' needs.

A variety of approaches have been used to learn about local
food environments by measuring the degree of food access.
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These approaches typicaly fall into 2 categories. The first
category consists of methods that capture food environment by
relying on respondent-based data. The accessibility of food
stores was asked about in surveys or questionnaires. The
methodsin the second category used the geographic information
system (GIS) technology. GI'S measures the buffer distance to
food stores or the density of food storesin an area[12-15]. By
2007, the GlS-based measures of food environment
outnumbered the respondent-based measures, and the trend of
using GIS measures continued [9,27,28]. The GIS dataused in
previous studies primarily used publicly available data sets,
such as the United States yellow pages phone book [13,14],
published data from the local Departments of Environmental
Health and state Departments of Agriculture [12], and local
businessdirectories[15]. A major limitation of these traditional
data collections is that they are cost-ineffective and labor
intensive; moreover, these methods can only gather a limited
number of samples, and thereisasignificant delay between the
collection and reporting of data [9]. In the following section,
wewill illustrate quantifying the environment using social media
data

Using Social Media Data to Learn Obesity-Related
Factors or Predict the Obesity Rate

Social mediaisused to characterize social factors[29] and food
environment in relation to obesity. Nguyen et a [16]
characterized food environment by calculating the calorie
density of the foods mentioned in tweets and the percentage of
each food theme out of all food-related Yelp entries from that
state. They found that Twitter and Yelp posts that were
indicative of higher caloric foods were related to higher
mortality, higher prevalence of chronic conditions, and worse
self-rated health [16]. Researchers also tried to understand
healthy and unhealthy food images shared on social mediain
relation to obesity [30]. They created an image classifier and
tested it out to classify Twitter imagesinto definitively healthy,
healthy, unhealthy, and definitively unhealthy categories. Social
media was also used to understand obesity-preventive factors,
such as physical activity [31]. The authors described how
individuals organically use social media to encourage and
sustain physical activity for obesity prevention.

Social media can aso be used to predict obesity rate. Fried et
al [17] presented “the predictive power behind the language of
food on social media” They collected the food-related tweets
that contained meal-related hashtags: dinner, breakfast, lunch,
brunch, snack, meal, and supper. Then, they used the lexical
feature from the bag-of-words model and topic features obtained
from latent Dirichlet alocation to predict whether a state’s
obesity rate is above or below the national median. Their best
model reached an accuracy of 80.39% in predicting overweight.
Culotta [18] used the linguistic variables (Linguistic Inquiry
and Word Count and PERMA) from tweets and demographic
variables to predict heath-related statistics for the 100 most
populous countiesin the United States. The Pearson correlation
for obesity between the predicted and real rateswas 0.64. Abbar
et a [19] conducted a study similar to the one by Culotta[18].
Abbar et a [19] used thelinguistic variables (Linguistic Inquiry
and Word Count), food features, average calorie per serving for
food, and demographic variables from food-related tweets to
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predict county-wide obesity rate, achieving a correlation of
0.775 for obesity. Public posts about food and eating behaviors
may spread through social networks [32]. These studies
demonstrated a successful application of Twitter data in
predicting state health outcomes. Although Yelp data together
with Twitter data have been used to characterize food
environment by Nguyen et al [16], no previous study has been
found to use Yelp and MFP data to predict state obesity.

Methods

Data Collection

Our study used 3 data sources: (1) Yelp, (2) MFP, and (3)
BRFSS. The data used in this study to describe state-level food
environments were collected by the research team viathe Yelp
application programming interface (API) [33] and the web
scraping tool, Beautiful Soup.

Yelpisaleading crowd-sourced review sitein the United States
that allows users to search for restaurants and local businesses
[34]. Users can post reviews and upload photos concerning a
business's foods and services, which makes Yelp a
location-based social media platform. To date, Yelp [35] ranks
52nd in the United States and 231st worldwide based on internet
traffic and engagement [36].

The Yelp APl alows users to search and query Yelp for more
than 50 million businesses in 32 countries [33]. To obtain the
datafor this study, we converted 5-digit US zip codesto latitude
and longitude coordinates and then queried the detailed business
content via the Yelp APl by searching the businesses near the
provided locations. The datawere collected in September 2020
and consisted of the profiles of 353,431 businessesin the United
States.

An example of arestaurant’s listing on Yelp [35] is shown in
Figure 1. As shown in Figure 1, the profile of each business
includes its name, average rating, price level, and categories
and the number of reviews it has received. Each business can
choose up to 3 terms (categories) to describe its services and
offerings. The queried business profile returned by the Yelp
API not only contains the mentioned fields but also includes
other details of the business, such as the business ID, address,
URL to the business's home page on Yelp [35], photos, and
hours of operation. It isworth noting that chain businesses can
have the same name, but each location has its unique business
ID.

Yelp publishes reviews of many service businesses, such as
restaurants, hospitals, and recreational activities. We removed
businessesthat were not related to the food industry in this study
(eg, hardware stores). To do this, 2 independent reviewers first
evaluated the relevance of each selected category to the food
field independently. The 2 judgments reached 100% agreement
with k=1. A total of 226 categories were selected from 332
categories. In our collected data set, the total number of
businesses is 353,431. The average rating of each business is
4.00 (SD 0.75), the average number of reviews of each business
i$99.16 (SD 260.32), and the average price is US $1.60 ($ is
the unit Yelp use to approximate cost per person for a meal)
with an SD of 0.56.
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To understand and objectively compare these categories, we
further collected data on each category’s most popular 100
restaurants nationwide and their most popular dishesfor use as
a proxy to estimate the caloric density of each category. We
used Beautiful Soup [37] to collect popular dishes from each
restaurant. We also used this web scraping tool to collect the
nutritional information (ie, calories) of each popular dish from
MFP. MFP is one of the most popular calorie-tracking
smartphone apps worldwide with >10 million users [38]. MFP
provides powerful tools to help users easily track their meals
and physical activity. We collected food nutrition information
by searching thefood namein MFP' s nutrition database. Figure
2 shows an example search result page, which appeared when

Figure 1. Example of the Yelp business list page.

Rating # | % |
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we searched the term “Fried Chicken.” We collected nutrition
records for 37,295 dishes from MFP, and the total number of
nutrition recordsis 3,110,744.

We obtained the state-level obesity rate data from the BRFSS,
the nations’ state-based health surveillance system that tracks
the behavioral risk factors of residents in the United States.
BRFSS provided the ground truth for the prevalence of abesity
viaself-reported obesity dataamong adultsin the United States
by state and territory in 2019. We collected the obesity rates
for 49 states and the District of Columbia, excluding New
Jersey, owing to insufficient data collection by the BRFSS in
2019 [39].

Categories Q—I Tapas Bars Spanish

Gastropubs I$$I- SouthPark

Open until 11:00 PM
) $30 for $40 Deal

v Delivery + Takeout

Figure 2. Example of the MyFitnessPal nutrition fact list page.

Fried chicken breast
1 medium

Price

(O “Authentic Spanish cuisine is here! Make reservations. The atmosphere is cozy, warm. Oh
my, the menu gives us too many choices to choose from. We started with...” more

Start Order

-
249

Calories: 242 « Carbs: 6g  Fat: 14g s Protein: 21g

Fried chicken thigh
1 medium

-
271

Calories: 271 « Carbs: 6g « Fat: 19g « Protein: 199

Fried chicken drumstick
1 medium

~
)

Calories: 240 « Carbs: 6g « Fat: 15g s Protein: 19g

RQ1: IsThere a Difference Between the Available
Food Categoriesin StatesWith Low and High Obesity
Prevalence?

We first characterized a loca food environment based on the
literature and then illustrated the quantification of the
environment using social media data in RQ2. We based our
characterization on food access dimensions [26]. Specifically,
we focused on 3 highly distinct dimensions: availability,
affordability, and acceptability [9]. Availability refers to the
relationship between the number and type of food suppliers
available to customers. Affordability refers to the price
customers need to pay for the food. Acceptability refers to
customers' attitudes toward a business.

We used the category information for each businessin Yelp to
calculate the availability of those food categories. Specifically,
we defined the availability of acategory of food as the number

https://www.jmir.org/2022/12/€39340

RenderX

of available restaurants compared with the overall choices at
the state level. For example, the availability of Mexican food
will be equal to 1if all the restaurantsin that area sell Mexican
food. Similarly, if 50% of the state’s restaurants sell Mexican
food, its availability will be 50%.

After calculating the availability of al food categories, we
further compared the availability of food categories between
states with low prevalence of obesity and those with high
prevalence of obesity. We aimed to understand the impact of
local food availability, adimension that has been widely studied
[3,16,40], onthe state-level obesity rate. The 2 stateswe selected
were Colorado and Mississippi. In 2019, Mississippi had the
highest obesity rate (40.8%), whereas Colorado had the lowest
obesity rate (23.8%) [39]. We first calculated the availability
of each category in the 2 preselected locations and further
analyzed what categories of restaurants are more available in
locations with high or low obesity rate. The category with the
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biggest availability difference wasfurther compared by adopting
dimensions from the concept of access.

The affordability and acceptability of the categories were then
compared. Affordability refersto thefood price customers need
to pay. Price may affect the food choices of users. Low-income
populations have ahigh risk of living in poor food environments
and bear much of the burden of obesity and chronic diseases
[14]. We estimated affordability using the price category data
for each business. Here, we converted the price categories into
numeric numbers for future analysis. For example, $ would
have been converted to 1, and $$$$ would have been converted
to 4. Acceptability refers to the client’s attitude toward the
service provider. We used the average customer rating and the
total number of reviews of a business to measure customers

attitudes concerning a business. Studies have shown that
consumers’ preference increases with the number of reviews
[41], and consumer-generated restaurant ratings are positively
associated with the web-based popularity of restaurants [42].
The businesses with higher ratings and more reviews are
considered more likely to be accepted by customers than
businesses with poor ratings and a limited number of reviews.

RQ2: How Can We Use Calorie Information to
Quantify State-L evel Food Environments?

Because calorie intake is one of the major contributors to
obesity, itiscritical to understand the nutritional content of food

Figure 3. Example of the Yelp page.

Most mentioned dishes

Lietd

to evaluate its effect on obesity. We evaluated the state-level
food environment quantitatively using the nutritiona
information, specifically calorie information, collected from
MFP. The categorieswereturned into average calories per gram
for popular dishes in representative restaurants. The caloric
density of each food category, which was weighted by the
availability of that category in a state, became the weighted
score of the caloric density of the state.

To calculate the caloric density for each category, we first
collected popular dishesin each category. We chose thetop 100
restaurants with the highest number of reviewsfor each category
nationwide and used the web scraping tool, Beautiful Soup, to
collect the popular dishes. Yelp [35] listed the most mentioned
dishes for each restaurant on the Yelp [35] pages (Figure 3).
Subsequently, these popular dishes were searched in the MFP
food nutrition database.

We calculated the mean calorie content of a popular dish by
averaging the calories per gram of all records returned from
MFP for that dish. It should be noted that the nutrition database
of MFP contains a combination of foods added by MFP and
foods that are added by users, and various units of measures
(eg, g, gram, package, breast, oz, piece, and dlices) are used.
We sel ected gram asthe unified measuring unit for comparison.
Weincluded all recordsthat use“gram” or variations of “gram”
(eg, “g,” “gr,” and “grams’) as their measuring unit.

View full menu >

Patatas Bravas Sauteed Garlic Shrimp

RQ3: Can WePredict State-L evel Obesity RatesUsing
Calorielnformation of Different Restaurant Categories
and Dimensions From the Concept of Access Using
Publicly Available Social M edia Data?

Onthebasisof theresults of RQ1 and RQ2, we created features
from the availability, affordability, and acceptability of food
categories and state weighted score for caloric density for the
state-level food environment to describe the local food
environment.

We classified these featuresinto 3 sets: (1) category availability:
the degree of availability of each category at the state level; (2)
category affordability and acceptability: the average price of,
average rating of, and average number of reviews for each
category at the state level; and (3) state weighted score for
caloric density: calculated weighted score for caloric density
for each state. We used the scikit-learn [43] library to build our
machine learning model s. We applied acombination of different

https://www.jmir.org/2022/12/€39340
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Tuna Tartare

feature sets and used several popular machine learning models
(ie, random forest regression, support vector machine regression,
and XGBoost regression) for prediction. We did not use the
state-of -the-art deep learning models (eg, convolutional neural
network regression) in this study because we had a limited
number of samples. Deep learning models would need a large
sample size to outperform traditional machine learning
techniques [42]. Because we were predicting obesity rate at the
state level, we used the leave-one-out cross-validation.
L eave-one-out cross-validation is an extreme version of k-fold
cross-validation, where k is set to N. N is the number of
observationsin the data set. For N times, amodel is created and
trained on al the data except for 1 point, and a prediction is
made for that point. Thus, we used information from the District
of Columbia and 49 states to predict the obesity rate for the
other state. Then, we repeated this 50 times while changing the
predicting location. We evaluated our approach by calculating
the Pearson correlation between the real and predicted obesity
rates.
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Results

RQ1: IsThere a Difference Between the Available
Food Categoriesin StatesWith Low and High Obesity
Prevalence?

We extracted business profile data of the food-related businesses
located in the 2 preselected areas from the collected Yelp data.
A summary of the data is presented in Table 1. First, we
calculated the availability of each category in the given areas.
In Mississippi, the categories with high availability included
“Fast Food,” “Burgers” “Seafood,” and “Sandwiches” In
Colorado, the categorieswith high availability were“Mexican,”
“Breakfast and Brunch,” “Sandwiches,” and “Burgers.” The
“Sandwiches’ and “Burgers’ categories had high availability
in both Mississippi and Colorado. We further explored the
differences in the availability of each category to understand
the state-level food environment in both state with low obesity
prevalence and state with high obesity prevalence. This was
also doneto highlight theimportance of accessto different types
of food. We used the net value to measure the availability
differencesbetween the 2 different locations. The net differences
were used to rank the categories in descending order.

Resultsfor the net differencesarelisted in Table 2. A larger net
value indicated a bigger difference. The net difference for all
categoriesis significantly different by the z test. We found that
42.7% (59/138) of categories showed significant differences
between the 2 states.

As shown in Table 2, atotal of 40% (16/40) of categories are
more significantly available in Mississippi than in Colorado
(P<.001), including “Fast Food,” “Buffets” and “Donuts”
“Diners’ and “Chinese” are more significantly available in
Mississippi than in Colorado (P<.01). “Ice Cream and Frozen
Yogurt” is aso found to be more available in Mississippi;
however, the difference is not as significant as the
af orementioned categories based on P values.

Alcohol-related businesses, including “Breweries,” “Cocktail
Bars,” “Beer Bar,” “Wine Bars,” and “Pubs,” were found to be
significantly more availablein Colorado. Moreover, “ Breakfast
and Brunch,” “Coffeeand Tea,” “Mexican,” “American (new),”
“Pizza,” “Food Truck,” “Vietnamese,” “Thai,” “Asian Fusion,”
“Ramen,” “Juicy Bars and Smoothies,” “Indian,” and “ Cafes’
were aso found to be more available in Colorado than in
Mississippi at P<.001. “Bakeries’ and “Beer, Wine, and Spirits”
were more available in Colorado than in Mississippi (P<.01).

Table 1. A summary of the collected datafor Colorado and Mississippi.

Lietd

“Fast Food” wasfound to have the biggest availability difference
between Colorado and Mississippi. We further explored this
category to fully understand the state-level food environment
and the importance of access to different types of food. The
availability of “Fast Food” in Mississippi was 13.49%
(519/3845), whereasthe availability of “Fast Food” in Colorado
was 5.03% (358/7109). Because fast food was found to have
the biggest difference in availability, we investigated the
relationship between the availability of fast-food restaurants
and the state-level obesity rate.

We visualized the availability of fast-food restaurantsin amap
(Figure 4, left) and scatter plot to show the relationship between
the availability of fast-food restaurants and the prevalence of
state-level obesity (Figure 4, right). We found that the
availability of fast-food restaurants was positively correlated
with the obesity rate at the state level, with a resulting Pearson
correlation of 0.676. From the heat map, we a so found that the
northeast had the lowest availability of fast food, and the
Midwest and south had a higher availability of fast food than
the west. We further adopted dimensions from the concept of
access to compare fast-food restaurants with other restaurants.

We compared the acceptability (rating and number of reviews;
Figure 5) and affordability (price; Figure 6) between fast-food
and other restaurants.

In Figures5 and 6, the x-axis showsthe state-level obesity rate,
and each vertical line represents a state with its corresponding
obesity rate. The blue and orange solid lines are the average
rating and average number of reviews (Figure 5) and average
price (Figure 6) based on restaurant type in the state, and the
shadow of each line is the Cl. Results showed that the
acceptability of fast-food restaurants was lower than that of
other restaurants, irrespective of the prevalence of obesity. We
found that the average rating of fast-food restaurants showed a
negative relationship with the obesity rate at the statelevel. The
residents in areas with high obesity rate gave fast-food
restaurants a lower rating than the residents in areas with low
obesity rate. We also found that the range of the number of
reviews showed anegative rel ationship with obesity rate. Results
on affordability showed that the price level of fast-food
restaurantswas lower than that of other restaurants. In addition,
the prices in fast-food restaurants and other restaurants had
similar trends, which indicated that the prices in fast-food
restaurants are affected by the local price indices.

Region

Colorado Mississippi
Business, n (%) 7109 (2.01) 3845 (1.09)
Business categories, n (%) 215 (95.1) 142 (62.8)
Rating, mean (SD) 4.02 (0.74) 3.83(0.96)
Reviews, mean (SD) 106.59 (197.71) 22.05 (50.14)
Price (US $), mean (SD) 1.66 (0.57) 1.50 (0.55)
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Table 2. The 40 categories with the highest availability difference between Colorado (low obesity rate) and Mississippi (high obesity rate).

Category Net value
Fast food? 0.0844°
Seafood? 0.0824P
Breakfast and brunch 0.0679b
Burgers? 0.0493°
Southern® 0.0470°
Mexican 0.0 423b
Bars 0.0415°
Chicken wings® 0.0364°
American (new) 0.0353"
Steakhouses® 0.0208"
Pizza 0.0278°
Food trucks 0_0275b
Buffets?® 0.0227°
Coffee and tea 0.0216b
Cajun or creole® 0.0204°
Céfes 0.0184°
Cocktail bars 0_0177b
Convenience stores? 0.0175P
Barbeque® 0.0170°
Soul food? 0.0170P
Vietnamese 0.0156b
Restaurants® 0.0149°
Italian? 0.0115°
Beer bar 0.0111°
Thai 0.0108"
Bakeries 0.0105°
Asian fusion 0.0103b
Chinesé® 0.0098°
Japanese® 0.0097°
Wine bars 0_0094b
Ramen 0.0089°
Pubs 0.0085°
Juice bars and smoothies 0.0082°
Tex-Mex? 0.0081°
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Category Net value
Donuts® 0.0079°
Indian 0.0078P
Beer, wine, and spirits 0.0075¢
Diners® 0.0075°
Ice cream and frozen yogurt? 0.0071¢

8This category is more available in Mississippi, which has a higher obesity rate than Colorado.
bp< 001.

°P<.0L.

dp< 05,

Figure 4. The relationship between the availability of fast-food restaurants and the state-level obesity rate. Left: availability of fast-food restaurantsin
amap; Right: scatter plot with the relationship between the availability of fast-food restaurants and the prevalence of state-level obesity.
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Figure 6. The relationship between the affordability of restaurant type and the state-level obesity rate.
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RQ2: How Can We Use Calorie I nformation to
Quantify State-L evel Food Environments?

Thefirst step in quantifying afood environment was to collect
the popular dishes of each category. The popular dishes of the
food categories gave us an idea of why some categories were
more popular in areas with high obesity. We listed the most
popular dishes of the categories that we found in RQ1 to be
more popular in Mississippi (Table 3) and of those that we found
in RQ1 to be more popular in Colorado (Table 3). Fried food
in Colorado is not as popular as in Mississippi. We collected
12,316 popular dishesfor the categoriesthat were more available
in Mississippi, of which 120 (1.2%) were fried chicken. In
categories that were more available in Colorado, 0.44%
(114/25,910) of the popular dishes were fried chicken. The
statistical test showed that the differencein proportions between
the fried chicken in Mississippi and the fried chicken in
Colorado was significant with a P value lessthan the significant
level of .001. Similarly, the percentage of other fried foods,
such asfried catfish, fried shrimp, chicken, fried steak, and fried
oysters, was significantly higher in Mississippi thanin Colorado.
This finding is consistent with literature studies showing that
the intake of fried food is associated with obesity [39].

The second step was to calculate the caloric density of each
category based on the calorie information of al the available
popular dishes. On average, there were 166 popular dishes per
category. Table 4 showsthe 5 most popular dishes per category
along with the caloric density of each dish and each category.
We collected up to 100 most popular (ie, highest number of
reviews) restaurants in each category. A table containing the
caloric densities of all categories is provided in Multimedia
Appendix 1.

We further calculated the caloric density of each popular dish.
The caloric density of the dishes ranged from 0.556 to 62.383,
with amedian value of 2.399. Bakery food had arelatively high
caloric density. For example, the caloric densities of almond
croissant and pecan pie were >4. Fatty meat also had a high
caloric density. The caloric density of Peking duck reached

https://www.jmir.org/2022/12/€39340

8.847, which iseven higher than that of fried chicken. Cooking
method al so affected the caloric density. For example, the caloric
density for poached egg was 1.414, for scrambled egg was
1.649, and for Eggs Benedict was 2.208; likewise, the calories
per gram for fried catfish was 3.283 and for fresh fishwas 1.188.
Salad and soup were found with low caloric densities. The
calories per gram for beet salad and French onion soup were
<1 based on our calculation.

Using the calorie information of these popular dishes, we
calculated the cal oric density of each category by averaging the
caloric density of all popular dishes. The caloric density of a
category varied from 1.941 to 23.452, with a median value of

5.473. The “Cheesesteaks’ was the category with the highest
caloric density, followed by the “Fried Chicken” with acaloric
density of 17.310. “Fruitsand Veggies,” “Food Tours,” “ Shaved
Snow,” “Gay Bars,” and “Honey” were categories with the
lowest caloric density among al food categories, with caloric
density <4.

Finally, we converted the caloric density for each category into
aweighted scorefor caloric density for each state. The estimated
weighted score for caloric density for the states ranged from
5.786 to 6.430. Washington had the lowest estimated weighted
score for caloric density, while Georgia had the highest
estimated weighted scorefor caloric density among all the states.
Colorado’s scorewas 5.955, and Mi ssissippi’s score was 6.305.
We performed a 2-sample z test between these 2 states. The
result showed a significant difference with a z value of 12.759
and P<.001. The relationship between the state estimated
weighted scorefor caloric density and state obesity rateis shown
in Figure 7. The estimated wei ghted score for the caloric density
of states calculated using our approach showed astrong positive
correlation (r=0.671; P<.001) with the state-level obesity rate.
A higher estimated weighted score for the caloric density of a
state indicates that the state-level food environment is more
proneto obesity by serving high—calorie density food. Moreover,
the estimated caloric density weighted score for southern food
is higher than those for other areas in the United States,
especialy in Georgia, Alabama, and Mississippi.
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Table 3. The most popular dishes for categories more available in Colorado and Mississippi.

Regions Popular dishes

Fried Chicken
French Toast
Fish Tacos
Clam Chowder
Crab Cakes
Fried Catfish
Eggs Benedict
Fish and Chips
Filet Mignon
Beef Brisket

Mississippi

French Toast
Fish Tacos
Pork Belly
Eggs Benedict
Pad Thai

Fish and Chips
Fried Chicken
Spring Rolls
Caesar Salad
Avocado Toast

Colorado

Table 4. The example of top 5 popular dishes and their caloric density for selected categories.

Category Popular dish 1 Popular dish 2 Popular dish 3 Popular dish 4 Popular dish 5 Caloric density
(caloric density) (caloric density) (caloric density)  (caloric density) (caloric density) for the category
Chicken wings Fried chicken Boneless wings Buffalo wings Kimchi friedrice  Chicken strips 17.31
(2.240) (1.836) (2.02) (3.271) (2.108)
Diners French toast (2.545) Eggs Benedict Chicken fried Huevosrancheros  Scrambled eggs 7.289
(2.208) steak (2.665) (1.147) (1.649)
Soul food Fried chicken Fried catfish Sweet potato pie  Red beansandrice Chicken breast 6.337
(2.240) (3.283) (2.525) (1.880) (1.453)
Petisserie or cake shop  Almond croissant Chocolate crois- French toast Eggs Benedict Tiramisu (3.034) 6.298
(4.102) sant (3.926) (2.545) (2.208)
Southern Fried chicken Fried catfish Pecanpie(4.749) Pork chop (1.590) Frenchtoast (2.545) 5.667
(2.240) (3.283)
Smokehouse Pulled pork sand- Baby back ribs Beef brisket Brisket sandwich  Pulled pork (2.112) 5.51
wich (2.452) (2.301) (2.043) (2.698)
American (new) French toast (2.545) Eggs Benedict Poached egg Fishtacos (1.498) Beetsalad (0.845)  5.047
(2.208) (1.414)
Brasseries French onionsoup ~ Pork chop (1.590) Stesk frites Duck confit Beef tartare (2.698) 4.78
(0.808) (2.465) (2.646)
Poke Poke bowl (1.482)  Seaweed salad Spicy tuna Octopus (1.838) Fresh fish (1.188) 4.716
(3.510) (1.955)
Dim sum Shrimp dumplings  Peking duck BBQ? pork buns Har gow (1.741)  Xiao Long Bao 4.215
(1.620) (8.847) (2.505) (2.419)
3BBQ: barbecue.
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Figure 7. The weighted score for caloric density of each state. Left: The weighted score for caloric density in a map; Right: scatter plot with the
relationship between the weighted score for caloric density and the prevalence of state-level obesity.

RQ3: Can WePredict State-L evel Obesity RatesUsing
Publicly Available Social M edia Data?

We generated 3 sets of features for the prediction. The feature
sets were as follows: (1) category availability, (2) category
affordability and acceptability, and (3) weighted scorefor caloric
density. Affordability and acceptability were created at the state
level for the identified 226 categories. The estimated state
weighted score for caloric density was calculated in RQ2.
Because each state had only 1 estimated weighted score for
caloric density, prediction models other than linear regression
were not applicablefor prediction using this set of features. For

30.0 32.5 5.0 ns 400

Obesity rate

5.0 5

categories that did not exist in a state, we used 0 to fill in the
missing values for the categories availability, affordability,
and acceptability. Approximately 24% (11,065/46,104) of the
features were filled with 0. Table 5 presents the results of
comparing different prediction models with different
combinations of input. We used the Pearson correlation
coefficient between the actual obesity rate and predicted obesity
rate to evaluate it.

The random forest model with all 3 sets of features performed
the best. In addition, the Pearson correl ation coefficient between
the predicted and real obesity rates was 0.796, which indicates
that the predicted value was correlated with the real value.

Table 5. Pearson correlation coefficients for different combinations of input for prediction.

Random forest

Features Linear regression  regression SVM?regression X GBoost regression
Category availability 0.407 0.763 0.712 0.742

Category affordability and acceptability 0.402 0.776 0.593 0.743

State weighted score for caloric density 0.622 _b — —

Category availability+category affordability and acceptability ~ 0.403 0.791 0.642 0.731

Category availability+state weighted score for caloric density 0.336 0.771 0.714 0.710

Category availability+category affordability and acceptabili- 0.402 0.796° 0.643 0.708

ty+state weighted score for caloric density

83V M: support vector machine.
PNot available.
®The best performing model.

Discussion

Principal Findings

In this study, we characterized food environments using the
data from Yelp and MFP with innovative data collection and
processing methods. We al so predicted state-level obesity rates.
In addition, our study contributed a new method to calculate
food environment and data to estimate the calorie densities of
different popular dishes and restaurant categories for future
studies.
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Our results showed a disparity in the available food categories
between Colorado and Mississippi (ie, Colorado had a low
obesity rate, and Mississippi had a high obesity rate).
“Fast-food” restaurants were found to be more available in
Mississippi than in Colorado. Fast-food consumption has been
found to be strongly associated with weight gain and obesity
[3]. Individual-level diet and weight outcomes are thought to
improvein neighborhoodsthat have accessto high-quality food
[44]. Comparing the state-level food availability difference, we
found that abundant accessto fast-food options may contribute
to a negative group-level health outcome. Although fast-food
restaurants are notoriousfor serving high-calorie, low-nutritional
foods [24,25] such as hamburgers, French fries, and fish and
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chips [45], some differences have been found. By comparing
the popularity of fast-food restaurants with other restaurantsin
Figure 5, we found that fast-food restaurants always have a
lower number of reviews than other restaurants. However, in
the District of Columbia, the average number of reviews of
fast-food restaurants is higher than that of other restaurants.
This may be because more aternative fast foods are available
in cities, such as salad, sushi, and poke, which are considered
light and healthy [46].

In addition to using the available food category to characterize
the state food environment, we also used the popular dish and
nutrition content of popular dishes to quantify the state food
environment. To our knowledge, thisisthefirst study to conduct
alarge-scale analysis of popular dishes. We compared popul ar
dishesin Colorado and Mississippi. We found that fried foods
aremore popular in Mississippi. Thisfinding is consistent with
the literature showing that the intake of fried food is associated
with obesity [47]. Using the collected popular dishes, we
calculated the weighted score for caloric density for each state.
Similar studiesexist. For example, Nguyen et a [16] quantified
the state food environment by cal culating the caloric density of
food mentions in geo-tagged tweets. They used a list of more
than 1430 popular foods and beveragesfrom the US Department
of Agriculture’'s National Nutrient Database and calculated
calories per 100 g for each food item [16]. Abbar et a [19]
calculated the average calories by checking the calories per
serving for the selected 500 food keywords. In contrast to these
2 studies, we used MFP, the biggest food database available
[38], to obtain nutrition data. We collected nutrition data for
37,295 dishes, which allowed for an effective use of data points.
In our study, Pearson correlation of weighted score for caloric
density of states to state obesity rates was 0.671, which
outperformed one of the aforementioned previous studies [19]
in which the Pearson correlation of tweet caloric value to state
obesity rates was 0.629.

To the best of our knowledge, our prediction model is the first
to use Yelp and MFP data to predict state obesity rates. In
contrast to previous studies that used Twitter data to predict
obesity rate [17-19], our model using Yelp and MFP data had
less selection bias. First, Twitter users are younger than the
genera public [48]; however, the user group of Yelp is more
evenly distributed by age, with 33% of the users aged =55 years
[49]. Second, the previous studies using Twitter data for
prediction only used sampled data because of the massive
amount of Twitter data. Although these studies used the same
data source, their collection methods were different, which could
have skewed the results.

Public Health Implications

Our study helped us understand the impact of the food
environment and related human behavior by showing the
correlation between state-level food environment and obesity
rate. Because of the pervasive use of smartphones and social
media apps like Yelp across the country, researchers could use
social mediadatato gain an understanding of food environments
in any part of Americaand other countries aswell. In sum, our
model has the potential to evaluate food environments.
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Not only does our model map out alandscape of the local food
environment but it also allows us to characterize the trajectory
of public health. The copious amounts of information on social
media allow public health practitioners to monitor changes in
food availability and population over time and use this
information to predict changesin state obesity levels. Similarly,
computational methods could be used to inform dieting habits
at theindividual level. This allows for an early intervention in
areasor individual sfacing the greatest risk of increasing obesity
rates or becoming obese.

Our study has reiterated a few fundamental findings related to
the importance of environment [9,18,19]. Our findings suggest
that those who live in areas with a considerable availability of
high-calorie, fast foodsare morelikely to be obese. Thisalludes
to the idea that people eat what is readily available to them.
Politicians and city planners could potentially use this
information to devel op an infrastructure of healthy food options
in areasthat have been traditionally concentrated with fast-food
restaurants. This sort of environmental intervention could
potentially influence community behavior and lead to better
health outcomes.

Limitations and Future Direction

Thefirst limitation of our study liesin the data collection. Yelp
provides substantial datafor local businesses; however, the Yelp
API results are restricted to 1000 results for each query. We
could collect up to 1000 business data points for each zip code
center up to a distance of 40 km (approximately 25 miles). In
urban environments, 1 zip code may have >1000 businesses.
To address this issue, we ran several rounds for each zip code
and removed the duplicates. Despite this effort, missing data
may skew our results, especially those about urban areas. We
found a second limitation when collecting nutritional datafrom
MFP. For each search query, MFP returned 10 pages with 10
records on each page. Some popular dishes did not have an
exact match, in which case MFP returned a partially matching
dish. Therefore, some caloric information may not be accurate.
We averaged al the results to reduce the effects of inaccurate
information. Another limitation is not capturing the actual
consumption. We did not have information on the food
consumed at a person’s home. In this study, we calculated the
caloric density of popular dishes. Nevertheless, we found that
high—-caloric density food is correlated with obesity rate,
consistent with a previous study that was conducted at the
individual level [50]. To bolster our findings, asimilar analysis
should be replicated at the zip code-level to better inform the
local food environment. We used the state-level food
environment in this study because BRFSS provides state-level
obesity rate. More granular analysiswill provide abetter insight
into how socioeconomic status and the local food environment
may be correlated with obesity [14,51-53]. The information
collected and calculated in this study could also be used to fuse
a personalized mobile health app to help user have a better
experience with obesity prevention management. For example,
aspecialized dashboard [54] could be added to the mobile health
app when using information from GPS to measure physical
activity along with a heat map showing where a person goes
within their neighborhood.
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Conclusions affordability and acceptability data captured on social media,
This study used social media data to characterize state-level W€ created a state-level obesity rate prediction model with a

food environments. State-level food environments show a
disparity in the available food between states with different
obesity rates, suggesting the importance of food environment.
Using the availability of different categories of food along with

0.796 correlation. Using our proposed method, public health
practitioners could monitor the changes in areas that face the
greatest risk of increasing obesity rates to counter the obesity
pandemic.
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Abstract

Background: The use of the internet to look for information about vaccines has skyrocketed in the last years, especially with
the COVID-19 pandemic. Digital vaccineliteracy (DVL) refersto understanding, trust, appraisal, and application of vaccine-related
information online.

Objective: This study aimsto develop atool measuring DVL and assess its psychometric properties.

Methods. A 7-item online questionnaire was administered to 848 French adults. Different psychometric analyseswere performed,
including descriptive statistics, exploratory factor analysis, confirmatory factor analysis, and convergent and discriminant validity.

Results: We devel oped the 7-item DVL scale composed of 3 factors (understanding and trust official information; understanding
and trust information in social media; and appraisal of vaccine information online in terms of evaluation of the information and
its application for decision making). The mean DVL score of the baseline sample of 848 participants was 19.5 (SD 2.8) with a
range of 7-28. The median score was 20. Scoreswere significantly different by gender (P=.24), age (P=.03), studying or working
inthefield of health (P=.01), and receiving regular seasona flu shots (P=.01).

Conclusions. The DVL tool showed good psychometric proprieties, resulting in a promising measure of DVL.

(J Med Internet Res 2022; 24(12):€39220) doi: 10.2196/39220

KEYWORDS
Internet; literacy; measurement; vaccination; vaccine; health information; health literacy; online; content; validity; reliability;
digital literacy
Introduction factors, to motivation to vaccinate. The 5C (complacency,

constraints, calculation, confidence, collective responsibility)

Vaccination is one of the most commonly queried topicsonthe  Model [5] asserts that vaccine hesitancy depends also on the
internet [1]. With the COVID-19 pandemic, the number of €ngagement in extensive information seeking (ie, calculation),
people seeking vaccine-related information on the internet has  Which determines deliberation on the risks and benefits of

skyrocketed [2,3]. The Increasing Vaccination Model [4] states  Vaccination based on retrieved dataand news. Thus, according
that information sharing and rumors contribute, among other to these 2 models, the contents of online information have the

potential to determine the decision to get vaccinated or not.

https://www.jmir.org/2022/12/€39220 JMed Internet Res 2022 | vol. 24 | iss. 12| €39220 | p. 1
(page number not for citation purposes)

RenderX


mailto:ilaria.montagni@u-bordeaux.fr
http://dx.doi.org/10.2196/39220
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Online sources for vaccine-related information vary. These
include websites of official ingtitutions, blogs, forums, social
media, among others. Theinformation they convey can beeither
reliable and valid or unscientific and misleading. On the one
hand, social media have been defined as a powerful catalyst for
the " anti-vax movement” [6]. This has been emphasized during
the COVID-19 pandemic with a wide circulation of false
information about vaccines on social mediaplatforms[7,8]. On
the other hand, websites of official institutions, such as those
of governments, are considered to be more accurate [9]. Recent
studies concerning the COVID-19 pandemic have confirmed
that government websites are the most trusted source of
information [10,11].

Hesitancy toward vaccination remains a present and growing
issue [12]. Among the various reasons for this attitude,
misconception and misinformation can have a strong impact
[13]. Online messages can contribute to diffuse controversial
information and induce indecision and skepticism about vaccines
[14].

Preliminary studies have explored the influence of the internet
on growing vaccine hesitancy [15,16]. According to these
studies, those who search for online information more actively
areusually also the most hesitant, trusting and believing science
less than other sources [17]. Furthermore, the spread of fake
news and misinformation on social mediaisblamed asaprimary
cause of vaccine hesitancy [18]. However, the internet is also
asource of official reliableinformation and might provide new
instruments to fight against vaccine hesitancy, because users
can also access government websites, for instance.

Digital health literacy refers to the capacity of people to
adequately understand and process online health information
to meet their needs [19]. This set of skills affects the health of
users, aswell asthe quality of their health care, orienting their
health behavior. Vaccine literacy is defined as not only
knowledge about vaccines, but also developing asimple system
to communicate and offer vaccines as a sine qua non of a
functioning health system [20,21]. Digital vaccine literacy
(DVL) isaconstruct mixing digital health literacy and vaccine
literacy. DVL theoretically affects both motivation and skills
involving online information seeking for clear-cut elucidated
decision making about getting vaccinated or not.

A validtool for measurement of DVL isthusessential to provide
inputs to train people in better navigating vaccine-related
information on the internet on both social media and official
online sources. This scale developed herein aso allows to
provide a general and population-based assessment of DVL:
given the spread of the COV1D-19 pandemic and the relevance
of accepting vaccination, today more than ever it is pivotal to
investigate the level of DVL in the population and examine its
potential contribution to vaccine uptake. Furthermore, the scale
can be used as an instrument to measure the effectiveness of
interventions aimed at increasing DVL for reducing vaccine
hesitancy.

To the best of our knowledge, no tool exists to measure DVL.
The currently used questionnaires focus on vaccine literacy in
general and not on online vaccine literacy (ie, DVL) [21,22].
The aim of this study was to describe the development and

https://www.jmir.org/2022/12/€39220
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psychometric properties of ascale measuring DVL (Multimedia
Appendix 1).

Methods

Overview of Study Phases

Our study was conducted in 3 distinct phases: (1) development
of a tool to measure DVL, (2) collection of empiric
cross-sectional datafrom aFrench adult population sample, and
(3) assessment of the psychometric properties of the DVL tool.

We used the COSMIN (Consensus-Based Standards for the
Selection of Health Measurement |nstruments) to develop the
DVL tool and validate it [23].

Phase 1. DVL Tool Development

We based the conception of the DVL tool on the theories of
digital health literacy and vaccine literacy, investigating the
understanding, trust, appraisal, and application of vaccine-related
information online [20,24], with the distinction between social
media/forums and government websites. A panel of 5 public
health researchers proposed a series of items inspired by the
Health Literacy Questionnaire [25,26], the eHealth Literacy
Scale[19], and the Vaccine Literacy Scale[22].

The construct of DVL was decided a priori and defined before
any item activity. Expert judges confirmed through literature
review that there were no existing instruments that will
adequately serve the same purpose. A deductive method was
used to identify theitems through the description of the relevant
field (domain), in combination with an inductive method based
on the exchanges among experts. A group of 10 volunteerswith
characteristics similar to the target population pretested the
guestions. Items were worded in simple terms and
unambiguously.

We narrowed the items focusing on vaccination and the digital
environment to eventually obtain atotal of 7 questionsanswered
on a4-point Likert scale (from 4 [agree] to 1 [disagree]) and an
additional answer option “1 do not know, | do not look for
vaccine-related information.” This latter option was taken into
account in the descriptions, but was considered
“noninformative” for the analysis of the structural validity of
the scale. The total score of the DVL scale was calculated
through the sum of all answers to the items. The score of the
scale varied from 7 to 28. The higher the score, the better the
DVL level.

We also included an item on “the online sources which were
the most consulted for vaccine-related information seeking”
(online journals, government websites, health institution
websites, social media, forums, video platforms, other). Finally,
participants had to rate the importance of the use of theinternet
for vaccine-related information seeking through avisual analog
scale from 1 (not important at all) to 5 (very important).

Phase 2: Data Collection and Definition of the
Population Under Study

We administered the DVL tool to participants from an open
online cohort (CONFINS) [27]. All participantswere aged more
than 18 years, living in France, and were able to read and
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understand French. CONFINSisacohort collecting dataon the
impact of confinement on the health and well-being of the
French population [28]. It included, among others, variables on
opinions about vaccination andthe DVL items. It also comprised
sociodemographic information (age, gender, having children,
being vaccinated against influenza) used in this study. Items
weredefined by agroup of public health expertsthrough several
rounds of corrections and refinement. CONFINS consisted in
a baseline questionnaire and repeated monthly follow-up
questionnaires. Participants could decide whether to be contacted
or not for the following phases of the survey. This study used
data from the baseline questionnaire and the first follow-up
guestionnaire, covering the period from April to May 2020.
This was a convenience sample.

CONFINS participants were recruited on avoluntary basiswith
no incentives through different communication channels. Posts
were published on the social media (Linkedin, Twitter,
Facebook) of the University of Bordeaux and the partner
contract research organization hosting the database. A total of
3 press releases were addressed to journalists. The coprinciple
investigators were interviewed to promote the study. Three
newsletters and weekly emails and SMS text messages were
sent to the partici pants to remind them to compl ete the follow-up
guestionnaires. All recruitment strategies directed potential
participantstoward the CONFINS websiteincluding information
on the objectives of the study and the investigators. Informed
consent, containing details on the length of time of the survey,
stored data, investigators and objectives of the study, was
provided through an electronic signature.

Study Population

Concerning the population of this study, we included all
participants completing al items of the DVL tool, comprising
al so those choosing the answer option “1 do not know, | do not
look for vaccine-related information” (N=2935). However, for
the sake of the specific analyses required to evaluate the
psychometric properties of the DVL tool, we obtained a
subsample of 848 participantswho did not use the answer option
“1 do not know, | do not look for vaccine-related information.”
The choice of using mainly the subsample was justified by the
fact that the factor analysis mentioned later requires ordering
the response modalities. As the “I do not know, | do not look
for vaccine-related information” modality isdifficult to classify,
we decided to remove it. The subsample included those who
had compl eted the baseline questionnaire (“test” phase). Among
them, 62 participants al so answered the follow-up questionnaire
(“retest” phase).

Phase 3: Analysis of Other Psychometric Properties
of the DVL Tool

First, a descriptive analysis of each item of the scale was
performed for both the total sample of participants (N=2935)
and the subsample (n=848). Participants of the subsample were
also described according to their sociodemographic
characteristics (ie, age, gender, working/studying in the field
of health, having children, and being regularly vaccinated
against flu). For quantitative variables, the mean and SD were
calculated. For qualitative variabl es, participantswere described
in numbers and percentages. Answers to items were compared
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for each aforementioned sociodemographic characteristic. To
do this, the item response options were grouped into
“agree” [“rather agree” versus* disagree” /“rather disagree” The

statistical tests of 2 independence were used to compare the
responses of the participants according to their
sociodemographic criteria.

Second, an exploratory factor analysis (EFA) was performed
on the baseline data to identify the underlying latent factorsin
the set of items as well as their association. As the items were
ordinal variables, the polychoric correlation matrix of observed
items was explored. Two initial hypotheses were tested. The
first wasthetest of Bartlett sphericity. If the test was significant
(P<.05), the observed matrix was significantly divergent from
the null matrix and an EFA had to be performed. The second
hypothesis required testing the measure of sampling adequacy
using the Kaiser-Meyer-Olkin index [29]. Thisis a measure of
the proportion of variance among the observed items, equivalent
to the common variance. Thus, it was used to verify for partial
correlations. If the Kaiser-Meyer-Olkin index was above 0.50,
the EFA was adequate. Next, the number of factors to be kept
in the model had to be chosen based on different criteriausing
eigenvalues. The Kaiser criterion consisted of keeping factors
with eigenval ues greater than 1. The Cattell criterion (also called
the “elbow criterion”) was based on identifying the inflection
point, where the slope of the eigenvalue curve according to the
number of factors in the model stabilized well below the
“elbow.” Thus, the number of factors above the point was
retained. The third criterion was the use of a parallel analysis.
In this analysis, the eigenval ues obtained were compared with
those that would be obtained from random data. The number
of factors extracted was the number of factorswhose eigenvalues
were higher than those found with random data. In addition, the
item x factor matrix had to be rotated to better identify how the
items were substantially related to each factor. Among the
several approaches to rotation, the oblique rotation was used
becauseit considersthe correlation between factors[30]. Finaly,
the items were associated with a factor when their saturation
weight was close or superior to 0.30 and their communalities
were considered as acceptable above 0.20. We also performed
a confirmatory factor analysis (CFA) considering the criteria
root-mean-sgquare error of approximation (acceptable range
between 0.08 and 0.1), comparative fit index (acceptable range
>0.90) and standardized root-mean-square error (acceptable
range between 0 and 0.008).

Third, to complete the vaidation of the DVL scale, the
convergent and discriminant validities of the score were
assessed. The sociodemographic criteria of participants with a
low DVL score were compared with those of participants with
a high score, determined according to the median, using x>
statistical tests of independence.

Statistical significance was considered if P<.05 and all tests
were 2-tailed. Statistical analyses were performed on SAS
version 9.3 software (SAS Institute).

Ethics Approval

The study was approved by the French Committee for the
Protection of Individuals (Comité de Protection des Personnes
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[CPP], approval number 46-2020) and the French National
Agency for Data Protection (Commission Nationale de
I''nformatique et des Libertés [CNIL], approva number
MLD/MFI/AR205600). The study followsthe principles of the
Declaration of Helsinki and the collection, storage, and analysis
of the data comply with the European Union General Data
Protection Regulation (EU GDPR).
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Results

Descriptive Analysis

Responses to the 7 items on the DVL tool by the total sample
and the subsample are reported in Tables 1 and 2, respectively.

Table 1. Resultsof all potentialsitems of the DVL scale®in the CONFINS online cohort (N=2935).

Items Disagree, n (%) Rather disagree, n Rather agree,n Agree, n Do not know, n
(%) (%) (%) (%)

1. | find vaccine-related information on social media 215 (7.33) 478 (16.29) 582 (19.83) 134 (4.57) 1526 (51.99)

and forums is understandable

2. | find vaccine-related information on government 111 (3.78) 176 (6) 1394 (47.50) 586(19.97) 668 (22.76)

websites is understandable

3. | can detect vaccine-related fake news 97 (3.30) 477 (16.25) 1500 (51.11) 821(27.97) 40(1.36)

4. | trust vaccine-related information provided by gov- 55 (1.87) 191 (6.51) 1250 (42.59) 948(32.30) 491 (16.73)

ernment websites

5. | find vaccine-related information on social networks 533 (18.16) 1123 (38.26) 134 (4.53) 26(0.89) 1119(38.13)

isvalid

6. When | read vaccination information online, | cross- 178 (6.06) 394 (13.42) 1288 (43.88) 1060 15 (0.51)

reference it with other sources to verify its validity (36.12)

7. | think theinformation | find online may influence 413 (14.07) 649 (22.11) 918 (31.28) 231 (7.97) 724 (24.67)

my decision to get vaccinated

3DVL scale: Digital Vaccine Literacy scale.

Table 2. Results of all potential items of the DVL scale? in the CONFINS online cohort (n=848, without “do not know™).

Item Disagree, n Rather disagree, n  Rather agree, . Agree, n Test-retest reliability (n=62),

(%) (%) (%) (%) intraclass correl ation coeffi-
cient (95% CI)

1. | find vaccine-related information on social 139 (16.4) 287 (33.8) 342 (40.3) 80 (9.4) 0.14 (0.01t0 0.37)

media and forums is understandable

2.1 find vaccine-related information on govern- - 49 (5.8) 82 (9.7) 492 (58.0) 225(26.5) 0.53(0.33t00.69)

ment websites is understandable

3. | can detect vaccine-related fake news 27 (3.2) 111 (13.1) 421 (49.6) 289(34.1) 0.70(0.55t00.81)

4. | trust vaccine-related information provided 23 (2.7) 82 (9.7) 409 (48.2) 334(39.4) 0.46 (0.241t00.63)

by government websites

5. | find vaccine-related information on social 224 (26.4) 529 (62.4) 83(9.9) 12 (1.4) 0.05 (0.01 t0 0.29)

networksisvalid

6. When | read vaccinationinformationonline, 44 (5.2) 87 (10.3) 365 (43) 352 (41.5) 0.48(0.27 t0 0.65)

| cross-referenceit with other sourcesto verify

itsvaidity

7. | think the information | find online may 122 (14.4) 267 (31.5) 354 (41.7) 105 (12.4) -0.09 (-0.33t00.16)

influence my decision to get vaccinated

3DVL scale: Digital Vaccine Literacy scale.

The “I do not know, | do not look for vaccine-related
information” response rates were 51.99% (1526/2935) for item
1, 22.76% (668/2935) for item 2, 1.36% (40/2935) for item 3,
16.73% (491/2935) for item 4, 38.13% (1119/2935) for item 5,
5.04% (148/2935) for item 6, and 24.67% (724/2935) for item
7. Per participant, the maximum number of “I do not know, |
do not look for vaccine-related information” was 5; 24.74%
(726/2935) responded “1 do not know, | do not look for

https://www.jmir.org/2022/12/€39220
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vaccine-related information” for at least one item; 23.51%
(690/2395) for at least two items; 10.97% (322/2935) for at
least threeitems; 7.97% (234/2935) for at least four items; and
3.92% (115/2395) for at |east five items. The mean of responses
per participant was 1.56 (SD 1.4). In addition, the use of afactor
analysisrequires ordering the response modalities. Asthe“l do
not know, | do not look for vaccine-related information”
modality isdifficult to classify in view of the others, we decided
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to remove it from the analyses. Therefore, the study sample
contained 848 participants who responded to theitems as shown
in Table 2.

All item response options were used, thus qualifying them as
informative. In addition, Table 2 shows that the items were
discriminating because the response rates for each modality
werein the average. Theintraclass correlation coefficient (ICC)
was cal cul ated based on data from the 62 participants. Items 1,
5, and 7 presented a low ICC, which could be explained by
nonconcordant responses between the 2 measurements, and
therefore less reliability, their formulation, and possible
difficulty in answering them. In fact, theseitems had the highest
percentages of the “I do not know, | do not look for
vaccine-related information” responses (Table 1).

In the subsample of 848 participants, 73.1% (620/848) were
females. Themean agewas 29.9 (SD 12.3). Participantsworking
or studying in the field of health were 397/848 (46.8%). The
percentage of parentswas 20.9% (178/848) and 557/848 (65.7%)
were not vaccinated against flu (Table 3).

The mean of the importance of the use of the internet for
vaccine-related information seeking was 3.7 out of 5 (SD 1.1).
The most used source for vaccine-related information seeking
was websites of health institutions (395/848, 46.6%), followed
by government websites (184/848, 21.7%). Online journals
were consulted by 56/848 individuals (6.6%), whereas other

Montagni et al

sources by 37/848 individuals (4.4%). Social networks were
consulted by 70/848 individuals (8.3%), video platforms by
16/848 (1.9%), and forums by 8/848 (0.9%).

Multimedia Appendix 2 reports data on the comparison of the
answer to the DVL items according to sociodemographic
characteristics.

Regarding their answers to the items, women were more in
agreement with the statement of item 3 (I can detect
vaccine-related fake news), item 4 (I trust vaccine-related
information provided by government websites), and item 7 (I
think the information | find online may influence my decision
to get vaccinated) than men. Participants aged 35 or over
disagreed with item 1 (I find vaccine-related information on
social mediaand forumsis understandable), which was different
from those under 35 years. Participants studying or working in
the field of health and those receiving regular flu shots were
more in agreement with items 2 (I find vaccine-related
information on government websites is understandable), item
3 (I can detect vaccine-related fake news), and item 4 (I trust
vaccine-related information provided by government websites)
and disagreed with item 7 (1 think theinformation | find online
may influence my decision to get vaccinated) compared with
those who worked or studied in another field and those who did
not get a flu shot. There was no difference in responses
concerning parenthood.

Table 3. Sociodemographic characteristics of the CONFINS study population.

Characteristics Vaue
Age, mean (SD) 29.9 (12.3)
Categories (n=835), years, n (%)

18-34 653 (78.2)

>35 182 (21.8)
Gender (n=848), n (%)

Female 620 (73.1)

Male 228 (26.9)
Study or work in thefield of health (n=763), n (%)

No 366 (48.0)

Yes 397 (52.0)
Children (n=848), n (%)

No 670 (79.0)

Yes 178 (21.0)
Influenza vaccine (n=848), n (%)

No 557 (65.7)

Yes 291 (34.3)

Exploratory Factor Analysis

The interitem polychoric correlation matrix was used for the
first definition of the associations between items (Table 4).

In the polychoric matrix, we observed strong correlations
betweenitems 2, 3, and 4. [tem 1 was more correl ated with item
5.

https://www.jmir.org/2022/12/€39220

The hypotheses justifying the performance of an EFA were
validated. The Bartlett test of sphericity showed a P<.05

(X%5;=1319.37) and the Kaiser-Meyer-Olkin index was 0.58,
indicating good sampling adequacy.
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The number of factors was calculated based on the Kaiser and
Cattell criteria and the parallel analysis; 3 factors were kept
(Figure 1).

Finally, several EFAs were performed to test the different
obliquerotations. The OBLIMIN oblique rotation was the most
common. Table5 showsthat items 1 and 5 were associated with

Table4. Interitem polychoric correlation matrix.

Montagni et al

factor 2; items 2, 3, and 4 with factor 1; and items 6 and 7 with
factor 3. The oblique rotation OBEAQUAMAX showed that
saturation weights reveadled several possible associations
between items and factors. Items 3 and 7 were associated with
both factors 1 and 3 based on the saturation weights close or
superior to 0.30. Communalities were all acceptable.

Item 1 2 3 4 5 6 7
1 _a — — — — — —
2 0.33 — — — — — —
3 0.00 0.46 — — — — —
4 0.06 0.64 0.52 — — — —
5 0.45 -0.02 -0.10 -0.06 — — —
6 0.06 0.19 0.34 0.12 -0.02 — —
7 0.13 -0.11 -0.13 -0.15 021 0.20 —

3Dashes correspond to the absence of a correlation between items.

Figure 1. Distribution of the median simulated eigenvalues according to the number of factors and application of the parallel analysis. 7 variables,

iterations, 848 observations.
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Table 5. Matrices of the saturation weights with oblique rotations and item communalities.

Item OBLIMIN OBEAQUAMAX Communality
Factor 1 Factor 2 Factor 3 Factor 1 Factor 2 Factor 3
1 0.19 0.69 -0.02 0.19 0.67 0.01 0.46
2 0.78 0.23 -0.01 0.74 0.21 0.13 0.63
3 0.60 -0.14 0.25 0.50 -0.15 0.37 0.47
4 0.76 0.01 -0.03 0.72 -0.01 0.12 0.57
5 -0.08 0.56 0.03 -0.07 0.57 -0.01 0.34
6 0.17 -0.05 0.49 0.03 -0.04 0.53 0.28
7 -0.23 0.20 0.33 -0.30 0.21 0.29 0.21

Table 6 shows the interfactor correlations according to the
OBLIMIN and OBEAQUAMAX rotations. Correlations were
low but factor 1 was negatively correlated with factor 2, and
factor 3 was positively correlated with the other 2 factors.

Inview of theseresults, the rel ationshi ps between the items and
the factors were interpreted as follows. Factor 1 was associated
with itemsrelating to “reliable”’ information about vaccination
(government sites), with the label “understanding and trust
official information about vaccination provided by institutional
websites” Factor 2 was associated with items related to
information about vaccination of which 1 should be relatively

“unreliable’ (social media) with the label “understanding and
trust information about vaccines as provided by social media”
Finally, factor 3 was associated with items related to the
application of knowledge on vaccination consulted on the web
(Iabel of factor 3).

Finally, we also performed a CFA to confirm these 3 dimensions
(Table 7).

In the CFA the criterion vaues were as follows:
root-mean-square error of approximation 0.12 (90% ClI
0.11-1.14), comparative fit index 0.80, and standardized
root-mean-square error 0.08.

Table 6. Interfactor correlation matrices (OBLIMIN and OBEAQUAMAX).

Factor OBLIMIN OBEAQUAMAX
Factor 1 Factor 2 Factor 3 Factor 1 Factor 2 Factor 3

1 1 _a — 1 — —

2 -0.08 1 — -0.09 1 —

3 0.11 0.18 1 0.19 0.16 1

3Dashes correspond to the absence of a correlation between items and factors.

Table 7. Weights of the relationships item-factors of the final model by confirmatory factor analysis.

Item Model 1
Factor 1 Factor 2 Factor 3

1 _a 0.87 —

2 0.56 — —

3 0.43 — —

4 051 — —

5 — 0.23 —

6 — — 0.83

7 — — 0.15

8Dashes correspond to the absence of a correlation between items and factors.

Convergent and Discriminant Validity

Themean DV L score of the baseline sampl e of 848 participants
was 19.5 (SD 2.8). Participants scored between 14 and 21 points
(ie, in the medium DVL range). The median was 20.

https://www.jmir.org/2022/12/€39220
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Table 8 shows the sociodemographic characteristics of the
sampleaccording to the DVL level. The scorewas dichotomized
into <20 (low DVL score) and =20 (high DVL score).

Participantswith alow DVL level were significantly older (30.8
years vs 29 years; P=.03). Those working or studying in the

JMed Internet Res 2022 | vol. 24 | iss. 12| €39220 | p. 7
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

field of health were significantly more numerous in the group
with a higher score (P=.01). Those who did not receive regular
flu vaccinations were significantly more likely to be in the low
score group (P=.01). Among online sourcesfor vaccine-related
information, government websites were more used by those

Montagni et al

with a higher DVL (P=.03). Those with a score less than 20
considered the use of theinternet for vaccine-related information
less important than others, with the means being 3.4 (SD 1.1)
and 4.0 (0.9), respectively.

Table 8. Sociodemographic characteristics of the baseline sample by DVL? level (n=848).b

Sociodemographics Low DVL (score <20) High DVL (score =20) P value
Age (years), mean (SD) 30.8 (12.9) 29.0 (11.7) .03
Age c ategories (n=397) .04
18-34 298/397 (75.1) 355/438 (81.1)
=35 99/397 (24.9) 83/438 (18.9)
Gender (n=404) 24
Female 303/404 (75) 317/444 (71.4)
Male 101/404 (25) 127/444 (28.6)
Studying or working in thefield of health (n=357) .01
No 192/357 (53.8) 174/406 (42.9)
Yes 165/357 (46.2) 232/406 (57.1)
Having children (n=404) .38
No 314/404 (77.7) 356/444 (80.2)
Yes 90/404 (22.3) 88/444 (19.8)
Vaccinated against flu (n=404) .01
No 283/404 (70) 274444 (61.7)
Yes 121/404 (30) 170/444 (38.3)
Online sourcesfor vaccine-related information (n=338) .03
Onlinejournas 30/338(8.9) 26/390 (6.7)
Government websites 73/338 (21.6) 111/390 (28.5)
Health institutions websites 185/338 (54.7) 210/390 (53.8)
Social media 19/338 (5.6) 13/390 (3.3)
Forums 7/338 (2.1) 1/390 (0.3)
Video Platforms 5/338 (1.5) 11/390 (2.8)
Other 19/338 (5.6) 18/390 (4.6)
Importance of the use of the internet for vaccine-related information 3.4 (1.1)° 4.0 (0.9)¢ <.001

seeking (n=338), mean (SD)

3DVL: digital vaccine literacy.

by/alues are presented as n/N (%) unless indicated otherwise.
°N=338.

dN=390.

Discussion

The DVL Scale: Dimensions, Items, and Answer
Options

We conceived a scale measuring DVL and assessed its
psychometric proprieties among asample of French adults. The
scale was composed of 7 items covering the overarching
construct of DVL, which includes 3 subdimensions. The first
subdimension (items 2 and 4) refers to understanding and
trusting officia information about vaccination provided by

https://www.jmir.org/2022/12/€39220

RenderX

institutional websites. The second subdimension (items 1 and
5) refers to understanding and trusting information about
vaccines as provided by social media The underlying
assumption for these 2 dimensionsis that government websites
providevalid information while social media provide fake news
[31]. Inthisline, in our sample, the most accessed sourceswere
health institutions and government websites, while social media
and forums were less consulted.

Thethird subdimension (items 3, 6, and 7) refersto the appraisal
of vaccine information online in terms of evaluation of the
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information and its application for decision making. Two items
(3 and 7) are actually included in both subdimensions 1 and 2.
For the item “1 can detect fake news,” this ambivalence can be
explained by the fact that recognizing fake newsis areflection
of both the understanding/trust of official information
(subdimension 1) and the appraisal and practical application of
found information (subdimension 3). The possible explanation
is that those who recognize fake news are more inclined to
government websites and are more cautious in interpreting
vaccine-related information. The inclusion of the item “I think
the information | find online may influence my decision to get
vaccinated” in both subdimensions 1 and 3 can be interpreted
as the fact that trusting official information might correspond
to a higher capacity to make correct evidence-based decisions
about vaccination. Thisoverlap of factorsinfersan interrelation
of items, which can suggest that the scale is coherent and
congruent.

Some recommendations must be considered when using the
DVL scale. There are 4 response options (disagree, rather
disagree, rather agree, and agree) that are used to obtain a
score. However, evenif it does not contribute to the calculation
of the score, the fifth response option (I do not know, | do not
look for vaccine-related information) provides useful
information. First, this option respects the opinion of those not
feeling concerned without forcing or biasing their answer.
Second, it is really interesting to measure the percentage of
those who do not feel concerned by seeking vaccine-related
information online. In this study, one-half of the participants
used the option “1 do not know, | do not ook for vaccine-related
information” for the item on understanding information found
on social media, and more than one-third for the item on trust
insocial media. Theseresults confirm the fact that social media
are more rarely used than government websites for this type of
information. Thus, we suggest to calculate the score by
considering as missing values all cases including 1 response
option “I do not know, | do not look for vaccine-related
information”, and to complete this information with the
percentage of those using this same option. These data are
complementary in measuring DVL.

The DVL Scores of the Study Sample

Having alow DVL score (<20) can be interpreted as arelevant
alarm in relation to the extensive use of the internet for
vaccine-related contents, especialy in France [15]. Asis the
case with health literacy, low DVL scores are associated with
a higher risk of adopting an unhealthy behavior [32]; in this
case this refers to the decision of not to get vaccinated. Not
being ableto navigate information on theinternet could increase
the chance of having a negative perception about vaccines[33].
Lower scores in the scale would also correspond to the
incapacity to recognize fake news and trust in unofficial
information provided by social media. There are many who
consult theinternet regarding vaccination and it isimportant to
know their levels of DVL to help them navigate online
information.

DVL scores were significantly different by age (participants
with a low DVL score were significantly older), studying or
working in thefield of health (those working or studying in the
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field of health were significantly more numerous in the group
with ahigh score), and being vaccinated against flu (those who
did not regularly get vaccinated against influenza were
significantly more numerous in the group with a low score).
These results are in line with previous literature concerning
genera health literacy: scores of health literacy are higher in
younger adults [34], health care professionals [35], and those
vaccinated against flu [36].

Comparison with results from other studies is not possible
because DVL has never been measured before.

Strengthsand Limitations

Thisstudy isthe very first to devel op and validate astandardized
instrument for assessing general DVL in people. It respondsto
the urgent need for similar scales to tackle vaccine-related
misinformation [37], especidly in relation to the COVID-19
pandemic. Measuring the DVL of individuals consulting the
internet for information on COV | D-19-r€l ated vaccination could
inform health institutions, communication experts, and health
care providers to plan and implement strategies to overcome
gaps in DVL and promote vaccination [38]. Furthermore,
analyses performed in this study are robust and based on an
in-depth knowledge of psychometricstechniques. In particular,
the use of the bifactorial model is justified by the fact that it
considers correl ations between items based on the generd factor
and the relations between the genera factor. Items are not
limited by the group factors. This model is largely applied in
cognitive and psychological sciences[39].

Thisstudy isnot without limitations. ltemswere defined apriori
based on existing scales but limited to 7. A larger number of
items might have provided amore exhaustive coverage of DVL
factors. The population under study was not representative of
French adults given that it comprised a high number of women
(2971/3738, 79.48%), students (3498/3783, 93.58%), and young
people (29.2 years) [40], compared with the general population
[41]. However, the sample was large enough to assess the
relevance of the scale. Low | CC valuesin some separated items
might be explained by an inaccurate phrasing. The ICCs of 3
items were low, which corresponds to alow reliability. Future
instruments might be based on our scale, but we propose more
precise wording according to the population of interest in a
specific context (eg, culturd or sociodemographic
characteristics).

Conclusions

TheDVL scaleisthefirst instrument providing information on
the way individuals understand, trust, and appraise
vaccine-related information on the internet through 2 channels,
namely, social mediaand government websites. The DVL scale
has good psychometric properties in terms of content validity,
dimensionality, and convergent and discriminant validity.
Results show that the scale can be easily administered with
well-grounded outcomes. It is a screening instrument
contributing to detect people who need to be supported in
navigating vaccine-related information online. It can be used
in questionnaires to identify profiles of web users who could
be influenced by anti-vax movements, for instance. Providing
theinstructionsto look for onlineinformation and to understand
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its content is the key to spreading good vaccine-related scalecan beused to measure DVL inthe French population and
information and promoting vaccination in general [42]. The trandated validated versions could be proposed internationally.
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Abstract

Background: Publication of registered clinical trialsis acritical step in the timely dissemination of trial findings. However, a
significant proportion of completed clinical trials are never published, motivating the need to analyze the factors behind success
or failureto publish. This could inform study design, help regulatory decision-making, and improve resource allocation. It could
also enhance our understanding of biasin the publication of trials and publication trends based on the research direction or strength
of the findings. Although the publication of clinical trials has been addressed in several descriptive studies at an aggregate level,
thereisalack of research on the predictive analysis of atrial’s publishability given anindividual (planned) clinical trial description.

Objective: We aimed to conduct a study that combined structured and unstructured features relevant to publication statusin a
single predictive approach. Established natural language processing techniques as well as recent pretrained language models
enabled us to incorporate information from the textual descriptions of clinical trials into a machine learning approach. We were
particularly interested in whether and which textual features could improve the classification accuracy for publication outcomes.

Methods: In this study, we used metadata from Clinical Trials.gov (aregistry of clinical trials) and MEDLINE (a database of
academic journal articles) to build a data set of clinical trials (N=76,950) that contained the description of aregistered trial and
its publication outcome (27,702/76,950, 36% published and 49,248/76,950, 64% unpublished). Thisis the largest data set of its
kind, which we released as part of this work. The publication outcome in the data set was identified from MEDLINE based on
clinical trial identifiers. We carried out adescriptive analysis and predicted the publication outcome using 2 approaches. a neural
network with alarge domain-specific language model and arandom forest classifier using aweighted bag-of-words representation
of text.

Results: Firgt, our analysis of the newly created data set corroborates several findings from the existing literature regarding
attributes associated with a higher publication rate. Second, a crucia observation from our predictive modeling was that the
addition of textual features (eg, eligibility criteria) offers consistent improvements over using only structured data
(F4-score=0.62-0.64 vs F;-score=0.61 without textual features). Both pretrained language models and more basic word-based
representations provide high-utility text representations, with no significant empirical difference between the two.

Conclusions: Different factors affect the publication of aregistered clinical trial. Our approach to predictive modeling combines
heterogeneous features, both structured and unstructured. We show that methods from natural language processing can provide
effective textual features to enable more accurate prediction of publication success, which has not been explored for this task
previously.

(J Med I nternet Res 2022;24(12):€38859) doi: 10.2196/38859
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Introduction

Background

Rigorously conducted randomized controlled trials provide the
highest level of scientific evidence, enabling medical
practitioners to provide better care for patients and ultimately
improving public health. Available, findable, and accessible
clinical research results are necessary for the successful transfer
of findings into evidence-based practice and further research
[1]. Inrecent years, improved clinical tria registration has meant
that more trials than ever are now discoverable and searchable
according to a variety of metadata. However, registration does
not offer detailed information about important aspects of the
study execution and results, such as specification of outcomes
and pointers to all resulting publications [2]. Scientific
publications resulting from completed clinical trials offer a
means of disseminating the findings comprehensively, which
isessential for supporting subsequent clinical trials, increasing
possibilities for research collaboration, and advancing medical
practice and research [3]. In addition to research results, detailed
information about the study methods provided in publications
is also critical to appraising the validity, reiability, and
applicability of clinical evidencein clinical practice [4].

Despite the importance of publication, many clinical trials are
never published. Estimates of the publication rate of trials vary
depending on the medical area and length of the follow-up
period. Broadly, publication rates are in the range of 52% to
77% [5-8]. On the basis of a shorter follow-up period of 30
monthsfrom clinical trial completion, theratestend to be lower,
at approximately 11% to 46% [3,6,9]. When results are not
published, are substantially delayed, or are published selectively
based on the direction or strength of the findings, the ability of
health care professionals and consumers to make informed
decisions based on thefull body of current evidenceisimpeded
[10,11]. Such gaps in the evidence base can lead to the use of
ineffective or harmful interventionsand potentially waste scarce
health care resources. In a study by Eyding et a [12] on the
treatment of depression, it was found that, when unpublished
studies were included in a meta-analysis, the antidepressant
reboxetine had more adverse effects but no better efficacy than
placebo for treatment of major depression, a different finding
from that when only published studieswere included. Additional
ethical concerns have also been raised by some researchers
[7,13], highlighting that, in the case of nonpublication, thetrial
participants are still exposed to the risks of participation but
without the societal benefits resulting from the dissemination
of study results.

In thiswork, we explore the factors affecting publication of the
outcomes of individual clinical trials through the tool of
predictive modeling of clinical trial—publication outcomes based
on alarge data set of clinical trials and associated literature.
The adoption of this approach provides a mechanism for both

https://www.jmir.org/2022/12/e38859

predicting the publication outcome of a given trial and
identifying the key factors driving those outcomes.

Existing Work and Contributions

Publication Outcome Studies

Many studies have addressed the publication rates of clinical
trials and the factors influencing them. However, previous
studies used different statistical analysis methods to examine
the association between study characteristics and the publication
outcomeof aclinical trial. The available studies either analyzed
a small number of clinica trials (in the order of hundreds)
[3,7,14] or included only clinical trialswith specific popul ations
(eg, children or patients with cancer [5,15,16]). Conversely, in
our work, we focused on approaching the modeling of
publication outcomes through a predictive lens, although we
also provided a descriptive analysis to better characterize the
data set that we devel oped. Our analysis examined factors that
may affect the publication outcome without any constraints
regarding the population or medical speciaty and, therefore,
was more general.

A number of studies have focused on analyzing and remedying
the quality of linkage between Clinical Trials.gov and PubMed
[17-22]. The presence of incomplete links may hamper efforts
to measure publication and outcome reporting biases and
identify relevant trials for systematic reviews. As a result of
this, semiautomated methods that rank articles using natural
language processing (NLP) techniques and allow humans to
scan the top-ranked documents are valuable in supporting the
effective identification of clinical trial publications[17,18].

Factors Affecting Publication

A variety of factors have been identified as influencing
publication outcome, which can be summarized asfollows: (1)
large clinical trials and those with noncommercial funding are
more likely to be published [8,13,23]; (2) industry-funded
clinical trials are less likely to appear as publications [7]; (3)
the likelihood of publication is associated with the direction
and significance of study findings[11,24], although whether to
assign this publication bias to rejection by journals or the lack
of time and interest by the investigators has been disputed [7];
(4) place of conduct of the research may affect the odds of
publication [23]; (5) some fields have higher publication rates,
for example, neurology and psychiatry [13] (thismay in certain
cases be related to the existence of subareas, eg, vascular
neurology, with niche journalsallowing for easier dissemination
[25]); and (6) lack of time and resources by the authors, and
even disagreement between coauthors, have been mentioned as
potential factors in the literature [26] but are not captured
directly in the description of clinical trials and, therefore, are
difficult to quantify.

Completion Status and Drug Approval Studies

Although we are not aware of any work that analyzes
publishability within a predictive framework, several related

JMed Internet Res 2022 | vol. 24 | iss. 12| €38859 | p. 2
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

problems have been treated as classification problems[27-29].
One such task is predicting the completion of a clinical trial.
Noncompletion can be seen assimilar to nonpublication in terms
of undesired consequences. A clinical trial that isnot completed
typically till involvessignificant financial resources, soit would
make sense to ensure that decision makers are aware of the
likelihood of termination or nonpublication in the early stages
of aclinical trial, potentially allowing for changesin the study
design. Admittedly, having such predictive power would mean
that the decision makers are shouldered with the additional
responsibility of considering the potential for nonpublication
and have the ability to interpret the output of such predictive
models. Care would also need to be taken on an ongoing basis
to mitigate potential biasesin the model and its use [30,31].

Another task related to publication outcome prediction is
whether adrug intervention studied in aclinical trial will result
in the approval of the drug. Machine learning (ML) over
structured data has been explored in this context [32-34], relying
on features pertaining to drug and trial characteristics as well
asthose covering commercial figuresrelating to indication. Lo
et a [33] proposed a large data set consisting of approval
outcomes of >6000 drug-indication pairs across almost 16,000
phase-2 trials. Although thisrepresentsthe largest data collection
for applying supervised ML to drug approval, our task was more
genera (concerning clinical trials without needing to identify
drug-indication pairs), alowing us to include an even larger
number of clinical trials paired with publication outcomes.

In contrast to descriptive studies on publication status, studies
on trial completion and drug approval do include textual inputs
from trial descriptions in the modeling, which leads to better
sensitivity and specificity than using structured features alone
[27,35]. These studies generally use relatively simple methods
to represent text. Elkin and Zhu [27] included word-embedding
features [36,37] in predicting trial completion but only used
static word representations rather than more advanced
contextualized word representations derived from pretrained
language models [38,39]. In drug approval prediction, features
constructed over unstructured input data have been studied by
Feijoo et a [35], who focused on predicting drug transitions
across clinical trial phases. The authors used simple pattern
matching to develop an eligibility criteria complexity metric
defined in terms of the number of inclusion and exclusion
criteria. Although these criteria were shown to be useful (a
higher number of criteria has been connected with ahigher risk
of trial failure), their representation is till rather rudimentary.
In our work, we included the eligibility criteria using
state-of-the-art NL P techniques that can capture the meaning
of the eligibility criteria.

Contributions

We constructed and made available anew data set that provides
publication outcomesfor trialsregistered in Clinical Trials.gov.
It isthe largest data set of its kind to date.

Predicting the publication status of a clinical trial using
numerical, categorical, and textual input featuresinasingle ML
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model leads to a classification performance of an area under
the curve (AUC) of >0.7. We found that textual descriptions of
registered trials are an important source of information and are
effectively represented using NL P techniques.

We identified a lack of studies investigating publishability
within a predictive framework. Thus, we confirmed severa
factors known from descriptive studies to influence the
publication outcome and identified new ones from textual
descriptions of clinical trias (eg, eligibility criteria). Our work
lays the foundation for a technology that would support trial
planning and decision-making by providing, for a given trial,
the prominent features that lead to a particular publication
outcome. How such technology can best benefit trial devel opers
in increasing the value of their prospective study should be a
subject of future research.

Methods

Constructing a Data Set Automatically

We used 2 primary resources in our work: the largest available
registry of clinical trials, Clinical Trials.gov, and MEDLINE, a
bibliographic database of academic journal articles. For both
data sources, we used the data dumps in XML available as of
the start of our study in August 2020 [40,41]. To find out which
clinica trials were actually published, we adopted a 2-step
procedure and took the union over clinicd tria-publication links
found at each step. Thefirst step recognized al PubMed article
IDs directly listed in the registry of clinical trials. However, as
some clinical trials lacked thisinformation, we a so looked for
clinical tria—related information within the publications
themselves (second step). We located that information in
MEDLINE inside the databank list, from which we retrieved
the clinical tria identifier provided that the databank name
equaled “clinicaltrials.gov.” To consider a trial published, we
required that there be at least one publication associated with
it in MEDLINE. If a tridl had more than one associated
publication, additional pairs were created for each publication.

The final result was a map between clinica trial 1Ds and
PubMed article ID values (trial-publication map). In our data
set, the number of clinica trials that had an associated
publication was 74,394, and there were approximately 275,000
clinical trials without publication, totaling approximately
349,000 trials (data set A). We illustrate the data creation
procedure in Figure 1. We made the mapping openly available
to promote further work on this topic.

The complete list of datafields and model features used in our
work is shown in Table S1 in Multimedia Appendix 1 [42].
Although most of the features were obtained directly from the
trial file, information such as the number of research sites and
the number of primary or secondary outcomeswas not explicitly
stated. Therefore, we added those features as they pertain to
clinical trial design and may contain animportant signal for the
prediction of publication status.
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Figure 1. Dataset construction.
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The data set used in our descriptive analysis and predictive
modeling (data set B) was based on selecting the instances that
satisfied a few additional criteria. Specifically, we filtered out
datainstancesthat did not satisfy the following two conditions:
(2) the study had both started and been completed, with known
start and end dates and without “anticipated” status (as the
information about aclinical trial may be updated several times
after registration, such as updating the enrollment field, which
indicates the planned number of participants, the information

https://www.jmir.org/2022/12/e38859
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remains stable after completion, thus increasing the
representativeness); and (2) the completion date of the study
was | ater than 2006 (to remove older studieswhoseinformation
was less complete) but earlier than 3 years before our data
collection (to alow time for publication, similarly to Jones et
al [7] and Ross et al [3]).

Performing these steps reduced the size of the data considerably.

The resulting data set was used to obtain the descriptive
statistics.
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In addition, we constrained the type of study to beinterventional
to obtain the data set used in predictive modeling (data set C).
We decided to exclude observational studies as they are less
common and are characterized by several features that are
different from those of interventional studies.

To emulate the real-world scenario of predicting publishability
of futuretrials, we partitioned the data such that the completion
dates of all trialsin the test set postdated those in the training
data set. This aso made the task more challenging as we could
expect previously unseen interventions in the test set. Finally,
we removed all features from each trial record that would not
have been known at the time of registration of thetrial, such as
the trial duration and results. Although including them would
simplify the prediction, it would also makethetask lessredlistic.
By comparison, we notethat, in the related ML task of the drug
approval prediction work by Lo et al [33], the authors assumed
that the same information about clinical trialsis accessible. As
thesefeatures are found to be strong predictors of drug approval,
the predictive performanceislikely to suffer inthe morerealistic
scenario of thisinformation not being available.

As the number of unpublished clinical trials in data set C was
much larger than that of published clinical trials, we randomly

Wang et al

undersampled the unpublished trials for our publication
prediction experiments. We performed the undersampling by
stratifying per completion year, keeping roughly equal
percentages of positive and negative labels in each year. Note
that we performed this step for the training set only, preserving
the real-world label bias in the test set, again to make the task
asfaithful to reality as possible.

Manually Constructed Test Set

The aforementioned data construction approach provided a
large-scale data set that allowed us to analyze and predict the
publication status at scale using ML models. However, some
links between clinical trialsand publicationsmay beincomplete,
aswe mentioned in the Existing Work and Contributions section.
Therefore, we gathered datafrom 3 previoudy published studies
[3,18,20] that included manual publication status annotations
(see Table 1 for the statistics). Although the scale of these
annotations was smaller than in our automatically constructed
data set, because of human effort, it was less likely that the
publication of aclinical trial would go unnoticed. We used this
data set as an additional test set and also made it publicly
available with the permission of the original authors[43].

Table 1. Datafrom previously published studies. A total of 5 studies were included in more than one original work but received the same annotation.
Owing to this, the size of the resulting test set was less than the sum of the sizes of the individual data sets.

Size Proportion of positive labels (“published”) out of all
Rosset a [3] 630 0.54
Zarinet al [20] 148 0.23
Dunn et a [18] 199 0.45
Combined 972 0.48

M odeling Approach

To study factors associated with publication status and learn to
predict whether a clinical tria islikely going to be published,
we created 3 types of features for our models: numerical,
categorical (both can be seen as structured inputs), and textual
features. The textual features encode a wealth of information
that augments the structured information and have the potential
to improve predictive modeling, but they are also potentialy
much noisier. An example of textua fieldsthat can beindicative
of publication status are the inclusion and exclusion criteria. A
possiblelink between eligibility criteria, sample size, significant
effect, and publication status has been pointed out by Elkin and
Zhu [27]. NLP techniques allowed us to extract and represent
thisinformation in apredictive model aswell as highlight which
textual features are important.

As a simple baseline, we used a k-nearest neighbor classifier
that only used numerical and categorical features (with no
text-based features). At test time, the classifier predicts the
predominant label among k training instances that are closest
to the test instance in terms of Euclidean distance. Through a
random search over various values of k, we settled on k=460.

https://www.jmir.org/2022/12/e38859

We trained and evaluated 2 different models that incorporated
textual features: a random forest (RF) classifier and a neural
network (NN).

For RF, a standard approach to include textual inputs is to
convert them into numeric word vectors, extracting both
unigrams and bigrams. These terms are weighted using term
frequency-inverse document frequency (Schiitze et al [44]),
whereby the frequency of aterm in a document is divided by
the proportion of documents that that term appears in within
the data set to down-weight common terms. We thresholded
the vocabulary by selecting the 20,000 most frequent terms. We
used the one-hot encoding method to represent categorical
features and included numeric features without additional
adaptation. Wereport other RF detailsin Multimedia Appendix
2.

Inthe NN, the categorical features are embedded using aweight
matrix that israndomly initialized and updated during training.
The textua inputs (examples are included in Table 2) are
embedded using pretrained language models that output
context-dependent token activations [39], as explained in more
detail next.
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Table 2. Examples of selected textual features from clinical trial metadata.

Feature name and identifier

Textua excerpt

Brief title
NCT01309919
NCT00230971

NCT01364948

Brief summary

NCT01309919

NCT00230971

NCT01364948

Inclusion criteria

NCT01309919

NCT00230971

NCT01364948

Participant condition

NCT01309919
NCT00230971
NCT01364948

Bleeding Patterns and Complications After Postpartum |UD Placement: a Pilot Study

Study Comparing Tigecycline Versus Ceftriaxone Sodium Plus Metronidazolein Complicated I ntra-abdomina Infection
(clAl)

Effect of Coconut Oil Application in Reducing Water Loss From Skin of Premature Babies in First Week of Life
(TEWL) (TopOil Tewl)

The purpose of the study is to determine the feasibility of placing the levonorgestrel-releasing intrauterine system
(LNG - IUS, Mirena®) post-delivery. The investigators will gain information about complications at the time of
placement; theinvestigatorswill aso examinethe expulsion rate, side effects, bleeding patterns and subject satisfaction
at various time periods after insertion.

Thisisastudy of the safety and efficacy of tigecycline to ceftriaxone sodium plus metronidazol e in hospitalised subjects
with clAl. Subjects will be followed for efficacy through the test-of-cure assessment. Safety evaluations will occur
through the treatment and post-treatment periods and continue through resolution or stability of the adverse event(s).

The skin of newborn infantsisimmature and ineffective as a barrier. Preterm skin exhibits even more vulnerability
to the environment due to poor self regulatory heat mechanisms, paucity of fatty tissue and itsthinness. Most preterm
babies lose up to 13\% of their weight as water loss from their skin during the first week of life. Many strategies have
been utilised by neonatol ogists to decrease this water loss. Oil application on the skin can act as a non permeable
barrier and can help in reducing water loss from the skin. Edible coconut oil, often used for traditional massage of
babies by Indian communities, is culturally acceptable and Hence the investigators decided to undertake this study to
objectively assess the reduction in water loss from skin after oil application

Age 18 years or older, speak either English or Spanish, desire to use an IUD as their postpartum contraception (IUD
arm), do NOT desire an IUD astheir contraception (Diary Only arm), plan to deliver at Baystate Medical Center

Clinical diagnosis of complicated intra-abdominal infection that requires surgery within 24 hours. Fever plus other
symptoms such as nausea, vomiting, abdominal pain.\\

All preterm babies born at the study center with birth weight 1500gms were eligible for inclusion in the study.

Postpartum period
Appendicitis, cholecystitis, diverticulitis, intra-abdominal abscess, intra-abdominal infection, and peritonitis

Trans Epidermal Water Loss (TEWL)

Keywords
NCT01309919
NCT00230971
NCT01364948

Intra-abdominal infections, abscess

Intrauterine device, Mirena, levonorgestrel intrauterine system, postpartum contraception

Preterm, VLBW, coconut oil application, transepidermal water |oss, weight gain

We evaluated the RF and NN classifiers that used textual
features compared with those without, in which only structured
features were used.

We opted for 2 different encoders: Bidirectional Encoder
Representationsfrom Transformers (BERT) [39], pretrained on
general-domain English corpora, and BERT for scientific texts
(SciBERT) [38], pretrained on the biomedical domain. We used
the same idea as Adhikari et al [45], who took the hidden layer
output at the sentence-level classification level as the
representation of the document. In addition, we used the hidden
outputs of the 3 last layers[46] asinputsto the top dense layers
of our classifier. To refine the model’s representational capacity,
weincluded 2 additional sources of information: positional and
segmental. For the first one, a trainable positional embedding
[47], which isuniqueto each token, isadded to the token vector
to endow the model with a sense of word order. For the second

https://www.jmir.org/2022/12/e38859

one, a trainable segment embedding helps the encoder
discriminate between the multiple, independent textual fields
(Table S1 in Multimedia Appendix 1) that are passed to the
model as one long string of text. We found the interchangeable
segment scheme illustrated in Figure S1 in Multimedia
Appendix 1 to work best. Another variation represents each text
field with a different segment embedding but works less well,
although the difference is small. In addition, an aternative
scheme for positional embeddings in which the embedding
index isrestarted with each text field yields similar results. We
took inspiration for that from Herzig et a [48], who used
positional embeddingsin the context of table parsing to enhance
input structuring.

A limitation of the original BERT architectureisthat it can only
accept sequences of up to 512 tokens. Therefore, we needed to
truncate the textual inputs exceeding this limit. We started by
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selecting the first n=512/T tokens of each field (T being thetotal
number of textual fieldsto encode). As some textual fields can
be shorter, we progressively raised n across al fields until we
reached the maximum number of tokens. Finally, the parameters
of the encoder were fine-tuned jointly with the remaining NN
parameters on our publication outcome prediction data set,
minimizing the cross-entropy loss during training.

In addition to adopting the standard BERT model in the NN,
welooked at 2 adaptations of thetraining regime: aspecial case
when the encoder parameters are left unchanged during training
(named “frozen” in thetable of results) and amodel that receives
cased text asinput (“cased”; ie, text that has not been previously
lowercased), thelatter being the most common practice. Finally,
for RF, we tested an adaptation that, instead of the term
frequency-inverse document frequency encoder, uses language
model representations previoudy induced in the text. These
representations were kept fixed throughout the training and
testing phases.

Evaluation Details

We evaluated the predictive performance using the F;-score
measure (F; =2 x [P x R/ (P + R)]), which is the harmonic
mean of precision (P=TP/[TP + FPJ; the proportion of trials
predicted as published out of all predictions, where TP are true
positives and FP are false positives) and recal (R=TP/[TP +
FNJ; the proportion of trials predicted as published out of all
published trials, where FN arefal se negatives). We also reported
the areaunder the receiver operating characteristic curve (itself
indicative of the trade-off between recall and false-positive rate
at various thresholds over the predicted probabilities), which
was useful in summarizing the classifier’s ability to distinguish
between classes via a single figure of merit.

Figure 2. Thedistribution of publication times in months.
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Results

Descriptive Analysis

Overview

To obtain aclear idea of the publication ratein our data set, we
plotted the number of published and unpublished studies per
year, as shown in Multimedia Appendix 3. We observed that
the number of registered trials was monotonically increasing
(with >20,000 trials registered in 2016), but the number of
published trialsincreased less strongly. For trialswith an earlier
completion year, the publication rate was approximately 45%,
whereas, for later trials, it decreased by approximately 10%.
For comparison, existing studies on publication rates reported
highly variable publication percentages, up to 77% in Huiskens
et a [6] and aslow as 11% in Chen et a [9] depending on the
medical area and length of follow-up considered.

Furthermore, we examined the time needed to publish.
Analyzing only the published studies, we found a median time
to publish of 27 months. We show the distribution of publication
times in Figure 2. For a smaller number of trials, it can take
much longer to publish, as seen by the long tail on the right of
the plot. The previous studies generally reported shorter times
of approximately 19 to 23 months[3,9,16].

An additional way of analyzing publication time is to plot the
probability that a study will go unpublished for an interval
longer than sometimet. We borrowed here atool from survival
analysis, the Kaplan-Meier plot. By analogy, the survival time
in our case represents the time that a clinical trial remains
unpublished, and the relevant event is the publication. Some
individuals (clinical trials) may be lost to follow-up (right
censoring), which is also considered by the method. We seeiin
Figure 3 that, when given avery short period (eg, afew months
after completion), the chance is till high that the trial will not
be published. When given more time, the probability of
nonpublication drops, although it remains fairly high even for
very long intervals (at 80 months, it is still >70%).
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Figure3. A Kaplan-Meier (KM) plot representing the probability (y-axis) that atrial will go unpublished for longer than the number of months shown

on the x-axis.
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Association Between Publication Outcome and
Categorical Features

To analyze the rel ationship between afeature and the publication
outcome, we applied the chi-squaretest (in line with the related
literature[8,9,14,16,23,49,50]) but, because of its sensitivity to
the sample size [51,52], we also carried out the Cramér V
association test for discrete variables. In this analysis, we
followed the related work and focused on categorical features
only. In the Predictive Performance section, we analyze the
importance of all feature typesin predictive performance. The
results for all categorical features are shown in Table 3. The
features with the highest values of V include the overall status
(eg, a value such as “ Suspended” may be indicative of future

https://www.jmir.org/2022/12/e38859
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publication), whether the resultswere reported, enrollment type
(anticipated vs actual), and the phase of the trial (when
calculating the odds ratio over different phases of the trial, we
found that trials in phase 3 were 2 times more likely to be
published than trialsin other phases). By contrast, some features
such as the type of observational study (retrospective,
prospective, or cross-sectional) and the class of funding agency
(US National Institutes of Health, other US Federal agencies,
industry, or other) can hardly be associated with publication
status. The latter example is particularly surprising as most
previous works have reported that the source of funding is a
strong indicator of publication status [8,23,50], with the
exception of Gandhi et al [14].
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Table 3. Strength of association between categorical features extracted directly from structured metadata associated with clinical trials and publication
status. For the definition of each feature, see Table S1 in Multimedia Appendix 1.

Feature name Chi-square P value Cramér V
overall_status .001 0.26
were_results reported .001 0.157
enrollment_type .001 0.153
Phase .001 0.126
plan_to_share ipd .001 0.095
intervention_type_behavioral .001 0.06
has_dmc .001 0.056
intervention_model .001 0.053
intervention_type diagnostic_test .001 0.047
has_single facility .001 0.044
intervention_type device .001 0.039
Country .001 0.035
study_type .001 0.034
Allocation .001 0.026
primary_purpose .001 0.025
is fda regulated device .001 0.023
Masking .001 0.022
intervention_type dietary supplement .001 0.021
intervention_type_biological .001 0.019
Gender .001 0.018
intervention_type _combination_product .001 0.017
intervention_type_other .001 0.016
intervention_type radiation .001 0.013
sampling_method .001 0.013
intervention_type_drug .001 0.012
intervention_type_procedure .001 0.012
observational_model .002 0.012
is us_export A3 0.011
responsible_party_type .001 0.011
intervention_type_genetic .001 0.01
healthy_volunteers .001 0.009
is fda regulated drug .001 0.009
observational_prospective 14 0.006
agency_class 32 0.002

Predictive Per for mance

Overview

The main results of our predictive models for data set C are
shown in Table 4. Interestingly, the k-nearest neighbor baseline
already set a high bar for the use of structured inputs. We see
that the best performance on the test set was achieved with the
models that used textual information. The 2 evaluation metrics
show slightly different trends (ie, when looking at F;-score, the

https://www.jmir.org/2022/12/e38859
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neural models using BERT-based representations performed
better than the RF classifier using the bag-of-words
representation); however, according to AUC, the RF classifier
outperformed different variants of the neural model. Judging
by theimprovement obtained when including the textual features
in both models, the NN model makes more effective use of
these features. We found that the difference between the NN
model using only structured features and the NN model using
SciBERT-encoded text features was statistically significant at
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P<.001 (statistic value: 778.4), measured with the McNemar
test for binary classification tasks [53]. Although it had a
considerably lower performance compared with the RF classifier
when including only the structured features, the performance
difference between the 2 models vanished when including the
textual features. For the neural model, choosing a BERT model

Table 4. Resultsfor publication prediction®.

Wang et al

with abetter domainfit (ie, SCIBERT) appearsto boost F;-score,
but the differences are too small to make ajudgment in the case
of AUC. We include the precision-recall curves in Figures 4
and 5, calculated using the predictions of the model that tested
best in terms of F;-score (ie, NN with structured and SciBERT
textual features).

Method Input Validation Test

F,-score AUCP F,-score AUC
K-nearest neighbor Structured 0.592 N/AC 0.611 N/A
REd Structured 0.64 0.701 0.614 0.704
RF Structured-+text (TF-IDF®) 0.656 0.721 0.623 0.719
RF Structured-+text (SCiBERT') 0.65 0.709 0.63 0.711
NNY Structured 0.611 0.672 0.607 0.612
NN Structured+text (frozen SciBERT) 0.642 0.689 0.63 0.696
NN Structured+text (SCiBERT) 0.648 0.708 0.641 0.7
NN Structured+text (cased SciBERT) 0.641 0.697 0.637 0.701
NN Structured-+text (BERT") 0.64 0.699 0.633 0.7

Al models use categorical and numerical features (“structured”). When textual features are added, this is marked with “+ text” As the k-nearest
neighbor classifier does not output probabilities, we cannot calcul ate the area under the curve.

BAUC: area under the curve.

°N/A: not applicable.

9RF: random forest.

®TF-1DF: term frequency-inverse document frequency.

fSGIBERT: Bidirectional Encoder Representations from Transformers model for scientific texts.

9NN: neural network.
PBERT: Bidirectional Encoder Representations from Transformers.

Figure4. Precision-recall curvefor the positive class (publication) using the neural network model with structured and textual featuresfrom aBidirectiona
Encoder Representations from Transformers model for scientific texts. AP: average precision.
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Figure 5. Precision-recall curve for the negative class (nonpublication) using the neural network model with structured and textual features from a
Bidirectional Encoder Representations from Transformers model for scientific texts. AP: average precision.
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Factors Affecting Publication

To determine which features play a key role in prediction, we
used a feature permutation technique to obtain the features
ranked by their respective drop in performance. We performed
this analysis using RF only because of faster inference times.
The classifier is trained once; then, at test time, a corrupted
representation of afeature is obtained by shuffling its possible
feature valuesin the test set. After that, the model is applied to
the test set, and the drop in accuracy is calculated compared
with the performance on the noncorrupted data set. We only
corrupted one feature at atime and repeated the process for all
features. The entire process was performed 5 times using
different random seeds for shuffling, after which the reported
scores were averaged.

The results, organized according to feature type, are shown in
Table 5. The most significant numerical feature is the number
of enrolled participants, with a possible explanation being that
it may affect the reiability of the results (thus ultimately
increasing the odds of publication). Similarly, alarger number
of facilities has been linked to higher publication rates[8]. The
number of outcomes indicates the size and complexity of the
study, which may in turn also affect publishability. For textual

https://www.jmir.org/2022/12/e38859
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inputs, the narrative describing thetrial (the detailed description
and brief summary) as well as the eligibility criteria are the
strongest features. We observed that some textual features
contained overlapping information. For example, the brief title
could be subsumed into the officia title. The same word often
occurred in different inputs, and this redundancy can beastrong
indicator for predicting publication status. For example, when
we measured the importance of the words in RF using the
impurity criterion of our RF implementation [9], we found that
the presence of randomized (occurring in both the official title
and detailed description) was a strong discriminator between
published and unpublished studies.

In the case of categorical inputs, we found similar features to
be important, as mentioned in the Descriptive Analysis section,
including the country of the main institution (“country”) and
whether the study had a data monitoring committee (“hasdmc”).
However, some features that were found to be important in our
descriptive analysis and in the prior work were less important
in the predictive approach (eg, the phase of investigation
[“phase’], the allocation of participants to trial arms
[“allocation”], and the method used to assign an intervention
to participants [“intervention model”]).
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Table5. Thedrop in accuracy after permuting the values of afeature as measured with random forest using term frequency-inverse document frequency
representation of text. The values for each feature type are ranked in decreasing order, so the most important features are mentioned first.

Feature type and feature Drop in accuracy
Numerical
number_of_facilities 0.007364
outcome_counts_secondary 0.004911
outcome_counts_others 0.004068
outcome_counts_primary 0.003702
number_study_directors 0.003518
number_study_chairs 0.003359
minimum_age 0.003235
number_principal_investigators 0.003157
maximum_age 0.002719
number_of_arms 0.000985
Textual
detailed_description 0.010193
brief_summary 0.008551
criteria_Exclusion 0.008313
criteria_Inclusion 0.004971
official_title 0.003428
brief_title 0.001433
Source 0.001342
responsible_party _keywords 0.001064
participant_condition 0.00064
Categorical
has_single facility 0.004591
intervention_type Behaviora 0.004211
primary_purpose 0.003914
Country 0.003804
intervention_type Biological 0.003643
is fda regulated device 0.003376
is us export 0.003333
intervention_type Diagnostic_Test 0.003322
intervention_type_Combination_Product 0.003322
intervention_type_Genetic 0.003322
is fda regulated drug 0.003321
intervention_type_Procedure 0.003205
has_dmc 0.003185
intervention_type_Other 0.003144
intervention_type Radiation 0.003144
intervention_type Device 0.003078
Gender 0.003012
responsible_party_type 0.002925
intervention_type Dietary_Supplement 0.002873
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Feature type and feature Drop in accuracy
plan_to_share ipd 0.002819
healthy_volunteers 0.002607
intervention_type Drug 0.00227
agency_class 0.001854
Phase 0.001426
Allocation 0.001347
intervention_model 0.00131

Performance on the Manually Verified Test Set

As an additional experiment, we took the model that achieved
the highest F;-score on the automatically constructed data set
(NN with structured+text [ SCiBERT] input features) and applied
it to the test set built from the manually verified publication
links introduced in the Manually Constructed Test Set section.
We measured an F;-score of 55.9 and area under the receiver
operating characteristic curve of 58.6. To better understand this
drop in performance with respect to automatically obtained test
sets, we calculated a confusion matrix, which revealed that the
model too eagerly predicted “publication” (ie, it wasmorelikely
to commit atype-1 error [afalse positive, 272/972, 28% of the
time] than atype-2 error [afalse negative, 146/972, 15% of the
time]). As the test data consisted of 3 subsets, there might be
important individual variationsin the performance that we need
to consider. Indeed, splitting the results according to each subset

(Table 6), we noticed that the subset from Zarin et a [20]
showed lower performance than the subsets from Ross et a [3]
and Dunn et a [18], both with similar performance. Our
explanation is that these subsets contain varying proportions of
positive labels, which, if different from those seen during
training, will negatively affect the test performance. Specifically,
the Zarin et al [20] subset has only 23% (34/148) of positive
labels compared with approximately 50% (410/824, 49.8%) in
the remaining subsets. Understandably, the model that was
trained on roughly equal portions of positive and negative
instances overpredicted the positive classon the Zarin et al [20]
subset, and almost all modeling mistakes in this case were due
to false positives (78/87, 90% compared with 9/87, 10% of false
negatives). We found that this negative effect vanished when
the model was retrained with a similar ratio of positive to
negative instances. We used the nonbalanced version of our
training data set (data set C in Figure 1).

Table 6. Data statistics and performance on the subsets of the manually verified test set.

Rosset a [3] Zarinet al [20] Zarin et a [20] with nonbalanced training set Dunn et al [18]
Percentage positive® 54 23 23 45
F1-score 58.4 43.4 58.2 55.0
AUROCY 62.3 52.6 535 60.4

8percentage positive represents the percentage of instances bearing the positive label (published) out of all instances.

BAUROC: area under the receiver operating characteristic curve.

Discussion

Limitations

Although our work established at scale the various attributes
associated with ahigher publication rate and the positive impact
of including textual descriptionsof clinical trialsin apredictive
framework, afew additional considerations are necessary.

The qualitative performance of an ML model is sensitive to the
quality of the underlying data that are used for training and
testing, and predicting publication successisno different. When
constructing our data set, we noticed that incorrect information
existed in the tria registration entries (eg, the estimated
completion year may be set to 2099). In addition, the current
status of the study (eg, ongoing, compl eted, or terminated) may
not be always up to date, and thisis similar for other registered
information. Incompleteness and incorrect information in
ClinicalTrials.gov have been examined in the literature
[7,54-56], but the precise extent of thisis unknown and difficult

https://www.jmir.org/2022/12/e38859

to estimate, and it would require substantial manual effort to
reveadl it. We see noise as an integral part of learning from large
data collections, similar to the related work (Existing Work and
Contributions section) that uses structured resources such as
Clinical Trials.gov [27-29,32-34] and to the work on learning
under distant supervision [57-59]. Asour classifiersused avery
large number of training instances and each instance is
represented using multiple features, the effect of occasional
noise is deemed small.

Another potential source of noise in our automatically
constructed data set could stem from the linkage between clinical
trialsand their publications, which is established automatically
and, hence, proneto incorrect or missed links. The data set was
also limited to studies that were publicly available and indexed
in public resources. Although conference abstracts and other
gray literature resources may provide additional context onftrial
outcomes, they are not typically considered to be formal
publications and require ad hoc strategiesfor collection that are
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beyond the scope of our study. Overall, the results presented
reflect the most realistic scenario possible based on accessible
resources.

Finally, amore general limitation in the modeling of publication
outcomes is that it is difficult to capture and quantify the
influence of factors that are not available in trial registries but
would otherwise be useful, particularly for understanding
nonpublication, for example, whether investigators did not have
enough time to publish and instead focused on other tasks,
whether there were changing interests or disagreements between
coauthors, whether researchers believed that a journal was
unlikely to accept their work, and whether financial problems
or other contractual issues prevented publication [15,60-62].
Although such information is obtainable from study authorsin
principle, it would be extremely difficult to carry out such
information acquisition at scale, and it isnot currently available
in public resources.

Impact

In this study, we sought to simulate a real-world situation in
which aprospective estimate isdesired regarding the publication
outcome of aclinical trial. To this end, we carried out a set of
experiments on the newly created data set that linked clinical

Wang et al

trial records from the period of 2007 to 2016 with their
publications, if they existed, with afollow-up period of 4 years.
The resulting data set represents the largest such collection
available to date. We have shown how a combination of
heterogeneous features—including text features derived from
the clinical trial registry record—can lead to a classification
performance of >0.7 AUC; this means that, if one randomly
selectsacasethat ispositive (ie, atrial that will eventually lead
to publication), there is at least a 70% chance that the case is
also classified as such. This technology has strong potential to
be usedintrial design. It can provide a prospective estimate of
publishability in the early stages of a clinical trial when the
properties of the study design and environment are aready
known, more broadly giving an indication of the viability of
the trial. The tool could reveal to trial developers the different
areas suggestive of lowered publication chances (and, by
extension, of a reduced value of their study) before wasting
resources unnecessarily. In future work, we will explore the
incorporation of this model into a system that can effortlessly
and in a human-friendly way provide, for a given tria, the
prominent features that lead to a particular outcome, aswell as
indicate the reliability of the classifier's decision, to support
trial planning and decision-making.
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Abstract

Background: Although blood is an indispensable and important resource for clinical treatment, an imbalance between supply
and demand may occur as the population ages and diversifies. Studies indicate that repeat blood donors are safe blood sources
because of their voluntary blood donation education and frequent blood screening. However, the high rate of reduction in the
number of first-time voluntary blood donors and low rate of repeated blood donation are common problems worldwide.

Objective: This study aimed to evaluate the effect of an intervention in nonregular blood donors using web-based videos and
SM Stext messages, in which the former was guided by the extended theory of planned behavior, to discover effectiveintervention
methods to improve repeat blood donation rates among nonregular blood donors.

Methods: A total of 692 nonregular blood donors in Zhejiang province were randomly divided into intervention and control
groups. The control group received regular, short reminder messages for a6-month period, whereas theintervention group received
web-based videos on the WeChat platform. The intervention group was guided by an extended theory of planned behavior, which
included 9 factors: the respondents’ attitude, subjective behavioral norms, perceived behavioral control, the willingnessto donate
blood, outcome expectations, self-identity, blood donation—related anxiety, cognition of the blood donation environment, and
previous blood donation experience. The intervention group was divided into 2 stages: those with an intervention at 3 months
and those with a follow-up 3 months later. After 6 months, the redonation rate was evaluated for the 2 groups, and the scale in
theintervention group was determined both before and after theintervention. A t test, chi-square test, logistic stepwiseregression,
and ANOVA were performed.

Results: Theintervention group’sredonation rate was 16.14%, which was significantly higher than the control group’s redonation
rate of 5.16%; P<.001. Men who were aged 31 to 45 years and had donated blood twice had a higher redonation rate after the
web-based video intervention than after the SMS text messages; P<.05. The repeat donors’ improved blood donation anxiety
(P=.01), outcome expectations (P=.008), and cognition of the blood donation environment (P=.005) after the intervention were
significantly higher than those of the nonrepeat donors.

Conclusions: The web-based short video intervention based on the extended theory of planned behavior can effectively improve
redonation rates. Outcome expectations, blood donation anxiety, and cognition of the blood donation environment can directly
influence irregular blood donors to redonate bl ood.

(J Med Internet Res 2022;24(12):€37467) doi: 10.2196/37467
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Introduction

Background

Although blood is an indispensable and important resource for
clinical treatment, an imbalance between supply and demand
may occur as the population ages and diversifies [1]. Studies
indicate that repeat blood donors are safe blood sources because
of their voluntary blood donation education and frequent blood
screening [2-4]. However, the high rate of reduction in the
number of first-time voluntary blood donors and the low rate
of repeated blood donation among are common problems
worldwide. The rate of repeated blood donation in Zhejiang
province from 2006 to 2015 was 30.8%, which was lower than
the global rate of 50% and fell within the average range of
24.3% to 38.8% in China[5]. Hence, acommon challenge—in
Zhegjiang province as well as nationadly and
internationally—involves the question of how therate of repeat
blood donations can be increased while ensuring an ample blood
supply and safety. Current research on the eval uation, prediction,
and behavioral intervention of repeated blood donation behavior
isinitsinfancy. Furthermore, the rel ationship between personal,
psychological, and socioenvironmental factors, among others,
and repeated blood donation behavior has been clarified, nor
has an authoritative eval uation system been devel oped to index
repeated blood donation intentions [6-8]. The literature has
primarily focused on changing blood donation knowledge,
attitude, and willingnessthrough education [9,10]. Most methods
involve traditiona SMS text messages, phone calls, and
brochures[11] and lack robustnessin methodol ogical reporting
[12] and intervention studies on repeated blood donation
behavior. Few studies have addressed prospective randomized
controlled trials of repeated blood donation intervention.
Objectives

The theory of planned behavior isthe most widely used theory
to explain behavioral motivation and has consistently
demonstrated the ability to predict blood donation intention and
behavior [13-17]. This theory posits that human behavior is
determined by 3 aspects: thefirst factor is the consequences of
a behavior and the evaluation of these results, which can
generate positive or negative attitudes toward the behavior. The
second factor comes from the normative expectations of others
and the motivation to follow these expectations, namely

https://www.jmir.org/2022/12/e37467
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normative beliefs, which lead to social pressure and subjective
norms. The resources and opportunities required for this
behavior, as well astheir ease of access, are the control beliefs
that lead to the third factor, that is, perceived behavioral control.
Although a mgjority of studies have confirmed that the theory
of planned behavior can effectively predict behavioral intentions
and can significantly improve the explanatory and predictive
power of behavioral research, such works also have various
shortcomings, such as the omission of socioenvironmental
factors and insignificant intervention effects[18,19]. Ajzen [20]
observed that if afactor was found to enhance the prediction of
an intention or behavior, the theory of planned behavior can
extend the factor, forming an extended theory of planned
behavior (ETPB). Therefore, this study’s initial stage first
considers a literature review and a Delphi expert consultation
based on the theory of planned behavior's4 dimensions: attitude,
subjective behavioral norms, perceived behavioral control, and
willingness. It also exploresthe expected outcome, self-identity,
and blood donation anxiety and environment and ultimately
formsan ETPB; further research isincorporated to form arepeat
blood donation intention—assessment scale with this theory as
the overall guiding framework (Textbox 1).

The “Statistical Report on Internet Development in China”
indicates that as of December 2020, China's short videos
reached an audience of 873 million people or 88.3% of all
netizens [21]. The widespread popularity of these short videos
suggeststhat people generally accept and enjoy them. Currently,
videos are widely used in behavioral health interventions, such
as patient education for different diseases and patient family
care [22-28], but few studies have examined their application
in blood donation environments. On the basis of the previous
research results on the factors influencing repeated blood
donation as guided by the ETPB [28-30], this study designed
short videos based on the ETPB; these short videos were
presented on the web to nonregular blood donors as repeated
blood donation interventions. An exploratory, prospective,
randomized, and controlled experiment was conducted to
analyze the changes in intermediary variables before and after
theintervention period. Theresultsfrom repeated blood donation
behavior were compared with those from the SM S control group
to not only analyze the intervention effect but also provide a
reference for empirica research in determining the next
intervention strategy to ensure repeat blood donation behavior.

JMed Internet Res 2022 | vol. 24 | iss. 12 | €37467 | p. 2
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Huet a

Textbox 1. Theinfluencing factor scale of repeated blood donation based on the extended theory of planned behavior.

Factors and the corresponding items
1. Attitude
a | think donating blood can save lives.
b. 1 think donating blood is akind of blood storage protection for me and my family.
c. | feel that giving blood demonstrates my courage.
d. | think many peoplein the hospital need blood transfusions and need me to donate blood.

2. Subjective behavioral norms
a.  Most of the people who are important to me think | should donate blood or donate again.
b. Most of the people who are important to me will support and encourage me to donate again.
c. Most people | know will evaluate me based on whether | donate blood or donate again.
d. | think donating blood is about everyone.

3. Perceived behavioral control
a  Thestandardized process of voluntary blood donation will not be infected with diseases.

b. 1 will pay attention to information on voluntary blood donations (such asthose presented on the television, internet, newspapers, or magazines)
and will actively acquire knowledge about voluntary blood donation.

Each voluntary blood donation of 200-400 mL isin the normal range and will not damage the body.

a o

I will take the initiative to donate blood because my family, friends, or colleagues donate blood.

e. | will encourage my family, friends, or colleagues to voluntarily donate blood.

f.  Itismy decision to donate blood or continue to donate blood again.

g. | can meet the necessary conditions, such as good health or a convenient time, among others, to increase the number of blood donations.
If the blood donation experience will be positive, | will donate blood or donate blood again.

i. If my family can prioritize transfusions as necessary after | donate blood, | will donate blood or donate blood again.

j. I'am confident | will overcome the factors that may prevent me from donating or continuing to donate blood.

k. The preferential blood donation policy affirmed and encouraged me.

|. inthenext year, | plan to donate blood (or donate again).

4. Blood donation willingness
a | believethat | will be able to donate blood or donate blood again within the next year.
b.  Blood donation souvenirs or awards will motivate me to donate blood or donate blood again.

c. Inthenext year, | will definitely donate blood (or donate again).

5. Outcome expectations
a  If | donate blood again, more patients will be treated.
b. If | donate blood again, | can set agood example for others.
c. If I donate blood again, | will gain more recognition and respect.
d. Voluntarily donating blood at regular intervals (6 months or more) is good for your health.

e. If you do not donate blood, or do not continue to donate blood, you are likely to regret it in the future.

6. Self-identity
a | amthetype of person who will donate blood (or continue to donate blood).
b. | believeit isappropriatein every way for someone like me to donate blood (or donate blood again).

c. Donating blood isaway of realizing one's self-worth.

7. Donation anxiety

a | am concerned that my physical condition does not meet the blood donation requirements.
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b. Dissatisfaction with the blood donation experience, whether when | have donated blood or heard from others, causes me to worry about

donating blood.

c. If I am asked to donate blood or donate blood again, | will feel distressed and anxious.

8. Cognition of the blood donation environment

a.  Theblood donation environment looks clean and comfortable.

b.  Theblood donation environment looks safe.
c. Theblood collection staff at the donation site are highly skilled.
d. Theblood donation site's hours of operation are convenient for me.

e. Theblood donation site's staff were friendly.

f.  Theblood donation site’s location was convenient for me.

g. | have seen promotional materials for blood donation in the media.

9. Previous blood donation experience

a  Haveyou ever felt unbearable pain when donating blood?

b. Haveyou ever experienced dizziness, weakness, or amild headache during or after donating blood?

c. Haveyou ever felt nervous when donating blood?

Methods

Resear ch Design

This was a prospective, single-blind, randomized study. SMS
text messages from the Zhejiang provincial blood management
information system were sent to eligible, nonregular blood
donors, inviting them to participate in the study. The text
messagesincluded an invitation letter and aresearch link. Blood
donors who were willing to participate could click the link to
obtain detailed information, such as the research objective and
content, notice of informed consent, and the research group’s
contact information. Participants were randomly assigned to
either aweb-based intervention group or a SMS control group.
Asblood donorsin Chinahave aminimum interval of 6 months
between donations, the study’s SMS control group received a
regular reminder SMS within the 6-month interval. The
web-based intervention group was analyzed across 2 phases:
theintervention period, or the first 3 months, and the follow-up
period, or the next 3 months. A baseline survey was conducted
using the scale before the intervention and reassessed using the
same scale at the end of the intervention period. This scale's
outcome measureswere the 9 ETPB factors: attitude, subjective
behavioral norms, perceived behavioral control, willingness,
outcome expectations, self-identity, blood donation anxiety, the
blood donation environment, and previous blood donation
experience. At the end of the 3-month follow-up period, blood
donation results of the intervention and control groups were
tracked using the Zhegjiang provincial blood management
information system. We hypothesized that the blood donors
who received the web-based intervention would donate again
more often than those in the SMS control group, as mediated
by increases in the 9 ETPB factors. The study protocol was
approved by the ethics review committee of the Zhejiang
provincial blood center.

https://www.jmir.org/2022/12/e37467

Study Participants, Exclusion and Inclusion Criteria,
and the Recruitment M ethod

According to the World Health Organi zation’ s definition, regular
blood donors are those who donated blood >3 times and at least
oncein recent year [31]. This study examines nonregular blood
donors; for the convenience of observation, theinclusion criteria
were blood donors aged 18 to 55 years, with current physical
conditions meeting the requirements for blood donation, and
who meet at least one of the following conditions: (1) donated
wholeblood in 2019 and did not donate again in 2020, consistent
with the category of “lost donor” or “those who donated blood
at least oncein the past 24 months but did not donate blood in
the past 12 months’ [32]; or (2) whole-blood donorswith fewer
than 3 blood donations and who have not donated blood in the
last 6 months, including first-time blood donors who had not
donated blood in the past. Respondents were excluded if (1)
their current physical condition did not meet the blood donation
requirements and (2) they were “regular” blood donors or had
donated blood at least 3 times and at least once in recent year.

According to the Zhejiang province's blood donation statistics
in 2017 based on the Zhejiang blood information system,
approximately 5% of blood donors had repeatedly donated blood
within 6 months after meeting the blood donation interval
requirement in Zhejiang province, or specificaly, the control
group’srepeat blood donation rate was 5%. This study assumes
that the intervention could consequently increase the repeat
blood donation rate by at least 109 [33]. To detect aminimum
10% difference between the control and intervention groups,
the repeat blood donation rate of the latter group was expected
to be 15%. Thetarget sample size of each group was calculated
to be 141 (0=.05, =.8). The estimated loss to follow-up rate
was 25%; thus, the minimum sample size of each group was
176.

From March 9 to 15, 2021, an invitation was texted to al the
research participantswho met theinclusion criteria. All the 751
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respondents who agreed to the invitation were coded by a (344 people) and SMS control groups (407 people; Figure 1).

computer and randomly divided into the web-based intervention

Figure 1. Flow diagram.

{ Enrollment }

Assessed for eligibility (n=751)

Excluded (n=0)

» ¢ Not meeting the inclusion criteria (n=0)
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}

v (
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Allocated to the intervention group (n=344)

+ Received the allocated intervention (n=285)

+ Did not receive the allocated intervention (eg
“Took too much time”) (n=59)

Allocated to the control group (n=407)

+ Received the allocated intervention (n=407)

+ Did not receive the allocated intervention
(n=0)

—
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Follow-Up W v

J

Lost to follow-up (Too busy working) (n=6)
Discontinued intervention (n=0)

Lost to follow-up (n=0)
Discontinued intervention (n=0)

Analysis ] v

A

Analysed (n=279)
+ Excluded from analysis (n=0)

M easurement

Web-Based | ntervention Methods

Two outcome indicators were used for the web-based
intervention: (1) the 3-month period from March 15 to June 15,
2021, was the intervention period, and the changes in the 9
influencing factors before and after the intervention were
measured using the same scale and (2) from June 15 to
September 15, 2021, the 3-month follow-up period after the
intervention period ended, included an investigation of whether
the participants donated blood again.

Baseline Measurement and Postintervention
Reassessment

Onthe basis of the previous research results, this study adopted
the“ Repeated Blood Donation Influencing Factors Scale Based
on ETPB” (or the“ETPB scale” hereafter) [30], which consists
of 9 factors and 44 items. The responses were measured on a
5-point Likert scale and ranged from “strongly disagree” to
“strongly agree.”” On March 15, 2021, the ETPB scale was sent
to the web-based intervention group to collect the participants

baseline data. On June 15, the day the intervention ended, the
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same scale was sent again to measure the postintervention
results.

Short Videos Based on the ETPB Elements and Short
Videos Regularly Sent on the Web

The primary web-based intervention method involved sending
weekly short videos, which were designed based on the ETPB
elements, and timely web-based responses to questions from
blood donors. This study used smartphones as the carrier
because they are characterized as convenient, low cost, and
unlimited by time and space, with positive effects, strong
communication ability, and high acceptance [34-37]. Moreover,
WeChat was chosen because it is easy to operate and free to
use and because China's mainstream social media platform is
the most widely used instant messaging tool [38,39]. This
study’s web-based intervention WeChat group was equivalent
to a small internet-based community. The respondents could
view this study’s videos in rea time, which facilitates the
reception and reading of information and reduces disturbances
to daily life while being highly interactive. The group could
publicly respond to various frequently asked questions, such as
those regarding blood donation locations and policies and how
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long after vaccination one can donate blood, and eliminate
similar doubts among other blood donors.

This study adopted group announcements, real-time
communication, and group agency methodsin WeChat groups
after sending videos. The respondents click abutton to complete
agroup chat after watching avideo to let the researchers know

Table 1. Web-based intervention videos' content and distribution schedule.
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that they have watched it. The short videos used in this study
were between 45 seconds and 2 minutesin length. Studies have
indicated that periodic reminders can encourage the occurrence
and persistence of healthy patient behaviors [40-42]. Table 1
displays this study’s short video content and the arrangement
of the web-based intervention group.

Intervention Corresponding short video content  Description Implementation date
factor
Attitude 1. Why donate blood? Letting blood donors understand the practical significance of donating Week 1
blood to save others and promoting change in blood donation attitudes,
from opposition and indifference to approval and understanding
Self-identity 1. College students’ blood donation  Self-identity is an important part of self-awareness and the core self-  Week 2
stories regulatory system in self-awareness. In the human socia environment,
2. The blood donor family’s dona- the process of becoming aqualified social member isinseparable from
tion story the growing maturity of self-avareness. This study uses college stu-
dents' blood donation and family blood donation experiencesto stimu-
late blood donors' self-identity regarding blood donation
Cognition of 1. The blood donation environment  Sending a video depicting the most esthetic, state-of-the-art blood do- Week 3
blood donation  (such asthe most beautiful and dig- nation environment to convey the concepts of safety, hygiene, cleanli-
environment ital blood donation site) ness, warmth, and convenience
Blood donation 1. Responsesregarding blood dona-  In providing relief to potential donors by eliminating misunderstandings, Week 4
anxiety tion misconceptions this study adopts aface-to-face attitude, with open and candid commu-
2. Why is there a charge for donat-  Mication and response methods to reduce or alleviate the blood donors
ing blood? anxiety
3. Blood donation knowledge
Subjectivebe- 1. Stories of regular blood donor Addressing blood donors' perceived normative expectations set by Weeks 5 and 6
havioral norms  representatives others and their motivation to follow those expectations; the video
2 Volunteer service demonstrates that donating blood, as a part of service and selfless
dedication to others, can bring spiritual satisfaction and joy and relieve
the external pressure that blood donors experience
Outcomeexpec- 1. Blood donation care policy Sending videos of real caseswhere blood recipientshave had their lives Weeks 7 and 8
tations 2. Blood donors get direct fee saved because of blood transfusions and communicating that timely
waived after transfusion blood transfusions can avoid the negative consequence of patient death,;
3. One blood recipient's coll furthermore, post—blood donation results can include social honorsand
- Jneblood recipi ent'sco CIECA other care policies that can be enjoyed after donation
accident story and a Rh-negative
recipient’s story
Previousblood 1. Precautions taken for donating Sending videosto reshape the blood donors’ scientific concept of blood Weeks 9 and 10
donation experi- blood donation and view such experiences as adverse reactionsin previous
ence 2. The donation process blood donation experiences from a scientific perspective
3. From one blood vessel to another,
3topics: the blood source, detection,
and blood preparation and supply
Perceived be- 1. Reach out to donate blood By addressing the blood donor’s awareness of whether they can donate  Week 11
havioral control o People who have donated blood blood again, the video enhanced the blood donor’s confidence in their
many times show up ability to donate blood again
3. Thefirst blood donation experi-
ence
Blood donation 1. Call for blood donations The final week’s video reinforces the significance of blood donation ~ Week 12

willingness

as conveyed in the discussion of the first factor. Thiswill hopefully
spur recipientsto action and change blood donors’ awareness and influ-
ence them to donate blood again

Method for the SM S Control Group

In the SMS control group, only regular interval reminder
messages were sent during the 6-month period. The content
primarily thanked the blood donorsfor their selfless dedication,

https://www.jmir.org/2022/12/e37467

warmly reminded them that they have met the minimum required
donation interval, and invited them to donate blood again. No
other intervention methods were used, such as communication
through the telephone or internet. The respondents promised

JMed Internet Res 2022 | vol. 24 | iss. 12 | €37467 | p. 6
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

not to watch blood donation—related videos or read similar
material during the study.

Statistical M ethods

As SPSS (version 23.0; IBM Corp) software was used to
organize the data, the measurement data were expressed as
“mean (SD); x [9]),” and the count data were expressed as a
percentage (%). Furthermore, this study’s statistical analysis
was conducted through a chi-square test, 2 independent sample
t tests, an ANOVA, and a logistic stepwise regression, among
other methods. Theresultswere statitically significant (P<.05).

Ethics Approval

This study was approved by the Regional Ethics Committee of
the Blood Center of Zhejiang Province (approval number
2019-019). This study was conducted with the framework of
randomized controlled trial, which wasin full compliance with
the CONSORT guidelines. In termsof content, it hasno clinical
trials, no human trials, no human samples, no medical records
and other information, no human blood samples, pathological
phenomena, disease etiology and pathogenesis, no disease
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prevention, diagnosis, treatment and rehabilitation information,
and will not have any adverse effects on the human body. As
this study was an observational study, we did not register in the
Chinese Clinical Tria Registry. No personal privacy or medical
information that can identify the blood donors and commercial
interests will be disclosed.

Results

Overview

The average age of the participantsin this study was 30.47 (SD
9.76) years, approximately 70.4% (487/692) of the participants
were male, and the frequency of blood donation was mostly
once (481/692, 69.5%) and twice (173/692, 25%). Responses
of “never” and “three or moretimes’ wereincluded only in the
intervention group. At the end of 6 months, the intervention
group’s blood donation rate was 16.1% and that of the SMS

control group was 5.2%. The chi-square test (021=23.1; P<.001)

results indicated that the difference in repeated donation rates
between the groups was statistically significant (Table 2).

Table 2. Participants demographic and donation information collected during the intervention period®

Items Web-based intervention group (n=285), n (%) SMS group (n=407), n (%)
Sex
Male 198 (69.5) 289 (71)
Female 87 (30.5) 118 (29)
I ntersex 0(0) 0(0)
Age (years)
18-25 159 (55.8) 98 (24.1)
26-30 48 (16.8) 71 (17.4)
31-35 27 (9.5) 70 (17.2)
36-40 17 (6) 70(17.2)
41-45 14 (4.9) 84 (20.6)
46-55 20 (7) 14 (3.4)
Number of previous blood donations
Otime 24 (8.4) 0(0)
1time 130 (45.6) 351 (86.2)
2times 117 (41.2) 56 (13.8)
>3 times 14 (4.9) 0(0)
Number of people who donated blood again within6 46 (16.1) 21(5.2)

months of observation period

8Chi-square test of the blood donation rate for the intervention and control groups during the observation period, c21=23.1; P<.001.

Compar ative Analysis of the 2 Groups

According to whether the participants in the web-based
intervention and SM S control groups donated blood again during
the study period, they were divided into the “redonating” and
“nonredonating” groups, respectively. The results reveal ed that

https://www.jmir.org/2022/12/e37467

male blood donors who were aged 31 to 45 years and had
donated twice in the past exhibited significant differences in
their response to the text messages and web-based intervention,
and the redonation rate was higher among such participantsin
the web-based intervention group (Table 3).
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Table 3. Comparative analysis of repeat and nonrepeat donors in the SM'S control and web-based intervention groups during the observation period.

Items SMS group Web-based intervention group Chi-square (df) P vaue
Repeat donation Nonrepeat donation ~ Repeat donation Nonrepeat donation
(n=21), n (%) (n=386), n (%) (n=46), n (%) (n=239), n (%)
Sex
Male 13 (62) 276 (71.5) 36 (78) 162 (67.8) 24.3 (1) <.001
Female 8(39) 110 (28.5) 10 (22) 77(32.2) 14(1) 24
Intersex 0(0) 0(0) 0(0) 0(0) N/A2 N/A
Age (years)
18-25 5 (24) 80 (20.7) 17 (37) 142 (59.4) 1.6 (1) 21
26-30 7(33) 64 (16.6) 10 (22) 38(15.9) 2.8(1) .09
31-35 3(14) 68 (17.6) 6(13) 21(8.8) 5.6 (1) .02
36-40 1(5) 67 (17.4) 4(9) 13 (5.4) 8.3(1) .004
41-45 5 (24) 68 (17.6) 7 (15) 7(2.9) 14.9 (1) <.001
46-55 0(0) 39(10.1) 2(4) 18 (7.5) 1.6 (1) 22
Blood donation times
Otime 0 0 0 24 (10.0) N/A N/A
1time 17 (81) 334(86.5) 12 (26) 118 (49.4) 32(1) .07
2times 4(19) 52 (13.5) 30 (65) 87 (36.4) 8.2(1) .004
>3 times 0(0) 0(0) 4(9) 11 (4.6) N/A N/A

3N/A: not applicable.

Results of the Theory of Planned Behavior Scale
Comparison in the Web-Based | ntervention Group
Before and After the Intervention

After the intervention and verification of the respondents

information, it was determined that 279 people completed both
the baseline and postintervention surveys. The statistical results

presented in Table 4 indicate the clear effects of the web-based
intervention. The 9 factors—specifically, participants’ attitude,
subjective behavioral norms, perceived behavioral control, blood
donation willingness, expectation of the results, self-identity,
blood donation anxiety, cognition of the blood donation
environment, and previous blood donation experience—were
significantly improved.

Table 4. Comparison of the survey results of the theory of planned behavior scale before and after intervention in the web-based intervention group.

Factor Before, mean (SD)  After, mean (SD) t test (df) Pvaue Improved, mean (SD) 95% CI
Attitude 17.36 (2.338) 18.19 (2.234) 4770(278) <.001  0.84(2.292) 0.49-1.18
Subjective behavioral norms 14.9 (2.898) 16.22 (2.974) 5940(278) <.001  1.32(2.91) 0.88-1.76
Perceived behavioral control 51.82 (5.772) 54.44 (6.165) 5.858(278) <.001  2.62(5.848) 1.74-3.50
Blood donation willingness 20.79 (3.114) 22.04 (3.168) 5697(278) <.001  1.25(2.859) 0.81-1.68
Outcome expectations 12.99 (1.71) 13.66 (1.535) 5.732(278) <.001  0.66 (1.507) 0.43-0.89
Self-identity 16.2 (3.274) 17.55 (6.138) 2.755(278) .007 1.35(6.348) 0.38-2.31
Blood donation anxiety 12.46 (1.941) 13.27 (1.802) 6.234(278) <.001  0.82(1.717) 0.56-1.08
Cognition of the blood donation environment  27.25 (4.464) 29.82 (4.138) 9.128(278) <.001 2.57 (3.686) 2.02-3.13
Previous blood donation experience 10.82 (2.646) 11.25 (2.855) 2613(278) .01 0.22 (2.745) 0.2-0.63
Total 184.56 (21.124)  196.19(21.986) 8.931(278) <.001  11.64(17.039) 9.07-14.21

Comparison of Variables Before and After the
Intervention for Blood Donors With Different Blood
Donation Timesin theWeb-Based I ntervention Group
The respondents in the web-based intervention group were
further divided into groups based on the number of times they

https://www.jmir.org/2022/12/e37467

had donated blood in the past: none, once, twice, or >3 times.
Statistically significant differences were observed between the
groups in the factors blood donation anxiety, cognition of the
blood donation environment, and previous blood donation
experience. The willingness to donate, blood donation anxiety,
and cognition of the blood donation environment improved the
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most in the group with 2 donations, and the difference between
the groups was statistically significant. In terms of cognitive
improvement regarding the respondents’ past blood donation

Huetd

experiences, the group with 1 donation showed greater
improvement than the other groups, with a statistically
significant difference between the groups (Table 5).

Table 5. Comparison of variable changesin blood donors with different blood donation times after the web-based intervention.

Factor 0 time, mean (SD) 1time, mean (SD) 2times, mean(SD) =3times, mean (SD) F test (df) P value
Attitude 0.63 (2.018) 0.69 (2.303) 0.98 (2.201) -0.40 (3.376) 1673(282) .17
Subjective behavioral norms ~ 1.21 (3.464) 1.04 (3.002) 1.63 (2.705) 0.20 (4.873) 1.358(282) .26
Perceived behavioral control ~ 3.17 (5.239) 2.46 (5.203) 3.04 (4.800) -1.07 (11.835) 2.484(282) .06
Blood donation willingness 0.33 (3.046) 0.89 (3.148) 1.57 (2.595) -0.40 (4.469) 2.845(282) .04
Outcome expectations 0.42 (1.613) 0.45 (1.576) 0.71 (1.527) 0.27 (1.668) 0.822(282) .48
Self-identity -0.67 (2.729) 0.00 (4.334) 0.01 (3.121) 0.40 (2.501) 0.315(282) .82
Blood donation anxiety -0.46 (2.126) 0.66 (1.749) 1.00 (1.698) -0.13 (1.685) 5.637 (282) .001
Cognition of theblood donation  1.25 (3.904) 1.17 (3.657) 3.16 (3.626) 1.73 (4.284) 6.166 (282) <.001
environment

Previousblood donation experi- —1.54 (3.189) 0.34 (3.087) -0.17 (2.857) -0.33(2.870) 2.796 (282) .04
ence

Total 4.33(13.786) 7.7 (18.078) 11.93 (14.852) 0.27 (26.980) 3.210(282) .02

Postintervention Variable Comparison of Repeat and
Nonrepeat Donorsin the Web-Based | ntervention
Group

According to whether they donated blood again after the
intervention in the subsequent 6-month period, the respondents
inthe web-based intervention group were divided into 2 groups,
and the differences in the changes in the 9 variables were
compared and analyzed. Table 6 reveals that the blood donors
who choseto donate blood again after theintervention exhibited
agreater improvement in the“ outcome expectation” and “ blood

donation anxiety” variables; compared with nonrepeat donors,
the difference was statistically significant.

Furthermore, with the blood donation result again as the
dependent variable, age, gender, blood donation frequency, and
the 9 intermediary variables were included as independent
variables. A logistic stepwise regression indicated that
improvements to the “outcome expectations’ and “blood
donation environment” factors can increase the possibility that
nonregular blood donors will donate again, with statistical
significance (Table 7).

Table6. Analysisof the degree of changein variables among the repeat and nonrepeat donorsin the web-based intervention group after theintervention.

Factor Nonrepeat donors, mean (SD) Repeat donors, mean (SD) t test (df) P value
Attitude 18.19 (2.096) 18.34 (2.854) 0.441(283) .66
Subjective behavioral norms 16.36 (2.971) 16.24 (3.226) -0.25 (283) .80
Perceived behaviora control 54.19 (5.543) 54.85 (7.430) 0.693 (283) 49
Blood donation willingness 21.88 (3.184) 22.35 (3.466) 0.889 (283) .38
QOutcome expectations 13.45 (1.679) 14.04 (1.264) 2.739 (283) .008
Self-identity 15.22 (3.391) 16.11 (3.295) 1.626(283) .11
Blood donation anxiety 13.06 (1.898) 13.70 (1.412) 2.603(283) .01
Cognition of the blood donation environment 30.18 (4.333) 29.52 (3.650) -1.082(283) .28
Previous blood donation experience 13.32 (3.493) 14.26 (3.022) 1.701 (283) .09
Total 195.86 (20.573) 199.41 (20.824) 1.068(283) .29
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Table 7. Results of the logistic stepwise regression analysis of the web-based intervention group after the intervention.

B SE Chi-square (df) P value Exp (B) 95% ClI
Outcome expectations 0.560 0.174 10.3(2) .001 1.751 1.244-2.465
Blood donation environment 0.165 0.059 78(1) .005 0.848 0.754-0.952
Constant -3886 1871  43(1) .04 0.021 N/A2

3N/A: not applicable.

Discussion

Principal Findings

This study aimed to not only address the possible influencing
factors of blood donor losses after an initial blood donation but
also discover theoretical intervention strategies given these
factors to improve repeat donation rates. This study first
provided data on interventions for nonregular blood donors
based on the ETPB, which was important in providing reasons
for continuous blood donation and future intervention directions;
the results then indicated the effects of 2 different intervention
methods: web-based videos and SM S text messages.

There are 3 factorsthat have asignificant influence on repeated
blood donation behavior: outcome expectations, blood donation
anxiety, and blood donation environment. The first step in
planning blood donation interventions involves having
knowledge regarding the preventive factors in blood donation
[43]. This study applied an ETPB to a prospective randomized
controlled trial of an intervention in repeat blood donation
behavior and received positive results. After the intervention,
participants’ attitudes, subjective behavioral norms, perceived
behavioral control, blood donation willingness, self-identity,
blood donation anxiety, outcome expectations, cognition of the
blood donation environment, and cognition of the previous
blood donation experience all significantly improved, with
positive changes.

However, improvements in such perceptions as attitudes were
not always reflected in the respondents’ actions [44-46], and
actual blood donors were far fewer than self-reported blood
donors. Therefore, what factors have a significant impact on
repeated blood donation behavior? This study further observed
that 3 factors—outcome expectations, blood donation anxiety,
and cognition of the blood donation environment—significantly
differed between those who chose to donate blood again after
the web-based video intervention and those who did not donate
blood again after the intervention. Clearly, these 3 factors
significantly impacted repeat blood donation behaviors.

First, outcome expectations can be divided into positive outcome
expectations and negative outcome expectations. Similar to
other studies, negative outcome expectations, such as
anticipatory regret, have been shown to predict blood donation
behavior [47-49]. Simultaneoudly, studies have demonstrated
that in promoting healthy behaviors, the persuasion effect to
avoid loss will be better than that to obtain gains [50]. This
study adopted a negative outcome expectation, and 2 videos of
negative outcome expectation were presented. One was about
college studentsin acar accident who required substantial blood
transfusionsduring surgery. The video indicated that if everyone

https://www.jmir.org/2022/12/e37467

actively donated blood, the blood supply would be sufficient to
avoid any negative consequences, including amputations. The
other one was about a Rh-negative mother in childbirth who
urgently needed a transfusion. If everyone actively donated
blood, an adequate supply of blood would ensure a smooth
delivery, and the mother would avoid the negative conseguences
of stillbirth or infant death. These videos aroused donors
empathy, generated positive emotions, and psychologically
matched the act of donating blood with the individual in need
of help, prompting people to donate blood again. In support of
the suggestion that the transfusion story videos should be
promoted more in the future, these videos also helped people
realize that repeatedly donating blood could avoid loss of life
for the recipients because of insufficient blood supply; the
viewers could avoid regret and be encouraged to donate blood

again.

Second, this study verified that blood donation anxiety was an
important factor affecting repeat donation behaviors; blood
donation anxiety can prevent repeat donations. Other studies
have shown that blood donation anxiety was critical in blood
donors' decision to donate blood again [51]. The main reasons
for not donating blood were concerns about safety and fear of
donation [52,53]. Previous studies have revealed the fear of
donating blood, needles in particular, and the belief that blood
donation will adversely affect one's health are primary anxiety
factors [54-56]. Hence, this study’s short video of blood
donation anxiety factors was aimed at explaining the above
major anxiety factorsin a straightforward manner and refuting
the common fears and misunderstandings in donating blood.
The video aso detals the entire donation process and the
practices of blood donation testing, blood donation preparation,
and delivery of the donated blood to the hospital, thereby
reducing misunderstandings, alleviating blood donors' fears,
and enhancing safety aswell as confidencein the blood supply.

Third, the research discovered the connections between these
environmental factors and blood donation behavior. A good
blood donation environment may promote repeated blood
donation behavior. Therefore, the possibility of irregular blood
donors' repeat donations can be increased by improving the
blood donation environment and providing a warm and
comfortable blood donation environment, mitigating blood
donation anxiety and strengthening outcome expectations. This
isan important finding in research on repeat blood donors after
expanding the theory of planned behavior in this study, and it
offers significance and guidance for blood collection and supply
ingtitutions in implementing their own interventions for
nonregular blood donors in subsequent steps.

In addition, the study also found that men aged 31 to 45 years
and had donated blood twice in the past and irregular blood
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donors who had donated twice in the past were more likely to
donate blood again after the web-based intervention than after
the SM Stext message. Thismay berelated to thefact that those
who have donated blood twice have had a certain donation
experience and a particular foundation in blood donation
knowledge, including the process, experience, and perceptions.
The group with =3 donations had the most experience in
donating blood; with a similar “ceiling effect” [57], there was
limited room for cognitive improvement. Therefore, those who
had donated twice in the past were the most likely to become
regular donors. Blood donors aged over 31 years generally had
steady employment and were more mature. After receiving the
relevant video interventions, they exhibited a higher
action-based conversion rate after a cognitive change.

Web-based video interventions were effective. A major issue
for blood donation workers involves the question of how to not
only best convey information on coping with the obstacles to
blood donation but also choose the best intervention method.
This study combines the currently most effective web-based
short video methods for dissemination with guidance from an
ETPB to conduct an exploratory study of behaviora
interventions. The study’s results—specifically, that the
web-based short video intervention method was more effective
than SMS text messages for nonregular blood donors—were
consistent with the research findings that video can effectively
improve patients knowledge, self-efficacy, satisfaction, and
self-management levels in other areas, such as diabetes, heart
disease, and patient family care [22-28,58].

However, this study differs from the findings of Karacaoglu
and Oncii [59]. Karacaoglu and Oncii [59] began with first
understanding new blood donors fears and concerns and
compared 6-minute educational videos with the brochures in
use at that time; the videos addressed how to handle stress and
anxiety among those experiencing the blood donation procedure
for the first time. Considering the increase in knowledge and
decreasein anxiety as outcomeindicators after theintervention,
the results revealed no difference between the brochure and
video intervention groups. In the study by Masser et al [11], the
video content wasrelatively simple, with only avideo providing
content from a precaution manual on the process before, during,
and after blood donation. In contrast to these studies, this study
first provided a short video with rich content, which was
theoretically guided, driven by influencing factors, and provided
on the web; measured the degree of psychological change from
theintervention; and then tracked blood donation behavior rather
than blood donation intention as an outcome variable, which
more intuitively reflects the overall situation from the change
of consciousness to the occurrence of behavior. The study also
found that when those viewing the web-based video intervention
chose to donate blood again, most of them uploaded photos of
the time when they donated blood again to the WeChat group.
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This also played a role in donors' taking the initiative by
example and encouraged undecided blood donors to donate
blood again.

Conclusions

In conclusion, this study developed and verified an ETPB-driven
web-based video intervention method to promote nonregular
blood donors to donate again. The method addressed the
individual donors' psychological and environmental factors,
with remarkabl e results that can be popularized and applied in
nonregular blood donor interventions to consegquently improve
repeat blood donation rates. Among thefactors presented in this
study, blood donation anxiety, result expectation, and
improvementsto the blood donation environment can positively
impact repeat blood donation behaviors; hence, these are
recommended as directions of focus in subsequent key
interventions.

However, this study also has some limitations. First, this was
an exploratory study, and its video sequence and frequency
corresponding to the influencing factors were the first attempt
and exploration, with no comparative study of other sequences.
Second, the web-based intervention was based on the WeChat
social media platform. Although group announcements and
tasks were available to urge participantsto click and watch the
videos, no exact, effective meanswere used to understand more
specific information, such as a particular viewing time. The
respondentsin the SM S group promised not to watch videos or
other blood donation recruitment material during the study
period, but these were limited by the respondents
self-awareness. Aswe could not discern whether they actually
accessed intervention videos, errors may exist in that some
respondents could have still accessed such videos. Third, this
study used multiple comparisons, which may have caused a
type 1 error. Fourth, this study has only been conducted for 6
months, and a longer follow-up period is needed for more
comprehensive results. Fifth, the data collected in this study
were Chinese, and the results may be different from those of
other countries with different regions and cultures.

In subsequent research, we will continue to track these
respondents’ repeat donation behaviors after 1 and 1.5 yearsto
further improve this study. Simultaneously, using the 9 variables
discovered in this study—especially outcome expectations,
blood donation anxiety, and cognition of the blood donation
environment—specific improvement measures were designed
and applied to a larger number of nonregular blood donors to
observe the results of repeat blood donations. Further research
will be conducted on the web-based video intervention method
driven by the ETPB created in this study and focusing on factors
such asvideo length, playback order, and sending frequency to
further improve the web-based video intervention method.
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