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Abstract

Background: The coronavirus pandemic (COVID-19) has also emerged as an infodemic, thereby worsening the harm of the
pandemic. This situation has highlighted the need for adeeply rooted understanding of the health informati on—seeking behaviors
(HISBs) of people.

Objective: The aim of this paper was to review and provide insight regarding methodol ogies and the construct of content in
HISB surveys by answering the following research question: what are the characteristics of the measurement tools for assessing
HISBsin nationally representative surveys around the world?

Methods: The Preferred Reporting Items for Systematic Reviews and M eta-Analyses was used as the framework for this study.
A data search was performed through 5 international and 2 Korean databases covering the years between 2008 and 2020. Initially,
studies performed among nationally representative sampleswereincluded to discover HISB survey instruments. The methodol ogies
of the studies using HISB surveys were analyzed. For content analysis, 2 researchers reached a consensus through discussion by
scrutinizing the contents of each survey questionnaire.

Results: A total of 13 survey tools from 8 countries were identified after areview of 2333 records from the search results. Five
survey tools (Health Information National Trends Survey, Health Tracking Survey, Annenberg National Health Communication
Survey, National Health Interview Survey, and Health Tracking Household Survey) from the United States, 2 instruments from
Germany, and 1 tool from each of the countries of the European Union, France, Israel, Poland, South Korea, and Taiwan were
identified. Telephone or web-based surveys were commonly used targeting the adult population (=15 years of age). From the
content analysis, the domains of the survey items were categorized as follows: information (information about health and patient
medical records), channel (offline and online), and health (overall health, lifestyle, and cancer). All categories encompassed
behavioral and attitude dimensions. A theoretical framework, that is, an information-channel-health structure for HISBs was
proposed.

Conclusions: The results of our study can contribute to the development and implementation of the survey tools for HISB with
integrated questionnaire items. Thiswill help in understanding HISB trendsin national health care.
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Introduction

Background

The recent global pandemic of COVID-19, determined to be a
public health emergency of international concern, has changed
many aspects of people’s daily lives [1]. When people wake
up, they check health-related news, their signs and symptoms,
methods of prevention, and restrictions on the use of avaccine.
While mass mediahave been releasing amyriad of information,
individuals have also been reproducing and downloading news
and information from internet webpages such as websites or
blogs [2,3]. The tsunami of information has resulted in the
production of several fake news that lack scientific evidence
and convey misconceptions and misinformation about health
[4]. In reality, misguided belief based on misinformation has
caused the deaths of many people[5] and worsened COVID-19
infections [6,7]. In this way, the rise of incorrect information
has led to abuse, or in other words, an infodemic [4,8]. The
foremost solution to mitigate thisissue would be to understand
the information-seeking behaviors of individuals. It would be
beneficial if governments or national institutes measure their
behaviorsto apply health and information policies appropriately

[9].

Health informati on—seeking behavior (HISB) isacomprehensive
term that describes an individual’s behavior of seeking
information, including the intentional collection and
unintentional receipt of information [10,11]. Some studieshave
shown HISBsby using certain measurement tools such asHealth
Information National Trends Survey (HINTS), Health Tracking
Survey, and the Annenberg National Health Communication
Survey (ANHCS). Thelimitations of these studiesare that most
surveys mainly target American subjects or web-based/digital
HISB [12-18]. Theselimitations can be overcome by the design
of acomprehensive survey instrument. Survey instruments are
devel oped to collect information for certain research phenomena
[19] or for finding the right answers by asking the right
questions. It would be efficient and effective to obtain aholistic
view by integrating the properties of worldwide national survey
toolsin asystematic approach and by scrutinizing the constructs
and methodologies, including what aspects of HISBs are
considered important or are missed out. Although there are
preliminary studies using systematic reviews of HISB
instruments, these topics are limited to the context of the United
States and eHealth, thereby making it difficult to look into
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cross-national HISB [17,20]. Therefore, this study aims to
review how HISBs are measured by identifying and comparing
measurement tools based on nationwide surveys.

Objectives
The aim of this paper was to provide insights on the

methodologies and the construct of content for HISB survey
instruments based on nationally representative surveys.

Methods

Research Question

The SPIDER (sample, phenomenon of interest, design,
evaluation, and research type) format was used to formulate the
research question for this review [21,22]: what are the
characteristics of measurement tools (evaluation) for assessing
HISBs (phenomenon of interest) in nationally representative
surveys around the world (sample and design)?

Protocol and Registration

This study was conducted in accordance with Preferred
Reporting Items for Systematic Reviews and Meta-Analyses
[23]. The protocol of this review paper is registered in
PROSPERO (CRD42019122767).

Eligibility Criteria

To answer the research question, inclusion and exclusion criteria
were established. Survey tools were included if they were full
versions of the tools for HISBs and if they targeted nationally
representative samples. However, tools were excluded when

the full versions of the instruments were not accessible, not
HISB-focused, nor used for a nationally representative sample.

I nformation Sources

As we seek in this study to discover the national survey tools
for HISB, articles, reports, and related websites were searched
for clues to detect those instruments. The data search was
performed in 2 phases. The phase 1 search covering 2008 to
2017 was conducted between October 09, 2017 and November
13, 2017 through 7 databases: 5 international databases, namely,
PubMed, CINAHL Complete (Ebsco), HaPl, PsycTESTS, and
PsycINFO (Ebsco), and 2 Korean databases (RISS [Research
Information Sharing Service] and DBpia). Phase 2 was
performed between February 19, 2021 and March 25, 2021 to
obtain recent literature covering 2017 to 2020 with the same
search strategy (Figure 1, Multimedia Appendix 1).

JMed Internet Res 2021 | vol. 23 | iss. 7| €27539 | p. 2
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Choi & Jeong

Figurel. PRISMA flow diagram of literature search and selection process. CDC: Centersfor Disease Control and Prevention; HINTS: Health Information
National Trends Survey; HISB: health information—seeking behavior; RISS: Research Information Sharing Service; WHO: World Health Organization.
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Search Strategy

Pilot searches were performed by the authors, and the final
search strategy with the consultation of alibrarian was utilized
with MeSH terms (ie, information-seeking behavior) and
free-text searching as well as the Boolean operators “OR” and
“AND” (Multimedia Appendix 1). There was no limit on
languages, but publication years were restricted between 2008
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and 2020: January 1, 2008 to November 13, 2017 for phase 1
and January 1, 2017 to December 31, 2020 for phase 2.

Study Selection and Data Collection Process

Two authors (HC and GJ) initidly reviewed the titles and
abstracts of the papers and eliminated irrelevant documents.
Then, HC and GJ scrutinized full-texts and filtered them
according to theinclusion/exclusion criteria. Asthe purpose of
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the study wasto seek nationally representative surveys of HISB,
related websites were a so accessed, such asthat of The World
Health Organization, which has the primary role of directing
and coordinating international health, and Global Health Data
Exchange [24], which is the most comprehensive catalog of
surveys, censuses, vital statistics, and other health-related data
in the world. In addition, to obtain the survey questionnaires,
websites such asthose of the National Cancer Institute, Centers
for Disease Control and Prevention, European Commission,
and Santé Publique France were searched. Academic papers,
reports, and webpages identified through the previous steps
were reviewed to discover HISB survey tools. To attain
sufficient data (ie, full version of the item(s) of the survey,
methodology, etc), we emailed 8 corresponding authors of the
papers: 2 of the corresponding authors sent full version of the
survey instruments, which were not related to the HISB; 1 author
refused to provide a full version of the survey instrument; and
5 authors did not respond. To capture grey literature, footnote
tracing was performed along with a review of the related
websites described above. All documents identified through
this process were managed with EndNote X20.0 software
(Clarivate Analytics). During the whole process, consensuswas
reached through discussion if there was disagreement between
the authors.

Data ltems

We sought the characteristics of the selected instruments,
including the name of theinstrument, administrativeinstitution,
and funding sources, country, language, frequency of the survey,
survey duration, sampling method, mode of survey
administration, target population, total number of the population,
and purpose of the measurement. In addition, the content of the
survey instruments was scrutinized.

Risk of Biasin Individual Studies

The aim of this study was to identify the measures used to
analyze HISB in national surveys. Therefore, thisreview paper
focuses on questionnaires in the national surveyson HISB and
the risk of bias assessment is not applicable.

Synthesis of Results

As this review is intended as content analysis, the authors
thoroughly read the contents of the questionnaires of the selected
HISB instruments. Themes emerged during this process as we
used coding sheets with Excel and Word. The findings were
provided through the process of reaching a consensus between
the 2 authors on the coding sheets. Finally, the synthesized
results were depicted in table and figure formats.

https://www.jmir.org/2021/7/e27539
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Results

Study Selection

A total of 2333 papers were identified through 2 phases of the
search process. From phase 1 of the search, 1476 papers were
identified in the following academic databases: PubMed
(n=529), CINAHL (n=202), HaPI (n=14), PsycTESTS (n=90),
PsycINFO (n=246), RISS (n=288), and DBpia (n=107).
Duplicates (n=151) were removed and 929 papers were
eliminated. A total of 396 full-texts were reviewed and 157
documents were used for detecting 10 survey tools: (1) HINTS
[25], (2) Health Tracking Survey [26], (3) ANHCS[27] (n=5),
(4) Nationa Health Interview Survey (NHIS) [28], (5) Health
Tracking Household Survey (HTHS) [29], (6) Flash
Eurobarometer [30], (7) Barométre Santé [31], (8)
Gesundheitsmonitor [32], (9) Israeli survey [33], and (10)
eHealth Consumer Trend Survey [34].

Phase 2 was performed to update the recent survey tools by
using the same search strategy. As a result, 857 records were
identified: PubMed (n=337), CINAHL (n=168), HaPl (n=2),
PsycTESTS (n=20), PsycINFO (n=92), RISS (n=132), DBpia
(n=105), and Google (n=1). Duplicates (n=105) were excluded,
and 398 records were also removed after screening. The full
texts of 354 papers were reviewed, and 70 records were used
for detecting 7 survey tools. There were 4 duplicates of survey
tools from phase 1. Therefore, 3 more survey tools, that is,
Stiftung Gesundheitswissen (HINTS Germany) [35], survey of
cancer and hedth-related information—seeking behavior
(CHISB) for Koreans[36], and Taiwan Communication Survey
[37] were also included for synthesis.

A total of 227 papers were related to the selected HISB
instruments (Multimedia Appendix 2). About 96% of them
(219/227) were related to 1 of the 5 US surveys: HINTS [25]
(n=188), the Health Tracking Survey [26] (n=9), ANHCS [27]
(n=7), NHIS[28] (n=11), and HTHS[29] (n=4). Theremaining
8 studies identified 8 survey tools used in other parts of the
world, that is, European Union (Flash Eurobarometer) [30]
(n=1), France (Barométre santé) [31] (n=1), Germany
(Gesundheitsmonitor [32] [n=1] and HINTS Germany) [35]
[n=1]), Israeli survey [33] (n=1), Poland (eHealth Consumer
Trend Survey) [34] (n=1), South Korea (survey of CHISB) [36]
(n=1), and Taiwan (Taiwan Communication Survey) [37] (n=1).
Therefore, 13 survey instruments (Table 1, Multimedia
Appendix 3) were included in this review [38-77].
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Table 1. Brief characteristics of the instruments for measuring health information—seeking behaviors in nationally representative survey studies.

Country Instrument Survey Purpose of the measurement Frequency Target population Total population
version in the survey (N)

USA Hedlth InformationNa- 2019, To investigate respondents’ ac-  Every fewyears Civilian noningtitutional- 5247
tional Trends Survey HINTS5, cesstoanduseof hedthinforma (1-2 year cycle) ized adultsaged 18 years
(HINTS) [38-41] Cycle3 tion, including information tech- or older

nology to manage health and
health information

USA Health Tracking Survey 2012 To assess pursuit of healthtaking  Irregular Adultsaged 18 yearsor 3014
[42-50] place within awidening network older

of both onlineand offline sources

USA Annenberg National 2012 To capturenationa trendsrelated One-cyclesur-  Adultsaged 18 yearsor 3692
Health Communication to health behavior and behaviora  vey older
Survey [18,51-56] intentions to media exposure,

health knowledge and beliefs,
and policy preferences and be-
liefs

USA National Health Inter- 2020 To monitor the health of the Annual Household 33,1382
view Survey [57-67] population through the collection

and analysis of the data

USA Health Tracking 2010 To inform health care decision  Irregular (2-5 Household 16,671 individu-
Household Survey makers about changesin the year period) als(n=9165 Fam-
[68-71] health care system and theinflu- ily Insurance

ence Units)

Europe Flash Eurobarometer 2014 To support increasing use of One-cyclesur- EU residents aged 15 26,566 (28 EU
404 (European citizen's digital health careto help man-  vey years and older countries)
digital hedlth literacy) age citizen's own health
[72]

France French Health Barome- 2017 To gain abetter understanding ~ Annual Adults aged 18-75 years 15,635b
ter (Barométre santé) of French health knowledge, atti-

[73] tudes, beliefs, and behaviors

Germany  Gesundheitsmonitor 2015 To assess health-related knowl- ~ Annual Adults aged 18-79 years 1598
[74] edge, attitudes, and behaviors

Germany  HINTS Germany [75] 2019 To close the gap in important Every fewyears Adults aged 18-79 years 2902

health-related information ac- (1-2 year cycle)
tions and systematical health
records

Israel Not titled survey [33] 2014 To measure eHealth literacy for  One-cyclesur-  Adult aged 21 yearsand 819

others, including perceived out-  vey older
come of internet use

Poland eHealth Consumer 2012 To show thetrendsinthe percep- Irregular Adultsaged 15-80+ years 1000
Trend Survey 2012° tions and preferences of Polish
[76] citizens regarding internet use

and factors affecting their usage

South Ko-  Survey of cancerand 2018 To capture national phenomena  One-cyclesur-  Adultsaged 18-65+ years 1012

rea health-related informa- of cancer and health-related vey
tion—seeking behavior health information—seeking be-
for Koreans [36] havior of Koreans

Taiwan Taiwan Communication 2016 To explore media use behaviors  Annual Adultsaged 18 yearsand 2098
Survey [77] among the generd public, includ- older

ing health, risk, and disaster
communication

82019 sample size was reported. Data and report for 2020 will be published in fall 2021.

BFrench Health Barometer: the survey questionnaires were changed according to the survey years. The 2017 version of the survey contains heath
information—seeking behavior and isincluded in this study.

CeHealth consumer trend survey of 2012 was modified from the eHealth Consumer Trends Survey (2007), which was conducted in Denmark, Germany,
Greece, Latvia, Norway, Poland, and Portugal in the World Health Organi zation/European eHealth Consumer Trends project [78,79].
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Key Characteristics of the Surveys

Country

HISB surveys were found in 8 countries (Table 1, Multimedia
Appendix 3). The United States has 5 HISB surveys (HINTS,
Health Tracking Survey, ANHCS, NHIS, and HTHS), and the
other 7 countries or regions, namely, the European Union,
France, Germany, Israel, Poland, South Korea, and Taiwan
conduct surveys called Flash Eurobarometer, Barométre santé,
Gesundheitsmonitor, Israeli survey (not titled), the eHealth
consumer trend survey, survey of CHISB for Koreans, and
Taiwan Communication Survey, respectively.

Language

Asthe surveys focused on domestic people, official or national
languages were used (Table 1, Multimedia Appendix 3). For
instance, the HINTS from the United States used 2 versions of
the survey: English and Spanish. The European Union also
performed the survey using the mother tongue of the responders.

Instrument and Administration I nstitution

HISB surveys were administered by national, nonprofit, public
ingtitutions, or individual researchers (Table 1, Multimedia
Appendix 3). Five instruments, that is, HINTS, Flash
Eurobarometer, NHIS, Barométre santé, and Taiwan
Communication Survey, were developed and administered by
national institutes, namely, the National Cancer Institute in the
United States, the National Center for Health Statistics in the
United States, the Directorate-General for Communications
Networks of the European Commission, the National Institute
for Prevention and Health Education in France, and the Ministry
of Science Technology in Taiwan, respectively. Four instruments
were obtained from nonprofit institutions: the Pew Research
Center (HINTS), the Center for Studying Health System Change
(ceased operation in 2013) (HTHS), Bertelsmann Stiftung
(Gesundheitsmonitor), and Gesundheitswissen and Hanover
Center for Health Communication at the Ingtitute for Journalism
and Communication Research (HINTS Germany). A survey
(ANHCS) was conducted by 2 public institutions, namely, the
Annenberg Schools for Communication at the University of
Pennsylvania and the University of Southern California
Individual researchers developed 3 survey tools: the Isragli
survey, the eHealth Consumer Trend Survey (Poland), and the
survey of CHISB for Koreans (South Korea), with the Isragli
and South Korean studies funded by national institutes.

Freguency of the Survey

Thefrequency of the surveyswasfound to be annual, every few
years, onetime, or irregular (Table 1, Multimedia Appendix 3).
The annual or every few years surveys were HINTS (United
States), NHIS (United States), Barometre santé (France),
Gesundheitsmonitor (Germany), HINTS Germany (Germany),
and Taiwan Communication Survey (Taiwan). The others,

https://www.jmir.org/2021/7/e27539
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namely, the Health Tracking Survey (United States), ANHCS
(United States), HTHS (United States), Flash Eurobarometer
404, the Isradli survey, survey of CHISB for Koreans (South
Korea), and eHealth Consumer Trend Survey (Poland) have
been conducted once or irregularly.

Sampling and Mode of Administration

The most common approach has been randomization, in
particular, sampling with random digit dialing and then
administration through acomputer-assisted telephoneinterview
(Table 1, Multimedia Appendix 3). In addition, for sampling,
two-stage sampling (stratifying sample addresses and selecting
1 adult within each househol d) was often used. When web-based
panels were used for random sampling, units or strata layers
divided by the population group, geographical districts, size of
the settlement, and the locality’s socioeconomic status were
utilized to prevent clashes.

Population

The range of this study is restricted to researching tools used
with adults (Table 1, Multimedia Appendix 3). The standard
age of adulthood in each country varies from 15 years to 21
years. Mostly, adults are defined as people who are 18 years of
age or older, but in Europe and Poland, those who are 15 years
or older are considered part of the adult population. In Isradl,
people older than 21 years are considered adults.

Purpose

The purposeswere similar among the measurements: to monitor
the use of health information in accordance with the type of
information technology such as online or offline (Table 1,
Multimedia Appendix 3). However, the detailed outcome of the
studies pursued was different. For instance, the Barometre santé
(France) aimed to discover knowledge, attitudes, and behaviors
toward HISB; however, the ANHCS (United States) pursued
HISB related to media exposure, health knowledge and beliefs,
and policy preferences and beliefs.

Content Analysis of the I nstruments

The contents of the questionnaire items for each tool were
thematically reviewed and categorized by 2 researchers (HC
and GJ). Thethemeswere then merged and synthesized through
consensus. Thus, 57 themes were detected and divided into 3
domains (Figure 2) and 7 subdomains: information, information
about health and patient medical records; channel, offline and
onling; and health, overall health, lifestyle, and cancer. Two
dimensions—attitude and behavior—wereidentified acrossthe
domains (Table 2, Multimedia Appendix 4). In this paper,
attitude was defined as the emotional and cognitive tendency
of apersontoward aparticular object, person, or thing, affecting
behavior [80]. Behavior was also defined as an objectively
observable activity [81].
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Figure 2. Average percentage of theme occurrence in the domains.
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Table 2. Content analysis of 13 representative national health information-seeking tools.?

Domain, subdomain, dimension, theme Theme occurrence  Themeoccurrenceav- Subdomain average  Domain average
(%) erage percentage (SD)  percentage (SD) percentage (SD)
Information 33.0 (14.9)
Information about health 44.9 (14.9)
Attitude 26.9 (5.4)
Perceived ease of use 30.8
Perceived efficacy of seeking 231
Behavior 53.8 (6.3)
Search experience (frequency) 46.2
Information source 61.5
Type of information contents 53.8
Purpose of search (for whom) 53.8
Patient medical record 24.0 (6.4)
Attitude 215 (6.4)
Perceived privacy and confidentiality risk 231
Perceived ease of use 154
Perceived usefulness 231
Intention to use 154
Preference to provide access to others 30.8
Behavior 28.2 (4.9
Access frequency 30.8
Type of information contents sought 231
Purpose of seeking arecord 30.8
Channel 50.5 (18.2)
Offline 50.5 (15.9)
Attitude 41.0 (4.4)
Perceived credibility 385
Perceived ease of use 385
Satisfaction with service quality 46.2
Behavior 57.7 (18.3)
Access frequency 84.6
Type of health service 46.2
Communication with health care provider 46.2
Health-related decision making 53.8
Online 50.5 (19.7)
Attitude 39.6 (15.0)
Perceived credibility 53.8
Perceived ease of use 385
Perceived usefulness 53.8

Perceived eHedlth literacy (technology efficacy) 53.8

Satisfaction with web-based information 154
Perceived confidentiality risks 30.8
Intention to use 30.8
https://www.jmir.org/2021/7/e27539 JMed Internet Res 2021 | vol. 23 |iss. 7| €27539 | p. 8
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Domain, subdomain, dimension, theme Theme occurrence  Themeoccurrenceav- Subdomain average Domain average
(%) erage percentage (SD)  percentage (SD) percentage (SD)
Behavior 59.0 (19.2)
Access frequency 92.3
Type of information technology device 61.5

Health-related web and app (software use) 46.2

Web-based resource (governmental website, 53.8
Wikipedia, etc)

Communication (consult) with health care 76.9
provider

Communication with friends and others (social  61.5
media, forum, etc)

Health-related decision making 69.2
Tracking/managing health state 385
Improvement of health knowledge 30.8
Health 44.2 (20.6)
Overall health 53.8(18.0)
Attitude 34.6 (5.4)
Perceived health efficacy 385
Concerns and belief about health 30.8
Behavior 59.3(16.4)
General health state 84.6
Diseases diagnosed 69.2
Height 615
Weight 61.5
Mental health 53.8
Caregiving 30.8
Social support 53.8
Lifestyle 32.7(21.3)
Attitude 15.4 (8.9)
Perception about nutrition 7.7
Perception about physical activity 154
Perception about & cohol 231
Perception about tobacco 231
Behavior 50.0 (13.3)
Nutrition 30.8
Physical activity 61.5
Alcohol 53.8
Tobacco 53.8
Cancer 46.2 (13.3)
Attitude
Perception about cancer 385
Behavior 50.0 (16.3)
Cancer check-up 385
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Domain, subdomain, dimension, theme
(%)

Theme occurrence  Theme occurrence av-

Subdomain average Domain average
erage percentage (SD)  percentage (SD) percentage (SD)

Cancer diagnosed 61.5

8Total average percentage of the themes=44.0 (SD 19.3), total average percentage of attitude themes=30.4 (SD 13.5), and total average percentage of

behavior themes=53.8 (SD 16.9).

Thematic Map

Threedomains, namely, information, channel, and health (Figure
2) emerged through the content analysis (Table 2). The highest
rate of theme occurrence among the domains was channel
(average percentage 50.5%, SD 18.2), followed by health
(average percentage 44.2%, SD 20.6) and information (average
percentage 33.0%, SD 14.9).

Information

Information isahealth-related, content-focused domain sought
by the individual. There are 2 subdomains (Figure 3), namely,
information about health and patient medical records. The
information about the health subdomain was conceptualized by

Figure 3. Average percentage of theme occurrence in the subdomains.

categorizing question itemsrelated to general health information
through a set of options with comprehensive channels (online
or offline). Patient medical records were related to a seeker’s
use of medical records online or offline. There were attitude
and behavioral aspects for the themes found, and the detailed
and representative questionnaire items of the themes are
presented in Table 3. The subdomain information about health
(average percentage 44.9%, SD 14.9), which consisted of 6
themes, was more commonly used among the selected tools
than patient medical records (average percentage 24.0%, SD
6.4), which consisted of 8 themes. In both subdomains, the
percentages of behavior-related themeswas 1.3-2.0 times higher
than those related to attitude.

Information about

Health
100%
80%
Cancer . _ Patient Medical Record
Lifestyle — 7 Offline
Overall health’ Online
¥=Total Occurrence Attitude =@®=Behavior
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Table 3. Representative sample questionnaire items for health information—seeking behavior survey instruments.

Domain, subdomain, dimension, theme

Questionnaire items

Infor mation
Information about health
Attitude

Perceived ease of use

Perceived efficacy of seeking
Behavior
Seek experience

Information source

Type of information contents

Purpose of search (whom for)

Patient medical record
Attitude

Perceived privacy and confidentiality

risk

Perceived ease of use

Perceived usefulness

Intention to use

Preferenceto provide accessto others

Behavior

Access frequency

Type of information contents sought

Purpose of seeking arecord

Channel
Offline
Attitude
Perceived credibility

Perceived ease of use

Satisfaction with service quality

Behavior
Access frequency

Type of health service

How much do you agree or disagree- it took alot of effort to get the information you needed
(HINTSY
How confident are you that you could get advice about health if you needed it (HINTS)

Have you ever looked for information about health or medical topics from any source? (HINTS)

Thinking about the last time you had a serious hedlth issue, did you get information from (selection
of the information source)? (HTSb)

What type of health-related information did you look for? (Europe)

The most recent time you looked for information about health or medical topics, who wasit for?
(HINTS)

Have you ever kept information from your health care provider because you were concerned
about the privacy or security of your medical record? (HINTS)

How easy or difficult wasit to understand the health information in your online medical record?
(HINTS)

In general, how useful is your online medical record for monitoring your health? (HINTS)

Was denken Sie heute, werden Sie sich Ihre medizinischen Daten und Unterlagen mit Hilfe der
Karte zukiinftig ndher anschauen? (What do you think today, will you take a closer look at your
medical dataand documents with the help of the card in the future?) (Gesundheitsmonitor, Ger-
many)

In order to get aquick and valid diagnosis, | am positive about giving internet accessto my
medical record to a doctor in another location or abroad (Poland)

Have you approached your family doctor, specialist, or other health professional(s) over thein-
ternet to read your health record? (Poland)

Aste] 22kel o 8 7= vh5-3} 2 o & A 17} E3HE o] ¢l 7? (Do any of your
online medical recordsinclude the following types of medical information?) (survey of CHISBC)

In the past 12 months, have you used your web-based medical record to...(look up test results,
monitor your health, etc) (HINTS).

Do you believe hedlth-related information from medical staff at medical centers or pharmacies?
(Taiwan)

How difficult isit to contact adoctor or other health care providers at this place after their regular
hoursin case of urgent medical needs-very difficult, somewhat difficult, not too difficult, or not
at al difficult? (HTHS)

How satisfied are you with the health care you received in the past 12 months? (NHISd)

How many times have you personally been to the doctor within the last 12 months (Europe)

What kind of place do you go to most often - aclinic, doctor's office, emergency room, or some
other place? (NHIS)
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Domain, subdomain, dimension, theme

Questionnaire items

Communication with health care
provider

Health related decision making

Online
Attitude
Perceived credibility

Perceived ease of use

Perceived usefulness
Perceived eHealth literacy

Satisfaction with web-based informa-
tion

Perceived confidentiality risks

Intention to use

Behavior

Access frequency

Type of information technology de-
vice

Health-related web and app (software
use)

Web-based resource (governmental
website, Wikipedia, etc)

Communication with health care
provider

Communication with friends and
others (social media, forum, etc)

Health-related decision making

Tracking/managing health state

Improvement of health knowledge

Health

Overall health
Attitude
Perceived health efficacy
Concerns and belief about health
Behavior
General health state

Inthepast 12 months, did health care provider talk with you about all of the different prescription
medicines you are using, including medicines prescribed by other doctors? (HTHS®)

The following questions are about your communication with all doctors, nurses, or other health
professional's you saw during the past 12 months: did they involve you in decisions about your
health care as much as you wanted (HINTS)?

Selon vous, I’information de santé que vous avez obtenue laderniére fois est-elle crédible? (In
your opinion, isthe health information credible you obtained the last time (on the internet?)
(France)

In general, how comfortable do you feel. (using computers, internet, etc) (ANHCSf)
How useful was the health information you found online? (HTHS)
I know how to use the internet to answer my health questions (Israel)

Overdll, how satisfied or not are you with the health-related information you found on the internet?
(Europe)

There are different reasons for not approaching your family doctor, specialist, or other health
professional(s) via the internet. Which reasons apply to you? (I worry about confidentiality)
(Poland)

Next time you want to get information on health-related questions, how likely are you to use the
internet? (Europe)

Within the last 12 months, have you used the internet to search for health-related information?
(Europe)

Pleaseindicate if you have each of the following: tablet computer like an iPad, smartphone, etc?
(HINTS)

What kind of health apps do you currently have on your phone? (HTS)

Have you used any of the following internet resources for health information? (government
websites, news sites, etc) (ANHCS)

Haben Sie diese Gesundheits-Apps auf |hrem Tablet oder Smartphone schon einmal dazu genutzt,
... um auf Gesprache mit Ihrem Arzt, Heilpraktiker, Physiotherapeuten usw. besser vorbereitet

zu sein? (Have you ever used these health apps on your tablet or smartphone...to be better prepared
for discussionswith your doctor, alternative practitioner, physiotherapist, etc? (HINTS Germany)

Still thinking just about the last 12 months, have you posted a health-related question online or
shared your own personal health experience onlinein any way? (HTS)

Haben Sie diese Gesundheits-Apps auf |hrem Tablet oder Smartphone schon einmal dazu genutzt,
.... um zu entscheiden, wie mit einer Erkrankung umgegangen werden sollte? (Has your tablet
or smartphone... helped you make a decision about how to treat an iliness or condition? (HINTS
Germany)

Hasyour tablet or smartphone helped you track progress on ahealth-related goal such asquitting
smoking, losing weight, or increasing physical activity? (HINTS)

Improved your understanding of the symptoms, conditions, or treatments in which you were in-
terested (Israeli survey)

Overall, how confident are you about your ability to take good care of your health? (HINTS)
Agree that my good health islargely a matter of good fortune (ANHCS)

How would you rate your level of health in general? (Europe)
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Domain, subdomain, dimension, theme

Questionnaire items

Diseases diagnosed

Height
Weight
Mental health

Caregiving

Social support

Lifestyle
Attitude

Perception about nutrition

Perception about physical activity

Perception about a cohol

Perception about tobacco

Behavior

Nutrition

Physical activity

Alcohol
Tobacco
Cancer
Attitude

Perception about cancer

Behavior

Cancer check-up

Cancer diagnosed

Areyou now living with any of the following health problems or conditions (diabetes, high blood
pressure, etc) (HTS)

How tall are you without shoes? (NHIS)
About how much do you weigh, in pounds, without shoes? (HINTS)

Have you been diagnosed with any of thefollowing medical conditions? (mental health condition)
(ANHCS)

Areyou acaregiver for an adult family member with any of the following medical conditions?
(Alzheimer disease, cancer, etc) (ANHCS)

Is there anyone you can count on to provide you with emotional support when you need it, such
as talking over problems or helping you make difficult decisions? (HINTS)

How likely isit that eating 5 or more servings of fruits and vegetables every day will (make you
look better)? (ANHCS)

How likely isit that doing at least moderate exercise 3 or more times aweek will (reduce your
feelings of stress)? (ANHCS)

How much do you agree or disagree with each of the following statements? (alcohol increases
your risk of cancer) (HINTS)

In your opinion, do you think that some smokeless tobacco products such as chewing tobacco,
snus, and snuff are less harmful to a person's health than cigarettes? (HINTS)

In the past week, on average, how many servings of fruit did you eat or drink per day? Please
include 100% fruit juice, and fresh, frozen or canned fruits. (ANHCS)

Inatypica week, how many daysdo you do any physical activity or exercise of at |least moderate
intensity, such as brisk walking, bicycling at aregular pace, and swimming at aregular pace?
(HINTS)

In your entire life, have you had at least 12 drinks of any type of acoholic beverage? (NHIS)
Have you smoked at least 100 cigarettesin your entire life? (ANHCS)

A = o w ol Arhd Felahaluzle . Aol A Hekis mE Aol ke
3l 191 (How much do you agree or disagree with each of the following statements? ... It
seems like everything causes cancer, There’s not much you can do to lower your chances of
getting cancer, etc) (survey of CHISB)

When did you have your most recent prostate-specific antigen test to check for prostate cancer?
(ANHCS)

Have you ever been told by adoctor or other health professional that you had cancer or amalig-
nancy of any kind? (NHIS)

3HINTS: Hedlth Information National Trends Survey.

PHTS: Health Tracki ng Survey.

CCHISB: cancer and health-related information—seeking behavior.

dNHIS: National Health Interview Survey.
®HTHS: Health Tracking Household Survey.

fANHCS: Annenberg National Health Communication Survey.

Channel

includes any method that collectsor transmits health information
through non—web-based sources such as health care providers,

enables seekersto acquire and transmit healthinformation[50].  off|ine subdomain consists of 7 themes (Figure 3). The online

2 channels for HISB: offline and online. The offline channel
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with any information technology device; the online subdomain
showed the largest number of themes, that is, 7 attitude and 9
behavior themes. The subdomains offline and online revealed
a similar occurrence, with average percentages at 50.5% (SD
15.9) and 50.5% (SD 19.7), respectively. In particular, the
average percentage of a behavioral dimension of the online
channel, namely, access frequency, was counted as 92.3% in
the selected HISB toolsaswell as84.6% of the accessfrequency
theme in the offline subdomain. The occurrence of behavior
dimensions was 1.4-1.5 times that of the attitude dimensions.

Health

The health domain refers to the seeker’'s physical status and
perceptions about health: overall health, lifestyle, and presence
of cancer. Overall hedlth refersto general health status, including
physical, mental, and social health and concerns or beliefs about
them. Lifestyle consists of 4 parts of a person’s behavior and
attitude: nutrition, physical activity, alcohol consumption, and
tobacco consumption. Cancer themes focused on check-up and
diagnosis with cancer perceptions. Overall health was the most
frequently found subdomain out of the 7 subdomains (average
percentage 53.8%, SD 18.0). The other subdomains, namely,
lifestyle and cancer, revealed an average percentage of 32.7%
and 46.2% with SD 21.3 and SD 13.3, respectively (Figure 3).
In particular, the average percentage of behavioral themes in
overall health and general health state accounted for 84.6% in
the selected HISB tools, while perceptions about nutrition and
physical activity accounted for the smallest percentage at 7.7%.
Similar to other domains, the occurrence of behavior dimensions
on the domain was 1.3-3.3 times higher than those of attitude.

Choi & Jeong

Person Char acteristics

A person is the subject of HISB who seeks and utilizes
information. A person’s characteristics may affect HISB. The
main considered characteristics throughout the instrumentswere
age, sex or gender, nationality, race, language, education,
income, occupational status, marital status, hedth literacy, hedlth
insurance, the number of household members, househol dswith
internet access, and preference for online or offline channels.

Themes Addressed by the Tools

The spider web diagram shows the average percentage of the
themes in the selected HISB tools. Survey of CHISB (South
Korea) and HINTS (United States) accounted for 89% (51/57)
and 88% (50/57), respectively, which were found to be high
average percentages among the tools (Figure 4). ANHCS
(United States), HINTS Germany, and Gesundheitsmonitor
(Germany) also contain 63% (36/57), 61% (35/57), and 49%
(28/57) of the contents of HISB, respectively. Other tools
including the HTHS (United States), NHIS (United States), the
Health Tracking Survey (United States), the Flash
Eurobarometer (Europe), Barométre santé (France), the eHealth
Consumer Trend Survey (Poland), and Taiwan Communication
Survey (Taiwan) showed similar percentages of 21%-39%
(12-22 out of 57 themes). The other HISB measurement from
Israel showed only 11% (6/57) of the contents. All the tools
focused more, by far, on the behavioral dimension than on
attitude, showing a total average percentage of 53.8% and
30.4%, respectively; moreover, each average percentage of the
behavior dimension accounted for 1.2-14.5 times morethan the
attitude throughout the instruments.

Figure 4. Average percentage of theme occurrence in health information—seeking behavior instruments. ANHCS: Annenberg National Health
Communication Survey; HINTS: Health Information National Trends Survey; HISB: health information—seeking behavior; HTHS: Health Tracking
Household Survey; NHIS: National Headlth Interview Survey; CHISB: cancer and health-related information—seeking behavior; TCS: Taiwan

Communication Survey.
HINTS (US)
TCS (Taiwan) 100% Health Tracking Survey
80% (US)
Survey 0; (;fng)B (South 60% ANTICS (US)
40%
eHealth consumer trend ~20%  NHIS (US)
survey (Poland) ' : ' -
0%
Israel HTHS (US)
HINTS-Germany "\ Flash Eurobarometer 404
(Germany) (Europe)
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Sample Questionnaire Items

From the content analysis, representative sample questionnaire
items from the 13 survey instruments were selected. Table 3
presents each questionnaire according to the domains,
subdomains, and themes with attitude and behavior dimensions.

Proposed Theoretical Construct for Assessing HISB

Through the content analysis, atheoretical framework emerged.
This study proposed the information-channel-health structure

Choi & Jeong

for assessing HISB (Figure 5). The theoretical structure shows
reciprocal interaction between information and health through
channels within the attitude and behavior dimensions. The
information-channel-health concepts include the following:
information, with information about health and patient medical
records; channels, as online and offline; and health, with overall
health state, lifestyle, and cancer. With the reciprocal structure
of information-channel-health underlying 2 dimensions (attitude
and behavior), the HISB phenomenon could be well illustrated
with a comprehensive and holistic view.

Figure5. A proposed theoretical construct for health information—seeking behavior.

A

Behavior

Offline

Online

Overall Health
Lifestyle
Cancer

Health Information
Patient Medical Record

Information

Channels

State

Health

Discussion

Principal Results

In this study, we investigated the main characteristics of the
methodol ogies and the contents of the HISB survey tools used
for over more than a decade (2008-2020) to answer the
following research question: what are the characteristics of the
measurement tools for assessing HISBs in nationaly
representative surveys around the world? The aim of this paper
is to provide insights on the methodol ogies and the construct
of content for HISB survey instruments from nationally
representative studies. Through the systematic search, 13 survey
toolswere found in 2333 records related to HISB surveys. The
features of this study’sresults are comprehensive and not limited
to specific countries and specific topics or issue-based research.
Other HISB-related review studies reported specific data such
as age, college enrollment, adulthood, needs, and disease,
including adolescent disease [82-84]. However, in this study,
the results of the analysis were based on a tool for surveying
healthy adults, who account for the highest proportion of the
population density. Such a tool can lead to changes in the
national policy.

The United Stateswas found to have the most influential survey;
5 out of 13 tools developed in various countries were included

https://www.jmir.org/2021/7/e27539

Attitude

in this study, a total of 188 research papers used data from
HINTS, and HINTS identified 88% (50/57 themes) of the
constructs, according to the findings. These strong features
might be related to the purpose of HINTS to investigate
respondents’ access to and use of health information, including
information technology to manage health and health information.
The composition of most of the questionnaire tools was
continuously updated according to the change of the cycle.
However, inthe current survey of HINTS5 Cycle4, researchers
changed its scope to focus on cancer compared to prior HINTS
surveys, which focused on health and medical topics. Therefore,
HINTS 5 Cycle 3 was included for the contents analysis part
of thisstudy. In particular, owing to theinfluence of COVID-19,
the questionnaire in France was changed twice in 2020 only to
reduce the time of survey completion.

The contents of each country’s survey tools contain the construct
of HISBs. They can be categorized asinformation (information
about health and patient medical records), channel (online and
offline), and health (overall health state, lifestyle, and cancer),
with dimensions of behavior and attitude. The questions are
organized with more of the behavior dimension (average
percentage of 53.8%) than attitude (average percentage of
30.4%) (Table 2). The analysis of the survey questionnaire
contents conceptualized the HISB phenomenon, showing 3
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domains, namely, information, channel, and health, with 2
dimensions, namely, behavior (objective outcome) and attitude
(subjective  tendency), emerging from the
information-channel-health structure (Figure 5). In recent years,
research has been conducted in parallel with existing reviews
and meta-analysis to bring a theoretical framework to make
some corrections [20] or to compare only specific variables to
analyze the relationships [85] deductively. This study is
meaningful as it derives a theoretical framework inductively
after analyzing the contents by reviewing all theitems of survey
guestionnaires. The findings of this study revealed that
nationally representative surveys of HISB did not report
theoretical frameworks when constructing the questionnaires.
Therefore, it is believed that the outcomes of this study can be
helpful in developing HISB-related tools or in establishing a
theoretical framework prior to alarge-scale investigation. This
study included comprehensive (online and offline) HISBs.
Recently, the terms eHealth and mobile health have become
popular as many people use the internet and maobile access to
managetheir health. Therefore, preliminary review studies have
focused on web-based HISBs or eHealth [17]. This research
trend has alimitation in that it fails to address offline sources
or face-to-face HISBs that still account for a large portion of
HISBs.

This study found that al the survey instruments were from
high-income countries, that is, United States, European Union,
France, Germany, |srael, Poland, South Korea, and Taiwan, of
the Organization for Economic Co-operation and Devel opment
[86]. The results can be interpreted as showing that there is
information inequality, which may lead to aworsening of health
inequality between high-income and low- and-middle-income
countries. While low- and-middle-income countries still
prioritize the establishment of universal health coveragefocusing
on the provider, high-income countries acknowledge the health
information for individuals, empowering the health care
consumer. The gap might be overcome through assessment of
the trend of HISB in low- and-middle-income countries to
contribute to the effective and efficient health care service to
be provided. The detailswere analyzed by reviewing individual
questions for the 13 survey tools, which were deeply rooted in
the countries’ differences. There are deviationsin the questions
according to the culture or medical system. For example, the
guestion options vary depending on whether the countries are
exposed to terrorism or have specific diseases or causes of
cancer such as ultraviolet radiation exposure followed by ahigh
incidence of skin cancer. In addition, questions about the type
of health insurance and Medicare system also varied—for
example, whether to visit in-storeretail clinics, whereto receive
prescriptions, differencesin the quality of and satisfaction with
medical services, and accessibility to medical services.

The degree of information technology development in the
country also hasagreat influence on the questions. The question
asking whether the respondent has computers or mobile/smart
devices depends on the devel opment of information technology
and the retention rate of mobile phonesin each country. Asan
extension of thisquestion, questionswere subdivided into digital

https://www.jmir.org/2021/7/e27539
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literacy, the type of fitness app, and whether web-based chat
groups were used for health-related topics. With HINTS as a
standard, related studies from Germany, South Korea, and China
were also developed. HINTS Germany was established by
HINTS (United States) and supported by the National Cancer
Institute. In the case of South Korea, an individual researcher
developed the survey questionnaires based on the content of
HINTS and was funded by a national institute. HINTS China
was excluded in this study because researchers did not conduct
anationally representative sample survey of the country. These
studies would enable cross-national trend analysis and agenda
for HISB.

Limitations and Recommendations for Future
Research

For this study, we used databases in English and Korean, but
there are some survey instruments that are neither English nor
Korean. To overcome this limitation, we did not limit the
languages in the search process. Moreover, it is obvious that
Englishisthe universal language of publication in the research
fieldintheeraof globalization. Therefore, we also used surveys
in other languages, including 1 from France (French), Germany
(German), and South Korea (Korean) in this paper. Some full
versions of HISB survey instruments were not available for the
review process. To attain theinstrument, the researchersemailed
corresponding authors for the HISB survey tools; however,
these were found to be not related to HI SB, or the author refused
to provide afull version, or wereceived no response. In addition,
the duration of the literature search was restricted to the period
between 2008 and 2020. However, we mitigated thislimitation
because this study’s findings cover the fundamental essence of
HISB phenomena by analyzing existing tools over a more
extensive period. The theoretical framework derived from this
study could be used as a guide for nationally representative
HISB surveys. From the findings of this study, we seethat there
was a lack of theoretical basis for the survey instrument. The
framework including both the behavior/attitude and
online/offline dimensions would provide integrative scope for
national HISB phenomena. Moreover, thisframework could be
compared to other HI SB-rel ated theories, thereby enabling more
comprehensiveinsight into the HI SB phenomenon. Asthe study
scope focused on HISB instruments that seek nationaly
representative samples, future studies could also anayze
different populations, including certain regions, ages, genders,
and occupations with HISB instruments. It would be worthy to
compare the differences among the populations.

Conclusion

This study analyzed and synthesized current HISB survey
guestionnaires for nationally representative surveys. The
findings of the methodol ogy and content analysis provide amap
and prototype for developing HISB-related instruments. A
theoretical framework including both behavior/attitude and
online/offline dimensions may provide integrative insight into
real-world HISB phenomena. In sum, the findings of this study
may contribute to better understanding of comprehensive HISB
trends in nationally representative surveys.
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Abstract

Background: Functionalitiesof personal health record (PHR) are evolving, and continued discussions about PHR functionalities
need to be performed to keep it up-to-date. Technological issues such as nonfunctional requirements should also be discussed in
the implementation of PHR.

Objective: This study systematically reviewed the main functionalities and issues in implementing the PHR.

Methods: This systematic review was conducted using Preferred Reporting Items for Systematic Reviews and Meta-analyses
(PRISMA) guidelines. The search is performed using the online databases Scopus, ScienceDirect, IEEE, MEDLINE, CINAHL,
and PubMed for English journal articles and conference proceedings published between 2015 and 2020.

Results: A total of 105 articles were selected in the review. Seven function categories were identified in this review, which is
grouped into basic and advanced functions. Health records and administrative records were grouped into basic functions. Medication
management, communication, appointment management, education, and self-health monitoring were grouped into advanced
functions. Theissuesfound in this study includeinteroperability, security and privacy, usability, data quality, and personalization.

Conclusions: In addition to PHR basic and advanced functions, other supporting functionalities may also need to be devel oped
based on the issuesidentified in this study. This paper provides an integrated PHR architectural model that describesthe functional
requirements and data sources of PHRs.

(J Med I nternet Res 2021;23(7):€26236) doi: 10.2196/26236

KEYWORDS
personal health record; systematic review; functionalities; issues

health care providers [6]. Personal health records (PHRs) can

Introduction

In health emergencies such as epidemics, natural disasters, or
artificial disasters, accessto reliable health information becomes
crucia for the community [1,2]. As of 2020, the COVID-19
pandemic throughout the world has led to an increasing need
for electronic health records (EHRS) to provide reliable health
information [3,4]. According to the World Heal th Organi zation,
the EHR that collects datafrom various health service providers
will provide better patient care during a pandemic, such as
preventing and detecting an outbreak [5]. The EHR’s function
will be more optimal if patients can share their health datawith

https://www.jmir.org/2021/7/e26236

RenderX

help patients share their data with health care providers and
provide useful information during health emergencies[2].

The EHR aims to collect health data managed by health care
providers, while the PHR aimsto collect health dataentered by
individuals[1]. The PHR was devel oped with a patient-centered
approach in the capture and storage of information [7]. In its
simplest form, a PHR is a stand-alone application that is not
connected to other systems. Users can access their PHR using
commercially available applicationsto record and analyze daily
activities and habits to maintain a healthy lifestyle. In a more
complex form, the PHR’s health information is connected to
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the EHR of the health care provider (tethered PHR) or to various
health service data sources (integrated or interconnected PHR).
A PHR integrated with an EHR, either through tethering or
interconnectivity, provides far more significant benefits than a
stand-alone PHR [1].

One of the important PHR research areasis PHR functionality
[8]. Previous studies have provided datatypes and functionalities
of PHRs [9] and a guide to evaluate PHR functionalities [10].
Some studies reviewed PHRs used for chronic diseases, which
include discussions about their functionalities[11,12]. However,
these studies focused only on PHRs in the United States and
developed countries[9,11,12]. Moreover, previous studies have
also discussed technological issues in implementing or using
PHRs, such as data quality [13], personalization [14], privacy
[13,15], and usability [14]. These studies still have no clear
explanations about how these issues can be included as
requirements in implementing PHRs.

Functions or features of PHRs are evolving [9,12], so continued
discussions about PHR functionalities need to be held to keep
the research up-to-date. In addition, technological issues as
nonfunctional requirements[16] in the design and devel opment
of a system must be discussed. Technological issues can be
defined as constraints and qualities related to the technology
used to perform the function [17]. Thus, this paper aims to
review the PHR studies focusing on the functionalities and
technological issues in building the PHR system. This paper
addresses the following research question: What are the main
functionalities and issuesin theimplementation of PHRS? This
study can provide PHR design or implementation
recommendations to health care management, application
developers, policymakers, or other related stakehol ders.

Methods

This systematic review was conducted using the Preferred
Reporting Items for Systematic Reviews and Meta-analyses
(PRISMA) guidelines [18]. PRISMA is suitable for studies
related to health care interventions, and it focuses on ways in
which authors can ensure the transparent and compl ete reporting
of systematic reviews[19]. The PRISMA checklist for thisstudy
isprovided in Multimedia Appendix 1.

Search Strategy

The search is conducted using the online databases Scopus,
ScienceDirect, |IEEE Xplore, MEDLINE, CINAHL, and
PubMed. Terms or keywords used to search the articles: (“phr”
OR “personal health record” OR “personal medical record” OR
“personal health information” OR *“personally controlled
electronic health record” OR “pcehr” OR “ patient portal”) AND
(“functionality” OR “features” OR “issues’ OR
“implementation”). The search was conducted for journal
articlesand conference proceedings published between January
2015 and December 2020 to ensure that the data were current
because the functions of PHRs are evolving.

Eligibility Criteria
The authors defined inclusion criteria as the review guidelines

for study selection. The articles included for this study must
have full text available and written in English, be original

https://www.jmir.org/2021/7/e26236
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research articles, focus on discussing the electronic PHR
platform, and discuss functionalities and/or issues in the
implementation of PHRs.

In this study, the PHRs discussed areall PHR types (stand-alone,
tethered, and integrated) that provide access to health
information or records to patients electronically. Therefore,
papers with related terms such as patient health records or
patient portalsare also included in thisreview. The authorsalso
reviewed PHRs at the design stage to include conceptual papers
inthis review.

Study Selection
The study selection consists of the following phases:

1. Keyword or search string was searched in each online
database previously mentioned. Duplicated records were
checked and removed.

2. The title and abstract of identified articles were selected
based on the eligibility criteria. Articles that did not meet
inclusion criteriawere eliminated.

3. Articlesthat were not eliminated in the previous stage were
read in full text to determine whether they should be
included in the review based on the €ligibility criteria
Reference lists of the included studies were also checked
to identify additional relevant articles.

The first author screened the titles and abstracts based on the
eligibility criteria. The same author reviewed full-text versions
of the articles that were not excluded from the previous
screening. The first author extracted data from selected studies
and the second author reviewed the extracted data
Disagreements between the two authors were resolved through
discussion. If an agreement could not be made, the third author
would determine the decision. We were unable to consistently
evaluate the risk of bias due to the variety of methodologies
within the studies.

Data Itemsand Synthesis

Data collection was performed manually using adata extraction
form. Information extracted from each article consists of
characteristics of selected articles, such as study location, PHR
purpose, and methodology, and functionalities of PHRs and
issuesin PHR implementation

Authors categorized functionalities of PHRs based on their
purpose as defined in Bouayad et al [9], Price et a [12], and
Genitsaridi et a [10]. For each function category, the authors
explained subfunctions or data el ementsthat wereimplemented
or recommended from the selected articles. Moreover, each
function category was grouped based on basic and advanced
functions defined by Detmer et a [20]. Basic functionalities
help people collect, organize, and store health information,
while advanced functionalities enable patients to play a more
active role in their health [20]. The authors explained PHR
implementation issuesthat are mentioned explicitly or implicitly
from the selected articles.
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Results

Study Selection

The database search results identified 2248 studies from 2015
to 2020. Next, duplicate records were removed, resulting in a
total of 1511 studies; 124 studies were excluded after the title
and abstract screening (articlesthat mentioned literature review

Harahap et a

and articles not related to PHRs, patient portals, or access to
health records to patients were excluded at this stage). A total
of 387 articles were assessed in full text, of which 297 were
excluded because they did not meet the selection criteria
However, 15 additional studies were identified from reference
lists checking, for atotal of 105 studiesincluded in thisreview
(Figure 1).

Figurel. Flow diagram for search results. IEEE: Institute of Electrical and Electronics Engineers, MEDLINE: Medicd Literature Analysisand Retrieva
System Online; CINAHL: Cumulative Index to Nursing and Allied Health Literature; PHR: personal health record.
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and abstract (n=1511)

Y

Full-text articles assessed for
eligibility (n=387)

>» Records excluded (n=1124)
Full-text articles excluded, with
reasons (n=297):
A

+« Not met IC1 (nh=31): no

Records identified through
reference list checking (n=15)

A

access to full-text (n=28),

not written in English
(n=3)
¢« Not met IC2 (n=38):

review article (n=18), no
methodology (n=17),
study protocol (n=3)
+ Not met IC3: not focusing
on electronic PHR (n=47)
e« Not met IC4: not

Studies included in qualitative
synthesis (n=105)

discussing functionalities

or issues in the
implementation of PHR
(n=181)

Study Char acteristics

The chosen articles showed that PHR research has mainly been
donein devel oped countries such as the United States, Canada,
and European countries compared to developing countries. This
country classification was based on the United Nations World
Economic Situation and Prospects 2020 [21]. Countriesinvolved
in selected studies consist of developed countries such as the
United States (42 studies), Canada (10 studies), Germany (8

https://www.jmir.org/2021/7/e26236

RenderX

studies), Australia (5 studies), Italy (4 studies), Netherlands (4
studies), United Kingdom (4 studies), South Korea (3 studies),
European Union (2 studies), New Zealand (2 studies), Austria
(1 study), Belgium (1 study), Norway (1 study), Portugal (1
study), and Taiwan (1 study) and developing countries such as
Argentina (3 studies), China (3 studies), Iran (2 studies), Sri
Lanka (2 studies), Brazil (1 study), Colombia (1 study), India
(1 study), Malaysia (1 study), Romania (1 study), and Thailand
(1 study; Figure 2).

JMed Internet Res 2021 | vol. 23 | iss. 7| €26236 | p. 3
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Harahap et a

The purposes of PHRs (Table 1) in selected articles include and other specific populations such as employees and foster
general, not specific to the disease, health status, or population  youth (3 studies).

3?8 St“d';ﬁﬁ ggggt';d('sml " dis;)r_] foc??;“'a‘tﬂgt'g‘gfﬁ':rs The study methods (Table 2) used in selected studies include
' » hospital p qualitative (41 studies), quantitative (33 studies), conceptual

inpatients and outpatients (10 studies), older adults (5 studies), . . )
. . . paper (16 studies), and mixed method (15 studies). A summary
women and child health (4 studies), mental health (4 studies), table of the characteristics of the included studies is provided

in Multimedia Appendix 2.
Figure 2. Countriesinvolved in personal health record study.
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Table 1. Purposes of PHRS®
Category Description Number of studies
General PHR designated not specific to any diseases, health status, or population. 48
Chronic disease PHR for chronic diseases such as cancer, diabetes, or cardiovascular disease. 31
Hospital patients PHR for patients who have visited the hospital, such as inpatients and outpatients. 10
Older adults PHR for patients with the age of more than 50 years. 5
Women and child health PHR for women, pregnancy, and pediatric health. 4
Mental health PHR for mental health diseases, such as bipolar disorder. 4
Other populations PHR for other specific populations, such as employees and foster youth. 3
Total _b 105
3PHRs: patient health records.
BNot applicable.
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Table 2. Methods used in the studies.

Harahap et a

Method Type of study Number of studies
Quialitative Interview and focus group discussion 41
Quantitative Questionnaire, cohort study, and randomized clinical trial 33
Conceptual paper _a 16
Mixed method — 15
Total — 105
3ot applicable.

Main Functionalities of PHR

Basic functions identified in this study consist of the health
record and administrative record. Advanced functions consist

Table 3. Identified Functionalitiesin PHR®,

of medication management, communication, appointment
management, education, and self-health monitoring (Table 3).
A summary table of the data elements and subfunctions is
provided in Multimedia Appendix 3.

Function Description References
Basic function
Health record Allows patientsto view or access clinical documentsfrom [22-71]

health providers' EH RO,

Administrative record

Allows patients to manage persona information and view

[22,25,26,30,31,34,39,42,44-46,55,59,66,68,70,72-78]

information related to health providers and insurance.

Advanced function

Medications manage-

ment tions and prescriptions.

Communication
families.

Appointment manage-

ment providers.

Education
SOUrces.

Self-health monitoring
clinical measures.

Allows patients to manage information related to medica-

Allows patients to interact and communicate with health
care providers and others, such as support groups and

Allows patients to manage appointments with health care

Allows patients to access health-related education re-

Allows patients to manage their self-health data through

[24-36,38-40,42,45,46,48 51-57,59-61,63,68-71,73,74,77,79-85]

[22-24,27-32,36,38,40,42,43,46,48,49,51-53,55-57,
59,61,62,67,69,71,74,75,80,82-84,86-94]

[22,23,25-31,33,34,36,40,42,47-53,55-57,
59-61,63,64,67,71,73,77,78,81,85-87,92,94]
[22,30,31,40,45,46,55,57,59,61,70,71,76,77,90,95-99]

[23,26,30,33,39,44,58,66,67,70,72,81,85,86,90,93,95,96,98,100-106]

3PHR: patient health record.
PEHR: electronic hedlth record.

Basic Functions

Health Record

The headlth record function provides patients options to view
clinical documentsthat can be retrieved from health providers
EHR [22,23,34]. This information can include problem lists
[22,24-29,45,56,67-71], adlergies [22,25-28,30-33,35-39,
56,67-70], immunization [22,26-28,30,32-35, 40-42,56,68-71],
laboratory and test results [22,24,26-30,33,36,37,
40,42-61,67-71], diagnostic information [32,37,44,45,62],

https://www.jmir.org/2021/7/e26236
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discharge information [31,34,63], and clinica notes
[24,30,33,42,50,61,64,67,69]. Figure 3 shows an example of
test results in PittPHR [33].

Thisfunction can a so include information about medical history
[22,24,30,33,35,37,39,45,51,57,64,65,67,68], family history
[28,30,32,33,35,37,66], genetic history [45], surgical history
[26,28,33,35,45,66,68], socid history [32,33,35,37,45,68]. Some
studi es suggested that this function also supports patients ability
to print the record [24,36] and add comments or notesin health
records [28,61].
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Figure 3. Test results menu in the health records module of PittPHR [33].
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Administrative Record

This function enables the patient to manage information about
demographics or personal information [25,26,31,44,45,68,72]
such asname[25,39,44,72,73], gender [25,26,44,72], birthdate
[25,26,44,72,73], blood type [39,44], contact information
[25,31,68,72], and parents names [25,45]. Patients can also
change their information, such as change password, address,
and email address [22]. Patients can enter this information
[22,31,68,72] or retrieve it from a central patient registry, such
asin Lifelong PHR [34].

https://www.jmir.org/2021/7/e26236
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TEST RESULTS

Lab Test Results

Diagnostic Procedure Results

Patients can also view hedlth professionals’ information, such
asname of health worker [34,39,55,74], role[74,75], educational
background [75], contact information [42,45], specialty [76],
location [76], and pictures [46,55,59,74,77,78]. Patients can
also view hospital information, such as location, contact info,
address, navigation [70]. Patients can aso view and pay hill
[4255,77] and get insurancerelated  information
[22,30,34,45,66]. This data can be retrieved from the regiona
health care information system [34]. Figure 4 shows an example
of the health care team information in the PHR app [74].
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Figure 4. Health care team information menu [74].
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Advanced Functions

Medication Management

Health care providers publish prescriptionsto the patient’s PHR,
while pharmaci sts dispense the prescribed medication [34]. This
function providesinformation about the list of medicationsthat

patients are currently taking [25,28,29,35,38,45,46,
52,56,59,60,68,69], medication name and dosage
[32,35,40,60,74,77,79,80], and list of past medications

[28,29,36,42,45,46,60,69,70,73,81]. PHRs should aso add
information about the purpose or class of medications to give
patients an understanding of the medication type[74] and allow
pharmacists to explore the data according to their common
questions [80].

https://www.jmir.org/2021/7/e26236
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This function also alows patients to view list of prescribed
medications[26,30,39,54,79,82,83], prescribing physician [79],
refill prescription [24,27,29-31,33,34,36,39,48,53,55,
57,60,61,84], order medications [29,39,71], deliver purchased
medication [79], as well as track the delivery of medication
[36,39,42]. Some PHRs al so provide medi cation schedulersand
reminders of when to take medicines [28,70,83,85], drug or
medicine reconciliation [42,51,63,83], and warning aerts of
potential adverse interactions based on the medication and
alergy list [38,68,73]. Figure 5 shows an example of medication
management in medication management in My Chart in My
Hand [85].
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Figure 5. Medication management in My Chart in My Hand [85].
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Communication

The patient can send messages to the health care provider to
inform them of health condition [23], share doubts and worries
[86], receive medical advice [56,86], or send nonurgent
messages [40,46,71]. The communication can be in the form
of messaging [23,27,29-32,36,38,40,42,43,46,48,49,51-53,55-57,
59,61,67,69,71,74,75,82-84,86-92] or text where patients can
write questions (Figure 6) [74,80]. Some PHRs also enable
patients to contact others in a similar situation [28,29,83,88],

https://www.jmir.org/2021/7/e26236

RenderX

support groups [62,87], family [ 75,89], or customer support and
billing departments [22]. Some studies also suggested this
function have the ability to maintain a record of past
conversations [36] and provide email or text notification when
ahealth care provider |eaves amessage on the PHR [24,93,94].
Moreover, some studies suggested tracking the status of a
question [80], message multiple providers at the sametime[24],
and import selected emails and interactions on the social network
to PHRs [86].

JMed Internet Res 2021 | vol. 23 | iss. 7| €26236 | p. 8
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Harahap et a
Figure 6. Comments or questions page in myNY Porg [80].
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Appointment Management

Some PHRs may allow a patient to request or schedule
appointments  (Figure  7) [22,23,25-28,30,33,34,40,
42,48-50,52,55,57,60,61,67,71,85,87,92], while others only
allow patients to view their past and upcoming appointments
[29,31,36,51,53,56,59,63,64,73,77]. Thetypes of appointments
can include patient-doctor visit consultation services and other

https://www.jmir.org/2021/7/e26236
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health services such as speciaist encounters, sample takings,
hospital admissions, result withdrawal [86], therapies, and online
consultation [23]. Moreover, some studies suggested that PHRs
include reminders or notifications for upcoming appointments
[33,42,47,48,60,61,81,94]. Thisreminder can bein the form of
email natifications about the date and time of the appointment
[42,81]. PHRs can also add a calendar to keep track of future
appointments [34,78].
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Figure 7. Appointment scheduling in mPHR [25].
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Education

The education function can include resources from trusted
websites [45,90], health information libraries [22,30], video
resources [46,59,95], or government supported information
[95]. The information can consist of lifestyle management
[45,57,71], first-aid information [40,70], discharge instructions
[31], surgical procedure[77], physical activities guidance[96],

https://www.jmir.org/2021/7/e26236
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or health-specific education such as pregnancy [97,98], mental
health [45,61], or chronic diseases—related education [90,95].
Figure 8 shows an example of the education page in the
Maternity Information Access Point [97]. Health providers are
responsible for providing clinical topics and resources for
credible information [55,76,99]. Moreover, PHRs should also
have the ability to search for information using an intelligent
search engine [99].
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Figure 8. Education resources in Maternity Information Access Point [97].
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Self-Health Monitoring

Patients can manage their own health related to nutrition and
diet information such as weight
[30,33,39,58,66,67,72,85,86,90,98,100-102], height [39,58,66],
physical activity or exercise [30,33,58,66,70,96,98,100,101],
and food and meals [33,66,98]. Patients can also manage their
vital sign data such as temperature [26,44], blood pressure
[30,33,44,58,66,67,70,72,85,90,98,101,103], blood glucose
[30,58,66,70,72,85,86,98,103], and heart rate[90]. Patientscan
aso monitor other self-hedlth data such as deep
[33,66,95,100,101], period [33,100], moods [98,100,101], and
stress [66,70,100].

These clinical measures enable calculation such as BMI
[39,66,70,85,100], body fat percentage [70], waist-to-height
ratio [70], calorie[70], cholesterol level [66,86], and glycemia
[86]. Thisinformation can also calculate disease risks such as

https://www.jmir.org/2021/7/e26236
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Birth Settings

cardiovascular disease risk and metabolic syndrome risk [85].
Thedatain thisfunction can be retrieved from home monitoring
devices [23,39,58,85,96,104,105] such as Bluetooth-enabled
health monitors [104], accelerometers [105], blood pressure
monitors [58], blood glucose meters [58,81,85,93], and
pedometer [72] and fitness tracker apps [39].

Themonitoring of health data can be shown as adashboard that
visualizes data in graphs, charts, or diagrams
[30,33,70,72,81,86,101,102,105]. Key performance indicators
can bedifferent for each patient, depending on their conditions.
For example, in the MyHealthKeeper app, the clinician provided
individual diet and physical activity targets for each patient
during an outpatient visit (Figure 9) [101]. This function can
beintegrated into aclinician’'s EHR, and clinicians could review
these dataand provide feedback about the health-related lifestyle
management of their patients[101].
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Figure9. MyHealthKeeper interface for patient’s lifestyle data [101].
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Issuesin mplementation of the PHR

Someissues must be considered inimplementing PHRs because
theseissues can define additional functionalitiesthat can support

Table 4. Issuesin implementation of the PHR?.

Harahap et a

MyHealthKeeper

Faor your better health
So far, you've achieved this by far.

Total percentage
of data user
recorded

Meals Breakfast/ normal 3 times daily / normal
Steps 5,836 Steps 10,000 Steps
Sleep time | 5 hours 9 min. slept 7 hours sleep
Weigh[ 634 kg Reduceinto61. kg

(Current input) (Goal of each data)

themain functionalitiesin PHRs. Theissuesidentified included
interoperability, security and privacy, usability, data quality,
and personalization (Table 4).

Issues Description References
Interoperability Ability of PHR to share or exchange data with other sys-  [22,25,29,33,35,37-39,51,53,61-63,
tems 68,72,76,86,88-90,96,100,102,104,106-112]
Security and privacy Safeguarding of dataand personal information in PHR [25,26,32-34,42,45,47,54,55,57,60-65,69,70,72-74,76,77,83,
92,94,97,103,108,110,112-122]
Usability Whether users can use PHR effectively and efficiently [24,25,33-37,41,45,46,48,51,54,59,61,62,65,71,74,
76,81,83,85,87,90,92-94,96,100,105,108,110,117-126]
Data quality Ensures consistency, completeness, accuracy, and timeli-  [24,30,31,33-35,64,68,81,90,91,107,108,110-113,115]
ness of the PHR information
Personalization Ability of PHR to be tailored and adapted to patient needs [22,33,52,57,59,78,87,88,95,99,102,112,117,118,123,125]

and preferences

3PHR: persona health record.

I nteroperability

Animportant issueraised in several studiesis PHR compatibility
with other systems[51,88,90,100,106]. Health service providers
such asclinicians should input datafrom other systemsinto the
PHR or vice versa, which was considered too time-consuming
and unfeasible for daily practice [100]. This problem can also
be caused by health organizations adapting their formats to use
health records and not allowing health information sharing in
their PHR to other applications or organizations [63,107]. As
aresult, a patient may have health records scattered in several
applications [107]. To provide more benefits and ensure its

https://www.jmir.org/2021/7/e26236
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successful implementation, PHRs should realize interoperability
among various data and systems [106,108]. PHRs should have
the ability to share information with others[88], such as health
professionals [37,61,89].

In the tethered or integrated PHR, patients may connect their
PHR to the health care provider system
[25,62,72,76,86,102,104]. With this integration, health
information is automatically transferred to the PHR
[33,39,62,109,110]. This can reduce data entry load [33,96],
improve data accuracy [62,96], prevent medical errors [38],
reduce the health information recall [35], and contribute to users
better perceptions about the system’susefulness[111]. Itisalso
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suggested that PHRs be integrated into various health providers
and not limited to one health provider [53,102]. Patients may
also havethe ahility to shareinformation with trusted institutions
and insurance bodies to speed up reimbursement procedures
[86] and access other family members' records[22,102].

It is necessary to create legidation to realize PHR
interoperability [106]. Health providers need to provide standard
definitionsfor data exchange and cooperate with other providers
[63]. There are international standards or frameworks for
interoperability, such as OpenEHR, Health Level 7 (HL7) Fast
Healthcare Interoperability Resources (FHIR), and Integrating
the Healthcare Enterprise and Continua Health Alliance
specifications [29,68,72,107,112]. OpenEHR describes the
management and exchange of data in EHRs for developing
PHRs using specific language [68]. OpenEHR integrated with
other standardsin particular health datatypes, such aslaboratory
results[107]. Similarly, HL7 FHIR enables the management of
a single data entity, group of entities, or a record using
well-known standard languages [68]. FHIR application program
interface allows any arbitrary system connected with another
medical system already equipped with the FHIR application
program interface [72]. FHIR allows the patient portal to be
interconnected but independent [29]. M oreover, I ntegrating the
Healthcare Enterprise specifies architectural approaches using
international standards for the health data exchange and can fit
the mobile platform’s resources. At the same time, Continua
enables communication from personal health devicesto EHRs
and PHRs[112].

Security and Privacy

PHRs contain personal and sensitive data[47,77,108,112-114].
Some people have concerns about storing these data online
[54,103,108,113,115] and consent to use the system [116]. They
may have concerns about identity theft and unauthorized access
in PHRs [54,55,57,61,69]. Confidentiality and privacy of
information in PHRs should be ensured through secured access
to PHRs [110].

To ensurethe security of information, PHRs should useasingle
sign-on mechanism [7Q], user authentication
[26,33,64,72,73,112,117], authorization [42,112], identity
verification [34,63], encryption [25,33,112,118] or
pseudonymization [114], backup mechanism [25,33,72], and
firewalls [72]. PHRs can also implement an access log so that
users can see who viewed and downloaded information [76].
The use of complicated or complex passwords can improve the
security of s[47,119]. However, some studies show that users
have difficulty remembering their passwords
[47,74,77,92,94,97,103,120]. Thus, PHRs should also add other
methods such as fingerprint authentication [97], biometric
identification [33,94], citizen digital certificate [121], and alow
users to change their passwords [62,72].

To address privacy concerns related to data sharing, PHRs
should have the ahility for patients to choose what information
to shae and who can see that information
[34,42,45,60,61,65,76,83,121,122] and provide aprivacy policy
inthe system [32]. The consent model should also be considered
in implementing PHRs [116]. Moreover, PHR systems need to
follow specific legal requirementsrelated to security and privacy
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defined on regional, national, or international levels[112]. For
example, the Health Insurance Portability and Accountability
Act ensures secure data exchange with entire clinics [76].
Usability

Some usability problems identified in selected studies include
font or text sizethat aredifficult to use[71,94], confusing format
[81], unclear visualization of data[90], problem with navigation
[51,59], and complicated dataentry [85,118]. Complicated data
entry may cause usersto not enter data correctly into their PHR
[118]. The reduction and simplification of PHR system data
entry should be considered in PHR design [35,93,118]. Users
prefer easy to use, simple, and user-friendly interface
[24,41,45,54,61,62,65,92,94,110,118,120-124]. Users are also
interested in  attractive and  interactive  systems
[25,33,108,110,120,124] such as the use of contrasting colors
for scroll bars and menu items [59]. Moreover, it is aso
important to maintain consistency and standardization of
interfaces [35,74,117,118]. A mobile app version of the PHR
was aso suggested because it was perceived as more
user-friendly and easy to use [25,34,61,65,81,93,100].

A PHR may add a section to guide patients about the features
in the PHR [46,54,59,61,65,83,90,96,118] and quick accessto
the essential functionalities [37,48,108]. The use of
user-interface elements like buttons and a dropdown menu can
enhance the user-friendliness and simplicity of the PHR interface
[25,100]. However, icons should be avoided when designing
for older adults since they may not recognize them [96]. PHRs
should be easy to understand and navigate for all user groups
[110], including those with basic computer knowledge and those
who are not computer literate [94,118]. PHR usability should
be determined using health literacy assessments and there should
be different PHR versions for specific groups of users[36].

Developers should involve users in designing, updating, or
improving PHR systems [48,71,119]. Using a user-centered
design approach can facilitate users involvement in PHR design
[76,87]. The user-centered design process increased the
development process's complexity, but the product quality was
higher, especially satisfaction and user acceptance [105].
However, user-centered design may not apply to all PHR types,
especialy PHRs targeting the general population, which
necessitates identifying specific user groups and specific use
contexts [125]. Adopting a usability design framework that
includes usability and user testing may help address PHR
usability issues [126]. Standardization used for PHR design is
International Standards Organization (1SO 9241-210), which
focuses on the requirements and user needs [105], and 1SO
9241-11 for software systems components that define usability
[96].

Data Quality

Health care providers may doubt patient-entered datain aPHR
[30,113]. Not all patients have enough knowledge to generate
health data in a PHR [107,112]. Data uploaded by the patient
may be inconsistent [91], incomplete [81,90,110], inaccurate
[30,81,90,110,115], or not up to date [90]. PHRs require patient
commitment to keep the system up-to-date and relevant over
time [111]. This issue needs particular attention, especially
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when PHR dataaretransferred to EHRs and used in professional
medical decision-making and treatment processes[112].

To ensure dataquality of patient-generated datain PHRS, health
care professionals need to take time to supervise the quality of
information generated by patients in PHRs [110,112]. PHRs
should differentiate patient-generated data from the health care
provider's data [68]. Moreover, PHR design needs to define
what information is required because an incomplete record is
preferable to an inaccurate one from a provider’s perspective
[35]. Standardization of patient-entered information is essential
to ensure dataquality [33]. Input control should be comfortable
and descriptive words should appear to hel p patients enter PHR
data[108].

In tethered PHRs, which are tied to EHRs in health
organizations, health information on the PHRs are created
automatically from the original patient clinical reportsto make
this information more reliable [34]. However, this can be a
problem if the EHR's information is incomplete [30,64] or if
the information is not generated automatically. This can also
be caused by health care providers not updating the PHR
information consistently [24,31].

Personalization

Some users may have more health issues than others, such as
older patients having more health issues, appointments, and
information to manage [22]. People want the PHR to betailored
to their needs and capabl e of changing based on their health and
well-being needs[59,78,88,102,123]. This person-specific health
and well-being information can make the PHR system more
appealing [118]. The PHR system needs to be adaptable and
extensible to ensure successful operation [112]. It is aso
suggested that PHRs support customizability based on computer

literacy [87].

PHR systems should provide medical information that can be
dynamically adapted to patient preferencesfor simpler or more
complex information [99] [117]. For example, in PittPHR, users
can customize the trackers according to their own needs by
hiding or unhiding available trackersin a given list and add or
delete links in the resources module according to their own
needs [33]. PHRs could aso provide tailored health education
materials based on patient health problems [52,57,95,117].
Despite the need for personalization, designers or developers
need to define the extent to which PHRs can be personalized
but still maintain standardization, uniformity, and simplicity
[125].

Discussion

Principal Findings

Seven function categories of PHRs are identified as the main
functionalities of PHRs, which are grouped into basic and
advanced functions. Basic functions (health records and
administrative records) provide essential information for patients
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in their health care. Health records could provide a complete
summary of patient health status and condition. Information on
thisfunction could reduce health workers' time gathering patient
history and reduce redundant transactions and tests [20].
Information on administrative records such as persona
information serves as a patient identifier on a PHR.

Advanced functions (medication management, communication,
appointment management, education, and self-health
monitoring) could support patient involvement in their health
care. Involving patients in controlling their health information
improves the chance that health providers would have a
comprehensive view of patient health conditions [20].
M edi cation management functions such as medi cation scheduler
and reminders could help patients take medicine on time.
Moreover, the medication reconciliation option could avoid
medication errors [127]. Communication functions such as
messaging could free physicians from the limitations of phone
and face-to-face communication [1]. Appointment management
reduces the chance of a patient missing an appointment.
Education could support health knowledge promotion [20],
which may improvethe patient’s health literacy. Theinformation
recorded from the self-health monitoring function may help
health providerswith disease diagnosis and treatment [10]. This
function could help patientstrack their progressto reach specific
health goals [9] and monitor the impact of their behavioral
changes[12].

In addition to these functionalities, other supporting
functionalities may also need to be developed based on the
issuesidentified in this study. To improve security and privacy,
PHRs should implement access control, which includes
authentication and authorization. PHRs can also provide a
backup option to avoid data loss and audit logs to review who
accessed the record and what data have been accessed. To
improve usability, PHRs can provide quick access to the
important information or functionsthat usersfrequently use and
add amenu for help or a user guide about using featuresin the
PHR. Customization options to show or hide specific health
data according to patient health needs are also recommended
to increase personalization.

Interoperability represents akey component of PHR architecture
[8]. When PHRs are integrated with health providers, they
provide more significant benefits and valuable content for users
[1,20]. Interoperability can also reduce data entry load because
health information isautomatically transferred to the PHR. This
can increase the usability and the quality of data on the PHR.
PHRs need to provide standard definitions for data exchange
and implement sharing functions to connect PHRs with other
stakeholders, such as health providers, insurance, government
agency, pharmacy, community or support groups, and other
systems such as home monitoring devices. Figure 10 describes
the integrated PHR architecture based on the result of this
review.
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Figure 10. Integrated persona health record architecture.
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The main functionalities described in thisreview, such ashealth
records, administrative records, medication management,
communication, appointment management, education, and
self-health monitoring, have also been described in previous
reviews[9-12]. Most of these reviews[9,11,12] focus more on
discussing the functiondity of PHRsrelated to improving health
servicedelivery. Only Genitsaridi et a [10] discussed supporting
functionalities such as access control to be included in
requirements on the PHR. Previous studies a so have discussed
technological issues [13-15]. Our research augments that of
previous studies by trandating these issues as supporting
functionalitiesin PHR systems.

The functionalitiesin PHRs can help health care providers and
patients obtain useful health information during public health
emergencies such as natural disasters and pandemics. For
example, in the COVID-19 pandemic, hospital services
experienced a crisis [128]. Observations of health outside of
standard hospital settings can be difficult [129]. Functions such
as communication can help patients and health care providers
consult without making eye contact. Furthermore, in the
education function, PHR providers can provide information
about updated COVID-19 and health care information. The
health record function hel ps pati ents obtain and store test resuilts.
The self-health monitoring function increases the patient’s
ability to control and manage health conditions. Functions such
asmeasuring body temperature can be used to detect early signs
of infection [129]. Integrating PHRs into a broader telehealth
infrastructure could improve emergency health care delivery
by reducing patient spikesin health care facilities[2].
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Comparison With Prior Work

The Health Level 7 Personal Health Record System Functional
Model (HL7 PHR-S FM) defines a standardized model of the
functions present in PHR systems[130,131]. Themodel consists
of 3 sections. persona health (PH), supportive (S), and
information infrastructure (IN). Personal health functionsenable
an individual to manage information about their health care.
Supportive roles assist with the administrative and financial
requirements within health care delivery. Information
infrastructure functions support personal health and supportive
functions.

Health records, medication management, communication,
education, and self-health monitoring can be categorized into
personal health sections. Administrative records such as
managing patient profiles can be categorized into a personal
health section, while information about health professionals,
hospitals, and insurance can be categorized as a supportive
section. Supporting functions defined based on PHR
implementation issues, namely sharing, access control, audit
logs, backup options, and customization, can be categorized in
theinformation infrastructure section. This section ensures the
privacy and security of PHRS, promotesinteroperability between
PHRs and other systems, and enables PHR function to be
accessible and easy to use [130,131]. Table 5 summarized
comparisons between functions identified in this review study
and functions defined in the HL7 PHR-S FM.
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Table 5. Comparisons between functions.

Functionsidentified and ID Functions defined in the HL7 PHR-S FM?

Function name Description

Basic functions
Health record
PH.2.5 Manage historical and current statedata Provide a summary of the patient’s current medical state and history

Administrativerecord

PH.1.2 Manage PH RP account holder demo- Capture the patient’s demographic information
graphics
S13 Manage health care provider information  Import or retrieval of data necessary to identify a health care provider
S15 Manage health care facility information Import or retrieve of data necessary to identify a health care facility
S21 Capture and read healthinsuranceac-  Request and/or receive and read the information on health insurance
count and benefit information benefits

Advanced functions
M edications management
PH.3.4 Manage medications Help patients manage his or her medications

Communication (patient-provider communication)

PH.6.3 Communications between provider Capture information in preparation for a consultation and maintain
and/or the PHR account holder’srepre-  continuous communications with the health provider
sentative

IN.3.10 Secure messaging Enable secure electronic communication with health providers

Appointment management

PH.6.3 Communications between provider Capture information in preparation for a consultation and maintain
and/or the PHR account holder’'srepre-  continuous communications with the health provider
sentative
Education
PH.4 Manage health education Provide proper medical education and patient-specific knowledge based

oninformation in the PHR
Self-health monitoring

PH.3.1 Manage personal clinical measurements  Providethe patient capability to enter personally sourced dataand make
and observations it availableto authorized health providersor other users or applications

Supporting functions

Sharing
IN.2 Standards-based interoperability Interoperability standards enable the sharing of information between
PHRs and other systems
Access control
IN.3.3 Entity access control PHR must perform authentication and authorization of users or appli-
cations
Audit logs and backup option
IN.4 Auditable records Provide system access and use audit capabilities to indicate who ac-

cessed the record, how, and when the action was taken

Customization option

IN.1.3 Present ad hoc views of the healthrecord  Provide ad hoc views of the PHR information
User guide
PH.1.1 Identify and maintain a PHR account Offer user guidefor theinstallation, initialization, registration, or oper-
holder record ation of their PHR

8HL7 PHR-S FM: Health Level 7 Personal Health Record System Functional Model.
bPHR: personal health record.
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The functionality identified in this review covers the main
section (PH, S, IN) in the HL7 PHR-S FM. However,
functionalities and data elements found in this review are on
the individual level that focuses on improving health care.
Functions that are not included in this review are functions
related to the secondary use of health data. Secondary health
data use appliesto personal health information for uses outside
direct health care delivery [132]. In the HL7 PHR-S FM, a
population health and wellness (PH 3.6) function helps control
public health risksto the population and patients. For example,
it enables patientsto export anonymized datafor biosurveillance
and public health reporting, and patients can get alerts or
warnings regarding population health threats. A manage other
resources (S.4) function supports patient enrollment in clinical
trials or research [131]. From this review, only a few studies
[34,91] mentioned that PHRs could be used for secondary health
data use, but they did not explain specific data needed for this
function. A discussion about secondary health datausein PHRs
can be an opportunity for future research.

Not all functions in the HL7 PHR-S FM were found in this
review study because the HL7 PHR-S FM is universal and
generic by design. There may be additional constraintsin certain
realms or regions. PHR developers or designers can create a
functional profileto define a selected set of applicable functions
for a particular purpose, group of users, degree of
interoperability, or custodian [130]. This study defines PHR
functionalities based on the current state of research and
provides more examples of data elements and subfunctions for
each functionality. This study also found that the HL7 PHR-S
FM only includes patient-provider communication. Other
communications, such ascommunication with othersinasimilar
situation and support groups, are not discussed in the HL7
PHR-SFM.

Limitations

This study islimited to reviewing the implementation of PHRs
in research articles and does not address the implementation of
commercid PHRs available on the internet. Thus, the
functionalitiesand issues of the PHRs defined in this study may
not reflect the state of the practice. This paper does not discuss
which functionsare more common or whether certain functions
are used more frequently than others and does not discuss each
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function’s benefits and impact on health outcomes. We cannot
determine which functionality should be prioritized in the
implementation of PHR. We only discuss the functionsthat are
generally mentioned in the selected paper. Each function’s data
element may not be comprehensive and might not be
generalizable to all patient populations. This is because each
disease or condition has different specific data.

Conclusions

Thissystematic literature review paper discussed functionalities
and issues in the implementation of PHRs. Seven function
categories are identified in this review, which are grouped into
basic and advanced functions. In addition to these
functionalities, other supporting functionalities may also need
to be developed based on the issues identified in this study.
Based on the results, this paper provides an integrated PHR
architectural model that describes the functional requirements
and data sources of PHRs. This study can offer
recommendations or guidancein implementing PHRs by health
care facilities management, application developers,
policymakers, or other related stakeholders. Functionalities
(including data elements and subfunctions) listed in this study
and architectural model (Figure 10) can be used when
considering what features to implement in a PHR. The model
(Figure 10) can also serve as the target data sources to be
integrated into the PHR system. Moreover, technol ogical issues
explained in this study can be used to develop policiesin the
implementation of PHRs. For example, since security and
privacy are identified as technological issues in this study,
implementers of PHRs should develop policies that govern
access control in PHRs. The findings of this study may be
translated as functional and nonfunctional requirements of the
PHR system. This study’sfindings can also serve asabasis and
comparison for other researchers who will examine PHR
functionality and usein the future. PHR integrated architecture
(Figure 10) can be used as a model that other researchers can
use to compare, map, or evaluate the PHR functionalities that
will be examined. Furthermore, personal factors such as age,
culture, and health and technol ogy literacy levels can influence
security, privacy, and usability issues. Future studies can be
conducted to analyze the effect of persona factors on
technological issues.
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Abstract

Background: Previous research has identified disparities in seeking and using web-based health information to inform
health-related behaviors. Relatively few studies however have examined the correl ations between web-based health information
seeking and use based on race, gender, age, and the presence of chronic health conditions.

Objective: Inthisstudy, we identify factors associated with seeking and using web-based health information among a uniquely
vulnerable and intersectional population—middle-aged and older (40 years and ol der) African American and Hispanic men living
with one or more chronic conditions.

Methods: Survey responses were collected from a purposive sample of African American and Hispanic men using Qualtrics
web-based survey management software. To qualify for inclusion in the study, respondents had to identify as African American
or Hispanic men, report having at |east one chronic condition, and be aged 40 years and older. A seriesof binary logistic regression
models was created using backward elimination. Statistical significance was determined at P<.05 for all analyses.

Results:  Web-based health information seeking among African American and Hispanic men is a function of education, the
presence of multiple chronic conditions, frustration with health care providers, internet use, and the perceived reliability of
web-based health information. The use of web-based health information to inform interactions with health care providers was
more common among African American and Hispanic men, who rated their health as relatively good, perceived barriersto care,
used technology regularly, and took more daily medications.

Conclusions: Understanding the factorsthat influence African American and Hispanic men seeking web-based health information
may help improve the care and treatment of chronic conditions. African American and Hispanic men seek web-based health
information as a substitute for routine care and to inform their discussions with health care providers.

(J Med Internet Res 2021;23(7):€26180) doi: 10.2196/26180
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Introduction

Background

Information seeking encompasses the act of accumulating
information to gain clarity or affirm knowledge about a specific
topic [1]. Well-informed patients maintain a sense of control
over their illness and are better able to cope with uncertainties
related to outcomes and treatments [2-5]. Correspondingly,
knowledgeable patients engage with medical providers in
planning their care, managing their treatments, and adapting
more readily to therapeutic schedules[6,7]. Insufficient health
information, in contrast, can have unfavorable health
consequences [2,8].

Health-related information can be obtained from supportive
social networks, health care providers, and the media, including
the internet, television, radio, books, or magazines [9,10].
Web-based hedth resources provide an optimal way to
disseminate health infor mation because thereisthe “immediacy
of information access, the accessibility at any time of the day
or night, the potential continual updating of information and
the wider range of information available” [11]. However,
disparities exist in terms of who pursues or seeks web-based
health information and how the information is used to inform
subsequent interactions with health care providers [7,12,13].
Although men use the internet more often than women, they
use it less frequently to seek health information [14]. Men are
also less likely to seek routine medical care than women and
therefore have fewer opportunitiesto discuss web-based health
information with their health care providers [15]. Race and
ethnicity are also associated with internet-based health
information seeking [16,17]. Historically, health information
seeking was less common among racial and ethnic minorities
because of limited internet access and lower health literacy skills
[12,13,18-20]. However, recent research has suggested that
these differences may be dwindling, with African Americans
relying more heavily on web-based health information for health
care [21,22].

Other factors associated with web-based information include
education [19], self-reported health status [23,24], time spent
with medical providersand frustrationsin communicating with
these providers[25,26], internet use [23,27], and the perceived
reliability of web-based health information [28]. Previous
research does not provide enough clarity on how these factors
might affect internet-based information-seeking behaviors of
African American and Hispanic men with chronic conditions;
however, there is reason to expect some differences. Some
studies have examined web-based health information seeking
by race [29,30] or by sex, specifically for men with chronic
diseases[31], but did not focus specifically on African American
and Hispanic men with chronic conditions. This population has
been found to experience important barriers to disease
self-management [32], have less access to health insurance and
preventative care [33], have higher rates of preventable
hospitalizations [34], and are more likely to die from their
chronic conditions compared with non-Hispanic White men
[35]. Seeking and using credible web-based health information
may represent an important health-promoting activity.

https://www.jmir.org/2021/7/e26180
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In this paper, we seek to understand web-based health
information seeking among African American and Hispanic
men. Our motivation is both substantive and methodological.
First, African American and Hispanic men are less likely to
seek preventative care and treatment, which subsequently affects
health outcomes. Understanding the factorsthat lead to seeking
web-based health information may lead to better health
outcomes. Second, African American and Hispanic men are
hard-to-reach popul ationsin survey research, meaning that they
are often underrepresented in probability-based samples.

Objective

In this 2-phase study, we contribute to the existing literature by
investigating web-based health information seeking and use
among African American and Hispanic men aged 40 years and
older with one or more chronic conditions. In phase 1, we
identify factors associated with seeking web-based health
information in the past year about (1) a specific disease or
medical problem and (2) medical treatments and procedures.
Then, in phase 2, weidentify factors associated with discussing
web-based hedlth information with primary medical
professionals only among those men who sought health
information on the internet and had a routine physician visit
within the past year.

Methods

Overview

Due to increased costs and declining response rates, scholars
increasingly rely on web-based panels when studying
hard-to-reach or intersectional populations [36]. African
American and Hispanic men with chronic conditions and aged
40 years or older, for example, are relatively small segments of
the overall population, making random selection via probability
sampling costly and inefficient. Due to distrust of medical
providers, African American and Hispanic men are often less
responsive to requests to participate in health-related research

[37].

With thisin mind, the samplein this study was designed using
Qualtrics (Systems, Applications, and Products in Data
Processing Societas Europaea) web-based panels to identify
African American and Hispanic men aged 40 years and older
with at least one chronic health condition. We used the Checklist
for Reporting Results of Internet E-Surveys for web-based
surveys in our description of data collection [38]. Qualtrics
web-based panels are opt-in research panels ideal for studies
targeting hard-to-reach populations. Qualtrics panels provide
accessto previously identified research participants with known
characteristics, and panel participants are recruited and
compensated for their participation by Qualtrics. Potential
participants were directed to the programmed survey where they
were provided with a description of the study and information
relating to informed consent. The tradeoff for cost effectiveness
using Qualtrics is that the sample might not be representative
of the target population.

The survey questionnaire was constructed by the authors who
identified validated questions from previous research related to
web-based health information seeking and other health-related

JMed Internet Res 2021 | vol. 23 | iss. 7| €26180 | p. 2
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

behaviors. Aninitial draft of the survey was carefully reviewed
by expertsin the field who were not a part of the research team
and made suggestions for inclusion (or exclusion) of specific
items. The final data were carefully reviewed by the research
team, eliminating questionabl e responses (eg, respondentswho
completed the survey too quickly). In addition, filter questions
for age, race, and the presence of one or more chronic conditions
were used to further qualify potential respondents and ensure
that only qualified respondents completed the survey
guestionnaire. The survey instrument included a wide range of
health-related attitudes and behaviors. Overall, data were
collected from 2028 men who met the inclusion criteria. This
study was approved by the Ingtitutional Review Board
(#2018-1684) of Texas A&M University.

Inspired by Pettus et a [39], who examined internet use and
web-based health information seeking among older women in
a 2-phase study, we modeled this study to focus on web-based
health information seeking among middle-aged and older men.
To beincluded in phase 1 of our analytic sample, men also had
to report using the internet within the past 2 weeks. Men who
did not meet this criterion were excluded from phase 1 analyses.
The 2 dependent variablesin phase 1 assessed web-based health
information seeking and use, which was measured using 2 items.

Figurel. Study flow by analysis phases.

Sherman et d

First, participants were asked if they had looked for information
on the internet about “a specific disease or medical problem.”
Response choices for this item were “yes’ and “no.” Second,
participants were asked if they had looked for information on
the internet about “a certain medical treatment or procedure.”
Response choices for thisitem were “yes’ and “no.”

Building upon findings in phase 1, to be included in phase 2 of
our analytic sample, men must have reported “yes’ to looking
for information on the internet about “a specific disease or
medical problem” or “acertain medical treatment or procedure.
In addition, to avoid confounding the results with issues of
health care access, these minority men must have reported
having a routine physician visit in the past year to be included
in phase 2. Men who did not meet this criterion were excluded
from phase 2 analyses. The dependent variable in phase 2
assessed whether men shared findings from their web-based
health information seeking with medical professionals. More
specifically, participantswere asked if they spokewith amedical
professional about what they found on the web. Response
choices for this item were “yes’ and “no.” Figure 1 illustrates
the participant flow across both study phases based on the
inclusion criteria

Web-based survey completion

(n=2028)
Not use internet in past 2
> weeks
v (n=106)
p—
Usedinternet in past 2 weeks
(n=1922)
L
L
o
=
Web-based health
information seeking and
use
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https://www.jmir.org/2021/7/e26180

JMed Internet Res 2021 | vol. 23 | iss. 7| €26180 | p. 3
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

We model ed web-based health information seeking asafunction
of demographics (age, race, education, marital status, and
number of household members), health-related behaviors and
status (number of chronic conditions, number of daily
medications, having a routine physician visit in the past year,
and self-reported health status), available resourcesfor managing
care (receiving help to manage care, ability to self-manage
diseases, perceived barriersto care, health carefrustrations, and
participation in programsto prevent or manage chronicillness),
and technology use and credibility (use of technology and
reliability of web-based health information). We provide brief
descriptions of each of these below.

Demographics

Agewas measured in years, with all respondents reporting that
they were aged 40 years or older. Raceisadichotomousvariable
indicating whether the respondent is African American (coded
as 0 and serving as the baseline category) or Hispanic (coded
as1). Marital status was measured as a set of dummy variables
indicating whether the respondent was single or never married,
married or partnered, divorced or separated, or widowed. The
number of household members was the total number of people
(including the respondent) currently living in the household.
The demographic variables in our models were primarily
included as controls.

Health-Related Behaviors

This set of variables included health conditions, regular doctor
visits, and self-reported health status. Overall, it is expected
that individuals with worse health, meaning more chronic
conditions and poor self-reported health status, would be more
likely tolook for health information on theinternet. The number
of chronic conditions was calculated using a “check al that
apply” list of the following 19 chronic health conditions: (1)
asthma, emphysema, chronic breathing problem, or lung
problem; (2) arthritis or rheumatic disease; (3) cancer or cancer
survivor; (4) chronic pain; (5) depression or anxiety; (6)
diabetes, (7) heart disease; (8) high cholesteral; (9) hypertension;
(10) kidney disease; (11) memory problem; (12) obesity; (13)
osteoporosis; (14) abstructive sleep apnea; (15) schizophrenia
or other psychotic disorder; (16) stroke; (17) thyroid problem;
(18) urinary incontinence; and (19) another chronic condition
not listed. In addition, participants were asked to report the
number of different medications taken daily (range O to >6),
whether they had visited a doctor in the past year (coded 1 if
therespondent said yes; O otherwise), and a5-point Likert scale
measure of their self-reported health status ranging from poor
(coded as 1) to excellent (coded as 0).

Resources for Managing Care

In addition to health-related behaviorsand concerns, individuals
with more resources avail able for managing care should be more
likely to seek health information on the internet. This begins
with perceptions of whether or not they are receiving the support
they need to improve their health and manage their care,
measured using a5-point scale ranging from never (1) to aways
(5) [23,24]. Due to the skewed nature of the responses, these
were collapsed into the never, rarely, or occasionally versus
frequently or always range.

https://www.jmir.org/2021/7/e26180
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The disease self-management efficacy scale was included to
gauge individual respondents sense of control over the
management of their health care [25,26], Respondents were
asked about their level of agreement (using a 4-point Likert
scale) with the following statements: (1) when all is said and
done, | am the person who is responsible for taking care of my
health; (2) taking an active role in my own health care is the
most important thing that affects my health; (3) | know what
each of my prescribed medications do; (4) | am confident that
| can tell whether | need to go see the doctor or whether | can
take care of a health problem myself; (5) | am confident | can
tell adoctor concerns | have even if he or she does not ask; (6)
| am confident | can follow through on medical treatments |
may need to do at home; (7) | have been able to maintain (keep
up with) lifestyle changes such as eating right or exercising; (8)
| know how to prevent problems with my health; (9) | am
confident | can figure out solutions when new problems arise
with my health; and (10) | am confident that | can maintain
lifestyle changes like eating right and exercising, even during
times of stress. Scores for this scale ranged from 4 to 40, with
higher scores indicating higher efficacy.

The use of web-based health information may aso reflect
barriers to care, reflecting the need for help and support in
managing care and treatment. The barriers to self-care scale
were measured based on level s of agreement with thefollowing
statements: (1) | need help learning what | should be doing to
take better care of my health; (2) | need help learning how to
take better care of my health in a way that works for me and
my life; (3) | do not have the money it takes to do things that
will improve my health or condition; (4) | wish | could change
and do things that are healthier, but | just do not think | can;
and (5) all of my different health problemsand conditions make
it difficult for me to take better care of myself. Scale values
ranged from 5 to 20, with higher scoresindicating more barriers.

Patients also seek web-based health information when their
experiences with medical providers are frustrating. The health
care frustration scale assesses whether participants felt any of
the following frustrations [23,24]: (1) felt tired of describing
their same conditions and problems every time they went to a
hospital or doctor’s office, (2) left the hospital or doctor’s office
and felt confused about what they should do, (3) wished their
doctor had more time to spend talking with them, (4) felt tired
of feeling on their own when it came to taking care of their
health prablems, (5) felt that their doctor did not realize what
it was redly like for them at home trying to take care of their
health problems, and (6) wished they had a friend or family
member who could go to the doctor with them. Responseswere
coded as “never” (1), “occasionally” (2), or “frequently” (3).
Scores for this scale ranged from 6 to 18, with higher scores
indicating higher health care frustrations [34].

Finally, respondents might gain knowledge about their chronic
condition and insight into their medica condition by
participating in a program specifically designed to prevent or
treat chronicillnesses[40-43]. For example, the Chronic Disease
Self-Management Program (CDSMP) is a universal program
that appliesto any chronic condition, athough disease-specific
trandations also exist to build skillsto manage arthritis, diabetes,
chronic pain, and HIV and AIDS [44]. Previous research has
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indicated that CDSM P improved outcomeswhile reducing costs
[45].

Technology Use and Credibility

Aside from health concerns and conditions, web-based health
information seeking is also a function of the level of comfort
in using technology and perceptions regarding the credibility
of information found alone. Technology use was measured by
whether the respondent had used the following technologiesin
the past 2 weeks. computer (laptop, desktop, or tablet),
smartphone, email (from a computer, smart phone, or tablet),
internet (from a computer, smart phone, or tablet), Skype or
other video systems (from a computer, smart phone, or tablet),
or Facebook or other social media (eg, Twitter). Responseswere
coded from 0-6 depending on how many of these technologies
individual participantsreported having used in the past 2 weeks.
Perceptions regarding the credibility of web-based information
are measured with the question of how reliable they believe
information on theinternet is about health or medical conditions.
Responses were coded from O (not at all) to 3 (extremely).

Data Analysis

All analyses were performed using SPSS version 25 (IBM
Corporation). We calculated descriptive statistics for all
variables of interest, which were compared across the 2
dependent variables in phase 1. Chi-sguare tests were used for
categorical variables and two-tailed independent samplet tests
were used for continuous and count variables, after assessing
frequency distributions and tests for variance equality. Aseach
dependent variablewas dichotomous, we used logistic regression
to estimate the models. Model selection was based on stepwise
regression using backward elimination of nonsignificant
predictor variables. Predictor variables were eliminated when
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they did not improve the overall model fit, as reflected by the
likelihood ratio test. The final regression models included the
fewest predictors from the model that provided the best fit to
the data. Omnibus tests of model coefficients confirmed no
significant loss of variance during backward entry stepsfor any
of the 3 modelsfitted in this study. However, both full and final
reduced regression models are presented in the tabl es described
in the Results section. For all analyses, statistical significance
was set at P<.05.

Results

Phase 1 Study Results

Table 1 provides the sample characteristics for the two phase 1
dependent variables. Among the 1922 men who had used the
internet in the past week, 57.34% (1102) reported seeking
information about a specific disease or medica problem and
50.83% (977) reported seeking information about a medical
treatment or procedure. About 58.32% (1121/1922) of the
participants were African American and 41.68% (801/1922)
were Hispanic. The average age of the sample was 56.63 (SD
10.01) years. The mgjority of participants attended at |east some
college (1536/1922, 79.92%), over haf were married or
partnered (997/1922, 51.87%), and most reported having a
routine physician visit in the past year (1627/1922, 84.65%).
On average, participants reported living with 2.58 (SD 1.61)
other people, having 3.93 (SD 2.9) chronic conditions, and
taking 3.39 (SD 2.02) medications daily. About 57.7%
(1109/1922) reported that they frequently or always received
the help and support needed to improve their health and manage
their health problems, and 17.43% (335/1922) reported attending
aprogram to prevent or manage their chronicillnessin the past
year.
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Table 1. Sample characteristics by web-based information-seeking behavior (N=1922).

Characteristics Tota Looked for specific disease or medical problem Looked for medical treatments and procedures
(\=192)
No Yes Chi-square ttest(df) Pvaue No Yes Chi-square ttest Pvaue
(n=820) (r=1102) (df) (n=945) (n=977) (df) (df)
Age (years), mean (SD) 56.63 57.77 55.78 N/AZ 4.33 <001 57.22 56.05 N/A 256 .01
(10.01) (10.19) (9.79) (1920) (10.13) (9.86) (1920)
Raceor ethnicity, n (%) 31(D N/A .08 0.3(1) N/A .59
African American 1121 497 624 557 564
(58.32) (60.61) (56.62) (589 (57.7)
Hispanic 801 323 478 388 413
(41.68) (39.39) (43.38) (41.05) (42.27)
Education, n (%) 20.2(2) N/A <.001 19.3(2) N/A <.001
High school orless 386 197 189 224 162
(20.08) (24.02) (17.15) (23.7)  (16.58)
Some college or 2- 825 359 466 407 418
year degree (42.92) (43.78) (42.29) (43.06) (42.78)
4-year degreeor more 711 264 447 314 397
(36.99) (32.19) (40.56) (33.22) (40.63)
Marital status, n (%) 09(3) N/A .82 15(3) N/A .68
Married or partnered 997 427 570 481 516
(51.87) (52.07) (51.72) (50.89) (52.81)
Never married 485 200 285 250 235
(25.23) (24.39) (25.86) (26.45) (24.05)
Divorced or separated 365 162 203 178 187
(18.99) (19.75) (18.42) (18.83) (19.14)
Widowed 7539 31 14 36 39
(378  (3.99) (3.81) (399
Personsliving in house-  2.58 247 2.67 N/A -2.68 .007 248 2.68 N/A -2.76 .006
hold (including seif), mean (1.61) (1.59) (1.62) (1920) (1.57) (163 (1920)
(SD)
Number of chronic condi- 3.93 3.64 414 N/A -38 <001 36 424 N/A -4.85 <.001
tions, mean (SD) (2.9 (276)  (2.98) (1920) (273) (3.02 (1920)
Number of medications 3.39 3.36 342 N/A -0.72 47 3.32 3.46 N/A -151 .13
taken daily, mean (SD) (202) (203) (2.01) (1920) (205  (1.98) (1920)
Routine physician visit in past year, n (%) 0.2(1) N/A .62 52(1) N/A .02
No 295 122 173 163 132
(15.35) (14.87) (15.69) (17.24) (13.51)
Yes 1627 689 929 782 845
(84.65) (84.02) (84.3) (82.75) (86.48)
General health status, 2.85 291 281 N/A 255 .01 2.89 2.82 N/A 178 .08
mean (SD) (0.88) (0.87) (0.88) (1920) (0.87) (0.89) (1920)
Get the help or support needed to improve health and 8.3 (1) N/A .004 05(1) N/A 48
manage health problems, n (%)
Never or rarely or oc- 813 316 497 392 421
casiondly (42.29) (38.53) (45.09) (41.48) (43.09)
Frequently or aways 1109 504 605 553 556
(57.7)  (6146) (54.9) (58.51) (56.91)
Disease self-management  28.54 28.58 285 N/A 0.69 49 28.61 28.47 N/A 122 22
efficacy (Cronbach (258) (277) (242 (1920) (264) (251) (1920)

0=.844), mean (SD)
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Characteristics Tota Looked for specific disease or medical problem Looked for medical treatments and procedures
(\=1922)
No Yes Chi-square ttest(df) Pvaue No Yes Chi-square ttest Pvaue
(n=820) (F=1102) (df) (n=945) (n=977) (df) (df)
Barriersto self-care 11.48 10.96 11.87 N/A -5.47 <.001 11.04 11.91 N/A -526 <.001
(Cronbach 0=.844), mean (3.64) (3.69) (3.55) (1920) (362 (361 (1920)
(SD)
Health care frustrations 9.45 8.85 9.89 N/A -7.4 <.001 8386 10.01 N/A -82 <001
(Cronbach 0=.856), mean (3.13) (293) (3.2 (1920) (2.9 (3.24) (1920)
(SD)
Sources of technology use 4.98 4.87 5.07 N/A -5.64 <.001 4.85 5.12 N/A -7.46 <.001
in past 2 weeks, mean (0.8) (0.81) (0.78) (1920) (0.8) (0.77) (1920)
(SD)
Perceived reliability of in-  1.40 1.26 151 N/A -7.75 <001 127 153 N/A -84 <001
formationreceived oninter-  (0.69) (0.69) (0.68) (1920) (0.68) (0.68) (1920)
net about health or medical
conditions, mean (SD)
Ever attend program to prevent or manage chronicill- 22.4 (1) N/A <.001 38.7 (1) N/A <.001
nessin past year, n (%)
No 1587 716 871 832 755
(82.57) (87.31) (79.04) (88.04) (77.27)
Yes 335 104 231 113 222
(17.43) (12.68) (20.26) (11.95) (2272

8N/A: not applicable.

When comparing sample characteristics by the 2 web-based
health information—seeking behaviors (ie, both looked on the
internet for information about specific diseases or medical
problems and medical treatments and procedures), on average,
participantswho sought health information on theinternet were
significantly younger, lived with more peoplein their household,
had more chronic conditions, reported more barriersto self-care,
and reported higher health care frustrations. A significantly
larger proportion of men who sought web-based health
information were more educated and attended a program to
prevent or manage their chronic illness in the past year. On
average, participants who sought health information on the
internet reported using more sources of technology and
perceived health and medical information received on the
internet to be morereliable.

Table 2 presents the results for seeking web-based information
for aspecific disease or medical condition among those reporting
the use of the internet in the past 2 weeks. Compared with men

https://www.jmir.org/2021/7/e26180

who did not seek web-based health information for a specific
disease or medical condition, men who had some college or a
2-year degree (oddsratio[OR] 1.35, 95% Cl 1.04-1.74; P=.02),
had a 4-year degree or higher (OR 1.91, 95% CI 1.45-2.50;
P<.001), and attended a program to prevent or manage their
chronicillness (OR 1.40, 95% CI 1.07-1.83; P=.01) were more
likely to seek web-based information for a specific disease or
medical condition. For each unit increasein self-reported chronic
conditions (OR 1.04, 95% Cl 1-1.08; P=.03), health care
frustrations (OR 1.09, 95% CI 1.05-1.12; P<.001), sources of
technology used (OR 1.27, 95% Cl 1.12-1.44; P<.001), and
perceived reliability of health and medical information received
on theinternet (OR 1.70, 95% CI 1.46-1.97; P<.001), the odds
of seeking information on the internet for a specific disease or
medical condition increased. For each unit increase in
self-reported health status, the odds of seeking information on
theinternet for aspecific disease or medical condition decreased
(OR 0.86, 95% CI 0.76-0.97; P=.01).
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Table 2. Factors associated with looking on the internet for information about a specific disease or medical problem (N=1922)2.

Variable Full model Reduced model
B (SE) Pvdue ORP(95%Cl) B (SE) Pvdue OR (95% Cl)

Age -01(001) 21 0.99 (0.98-1) -.01(0.01) .09 0.99 (0.98-1)
Race or ethnicity

African American _¢c — 1 — — 1

Hispanic 16(0.10) .12 117(0.96-1.43) .17(0.10) .09 1.19(0.98-1.45)
Education

High school or less — — 1 — — 1

Some college or 2-year degree .29 (0.13) .03 1.33(1.03-1.72) .3(0.13) .02 1.35(1.04-1.74)

4-year degree or more 64(0.14) <001 1.89(1.43-2.49) .65(0.14)  <.001 1.91(1.45-2.50)
Marital status

Married or partnered — — 1 N/AD N/A N/A

Never married -02(013) .92 0.99 (0.76-1.28) N/A N/A N/A

Divorced or separated -.02(0.14) .89 0.98(0.75-1.28) N/A N/A N/A

Widowed 20(026) .44 1.22(0.74-2.03) N/A N/A N/A
Persons living in household (including self) .04 (0.03) .25 1.04(0.97-1.11) N/A N/A N/A
Number of chronic conditions .04 (0.02) .049 1.04 (1-1.08) .04 (0.02) .03 1.04 (1-1.08)
Number of medications taken daily 01(003) .63 1.01(0.96-1.07) N/A N/A N/A
Routine physician visit in past year

No — — 1 N/A N/A N/A

Yes 06(0.15) .69 1.06 (0.8-1.42) N/A N/A N/A
General health status -13(0.07) .046 0.88 (0.77-1) -15(0.06) .01 0.86(0.76-0.97)
Get the help or support needed

Never or rarely or occasionally — — 1 N/A N/A N/A

Frequently or always -14(0.11) .22 0.87 (0.7-1.09) N/A N/A N/A
Disease self-management efficacy 01002 64 1.01(0.97-1.05) N/A N/A N/A
Barriersto self-care .01 (0.02) .38 1.01(0.98-1.05) N/A N/A N/A
Health care frustrations 07(0.02) <001 107(1.03-1.12) .08(0.02)  <.001 1.09(1.05-1.12)
Sources of technology use in past 2 weeks .24 (0.06) <.001 1.27 (1.12-1.44) .24 (0.06) <.001 127(1.12-1.44)
Perceived reliability of information received on internet .54 (0.08) <.001 172 (1.48-1.99) .53(0.08) <.001 1.7 (1.46-1.97)
about health or medical conditions
Ever attend program to prevent or manage chronicillnessin past year

No — — 1 — — 1

Yes 31(014) .02 1.37(1.04-1.79) .34(0.14) .01 1.4 (1.07-1.83)

Nagelkerke RP=0.122 for full model; Nagelkerke RP=0.119 (8 iterations) for reduced model.

POR: odds ratio.
®Not available; referent category for independent variables.

dN/A: not applicable; referent category for dependent variable (not looking on the internet for information about a specific disease or medical problem).

Table 3 presents the results for seeking web-based information
for medical treatments and procedures among those reporting
having used the internet in the past 2 weeks. Compared with
men who did not seek web-based information about medical
treatments and procedures, men who had a college education
or a 2-year degree (OR 1.32, 95% CI 1.02-1.72; P=.03), had a
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4-year degree or higher (OR 1.72, 95% CI 1.31-2.25; P<.001),
attended a routine physician visit in the past year (OR 1.48,
95% Cl 1.13-1.94; P=.004), and attended a program to prevent
or manage their chronic illness (OR 1.59, 95% CI 1.22-2.08;
P=.001) were morelikely to seek web-based i nformation about
medical treatments and procedures. For each unit increase in
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self-reported chronic conditions (OR 1.06, 95% CI 1.02-1.1; medical information received on the internet (OR 1.69, 95% CI
P=.001), health care frustrations (OR 1.12, 95% CI 1.09-1.16; 1.46-1.95; P<.001), the odds of seekingweb-based information
P=.001), sources of technology used (OR 1.44, 95% Cl about medical treatments and procedures increased.
1.27-1.63; P<.001), and the perceived reliability of health and

Table 3. Factors associated with seeking on the internet information about medical treatments and procedures (N=1922)a*b.

Variable Full model Reduced model
B (SE) Pvadue OR®(95%Cl) B (SE) Pvaue  OR (95% Cl)
Age 0(0.01) 77 1(0.99-1.01) N/Ad N/A N/A

Race or ethnicity

African American _e — 1 N/A N/A N/A
Hispanic .05(0.1) 61 1.05(0.86-1.29) N/A N/A N/A
Education
High school or less — — 1 — — 1
Some college or 2-year degree .28 (0.13) .04 1.33(1.02-1.72) .28(0.13) .03 1.32(1.02-1.72)
4-year degree or more 54(0.14)  <.001 1.72(1.3-226) .54(0.14)  <.001 1.72(1.31-2.25)
Marital status
Married or partnered — — 1 N/A N/A N/A
Never married -21(0.13) .13 0.82 (0.63-1.06) N/A N/A N/A
Divorced or separated 05(0.14) .70 1.05(0.81-1.38) N/A N/A N/A
Widowed 04(026) .89 1.04(0.63-1.72) N/A N/A N/A
Persons living in household (including self) .04 (0.03) 24 1.04(0.97-1.11) N/A N/A N/A
Number of chronic conditions .05 (0.02) .006 1.05(1.02-1.1) .06 (0.02) .001 1.06 (1.02-1.1)
Number of medications taken daily 0(0.03) .99 1(0.95-1.06) N/A N/A N/A

Routine physician visit in past year

No — — 1 — — 1

Yes 40(0.15)  .007 149 (1.11-1.99) .39(0.14)  .004 1.48(1.13-1.94)
General health status -07(0.07) .32 0.94(0.83-1.07) N/A N/A N/A
Get the help or support needed

Never or rarely or occasionally — — 1 N/A N/A N/A

Get the help or support needed: frequently or ways .04 (0.11) .70 1.04 (0.84-1.3) N/A N/A N/A
Disease self-management efficacy -01(0.02) 52 0.99 (0.95-1.03) N/A N/A N/A
Barriersto self-care .02 (0.02) .32 1.02 (0.98-1.05) N/A N/A N/A
Health care frustrations .1(0.02) <.001 1.11(1.07-115) .12(002)  <.001 1.12(1.09-1.16)
Sources of technology use in past 2 weeks .37 (0.06) <.001 1.45(1.28-1.65) .36 (0.06) <.001 1.44(1.27-1.63)

Perceived reliability of information received on internet .56 (0.08) <.001 1.75(1.51-2.03) .53(0.07) <.001 1.69(1.46-1.95)
about health or medical conditions

Ever attend program to prevent or manage chronicillnessin past year
No — — 1 — — 1
Yes 44 (0.14) .001 156 (1.19-2.04) .47 (0.14) .001 1.59(1.22-2.08)

Nagelkerke R?=0.155 for full model; Nagelkerke RP=0.148 (10 iterations) for reduced model.
bThe same dependent variable and referent category is used for the full and reduced models.
COR: odds ratio.

dN/A: not applicable.

®Not available; referent category for independent variables.
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Phase 2 Study Results

Table 4 presents phase 2 results for the 1035 participants who
discussed what they found on the internet with their medical
providers among those who had aroutine physician visit in the
past year. Relativeto the 71.4% (739/1035) of men who reported
both web-based health information seeking behaviors (ie,
disease-specific information and medical treatments or
procedures), men who only looked for information about specific
diseases on the internet were significantly lesslikely to discuss
what they found with their medical provider (OR 0.52, 95% ClI
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0.37-0.74; P<.001). Relative to men who did not discuss their
web-based findings with medical providers, men who were
Hispanic (OR 1.41, 95% CI 1.09-1.83; P<.001) and attended a
program to prevent or manage their chronic illness (OR 2.19,
95% Cl 1.61-2.98; P<.001) were more likely to discuss the
web-based findings with their medical provider. For each unit
increase in the number of medications taken daily (OR 1.13,
95% CI 1.05-1.21; P=.001), barriersto self-care (OR 1.04, 95%
Cl 1-1.08; P=.04), and sources of technology used (OR 1.24,
95% Cl 1.05-1.46; P=.01), the odds of discussing web-based
information with medical providersincreased.
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Table 4. Factors associated with discussing online information with medical providers (n=1035)a*b.

Variable Full model Reduced model
B (SE) Pvadue OR®(95%Cl) B (SE) Pvaue  OR (95% Cl)
L ooked on theinternet for health information
Both _d — 1 — — 1
Only about medical treatments and procedures -35(022) .11 0.7 (0.45-1.09) -37(022) .09 0.69 (0.45-1.06)
Only about specific diseases of medical problems  -.6 (0.18) .001 0.55(0.39-0.79) -.65(0.18) <.001 0.52(0.37-0.74)
Age 0(0.01) 77 1(0.99-1.02) N/A® N/A N/A

Race or ethnicity

African American — — 1 — — 1

Hispanic 36(0.14) .01 143(1.09-1.87) .35(0.13) .01 1.41(1.09-1.83)
Education

High school or less — — 1 N/A N/A N/A

Some college or 2-year degree .23(0.19) .24 1.25(0.86-1.83) N/A N/A N/A

4-year degree or more 17 (0.2) .39 1.19(0.8-1.76) N/A N/A N/A
Marital status

Married or partnered — — 1 N/A N/A N/A

Never married -.11(0.18) .56 0.9 (0.63-1.28) N/A N/A N/A

Divorced or separated -13(0.19) 51 0.88(0.61-1.28) N/A N/A N/A

Widowed -06(0.34) .86 0.94 (0.49-1.82) N/A N/A N/A
Persons living in household (including self) 0(0.05) .99 1(0.91-1.1) N/A N/A N/A
Number of chronic conditions .01 (0.02) 73 1.01(0.96-1.06) N/A N/A N/A
Number of medications taken daily 1190.04)  .003 1.12(1.04-121) .12(0.04)  .001 1.13(1.05-1.21)
General health status .1(0.09) 26 11(0.93-131) .15(008) .07 1.16(0.99-1.35)
Get the help or support needed

Never or rarely or occasionally — — 1 N/A N/A N/A

Frequently or always 21(015) .16 1.23(0.92-1.65) N/A N/A N/A
Disease self-management efficacy .02 (0.03) 43 1.02 (0.97-1.08) N/A N/A N/A
Barriersto self-care 04002 1 1.04(0.99-1.09) .04(0.02) .04 1.04 (1-1.08)
Health care frustrations .04 (0.03) A1 1.04 (0.99-1.09) N/A N/A N/A
Sources of technology use in past 2 weeks .2(0.09) .02 122 (1.03-1.45) .22(0.09) .01 1.24(1.05-1.46)
Perceived reliability of information received on internet .15 (0.1) 15 1.16 (0.95-1.41) N/A N/A N/A

about health or medical conditions
Ever attend program to prevent or manage chronicillnessin past year
No — — 1 — — 1
Yes 7(0.16) <.001 2.01(146-2.77) .78(0.16)  <.001 2.19(1.61-2.98)

3Nagelkerke R?=0.112 for full mode!; Nagelkerke R?=0.101 (210 iterations) for reduced model.
bThe same dependent variable and referent category is used for the full and reduced models.
‘OR: odds ratio.

INot availabl e, referent category for independent variables.

EN/A: not applicable.
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Discussion

Principal Findings

This study examined health information seeking among a
uniquely vulnerable and intersectional population, African
American and Hispanic men aged 40 years and older with one
or more chronic conditions. The specific results are worth
discussing. First, internet-based health information is an
important tool for African American and Hispanic men to use
to learn about a specific disease or medical problem aswell as
medical treatments and procedures and to foster patient-provider
conversations about these health-related internet searches, as
illustrated by about half of the sample looking for information
on the internet. Similar to previous studies, our study suggests
that men who are younger [46-48], more highly educated
[47,48], use technology more often [49], and believe theinternet
to be a reliable source [50] report seeking web-based health
information in the past year to learn about a specific disease or
medical treatment.

Those with more chronic conditions and greater health care
frustrations were more likely to use the internet for both
purposes (ie, to learn about a specific disease and medical
treatments). Previous studies have demonstrated that people
living with chronic conditions rely on the internet for help and
support and might seek to learn about other peopl€e’s experiences
about a disease through web-based discussions [39]. People
living with chronic conditions who experienced health
care—related frustrations from unfulfilled needs in a medical
encounter have been known to report greater functional
limitations and greater self-care barriers to manage their
condition or disease [51]. Internet-based health information
could be used to help meet those needs.

Men who attended a di sease prevention or management program
in the past year were morelikely to look on theinternet to learn
about a specific disease or medical problem and to learn about
medical treatments and procedures. Considering that these
evidence-based programs help increase participants health
behaviors and self-efficacy [52], program participants may feel
encouraged to seek additional information to better understand
the content of their program and their disease. Both web-based
and traditional CDSMPs may also provide links, videos, and
other resources to supplement the course materials, thereby
encouraging program participants to seek this information on
theinternet as part of their disease self-management.

Interestingly, compared with men who used the internet only
to learn about a specific disease or condition, men who reported
both web-based health information—seeking behaviors were
more likely to speak to their medical professional about what
they found on the internet. It is possible that those who search
on theweb only to learn about a specific disease no longer feel
the need to consult aphysician, consequently substituting routine
care [53]. Men who seek information on both diseases and
treatments may have greater concerns about the credibility of
web-based information or about their ability to evaluate this
information [53]. Those who searched for treatments and
procedures in addition to the general condition may also be
exposed to web-based medical advertisements that encourage
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them to speak to their doctor about these treatment options
[53-56]. Through their internet searches, patients reported
increased confidence, control, and comfort in discussing their
condition and treatments with their medical provider [57];
enhanced understanding of the medical jargon [58]; and
satisfaction of feeling better informed [54]. Hispanic men more
frequently discussed what they found on the internet with
medical professionals. Studies suggest that web-based health
information seeking gives Hispanic patients the confidence to
discuss their health concerns with their doctors [30]. In the
recent study by Camacho-Rivera et a [59] with a large
representative sample of Hispanic adults in the United States,
the authors found that Hispanics trusted cancer information
from their doctors a lot (1014/1512, 67.06%) compared with
information from the internet (309/1512, 20.44%). Although
there was an important increase in trusting cancer information
on the internet from 2014 to 2018, doctors remained the most
trusted source of health information for Hispanics [59]. This
study supports our findingsthat Hispanic menweremorelikely
to talk with medical professional s about their web-based health
searches.

Men with chronic conditions who had better general health
statuses reported communicating with their medical
professional s about what they found on the internet. Thisresult
contradicts previous studies [55], which suggest that those in
poor health are more likely to talk to their medical providers
about their web-based health information seeking than thosein
good health. However, higher medication intake is associated
with poorer health (eg, frailty, disability, and fall risk) [60,61].
Poor health status can also lead to greater self-care barriers[62].
Those who take more medications daily also report morebarriers
to managing their chronic conditions [50]. Medication and
self-care barriers were highlighted in our study as factors
associated with discussing web-based health information with
amedical professional.

It ispossible that those with better health status, those who take
more medications daily, and those with more self-care barriers
may seek medical care more than once ayear. It is known that
increased physician visits to stay healthy and to get help to
manage chronic conditions [63] may provide greater
opportunitiesto discuss web-based health information—seeking
behaviors. Increased visits may lead to better patient-physician
interactions where bringing internet-based health information
would not be seen as a threat but rather as something to be
encouraged [64-66].

Limitations

This study has several limitations. The cross-sectional nature
of this study did not allow for the assessment of causal
relationships over time. On the basis of the funding mechanism
supporting this study, data were only collected from African
American and Hispanic men aged 40 years and older with one
or more chronic conditions. Although these subgroups often
report health-related disparities, additional insights might have
been gained, including men of other races and ethnicities (eg,
non-Hispanic White, Asian or Pacific Islander, and American
Indian or Alaska Native). We hope that future research will
expand the scope of this study and provide additional
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comparisons. This study excludes African American and
Hispanic males with one or more chronic conditions who do
not have access to the internet. This digital divide continuesto
disproportionately impact the health of minoritiesand contribute
to social inequalities in the United States [67]. In addition, no
information was gathered about health literacy, the types of
web-based information sources they used, or the credibility of
these information sources (eg, government websites). Future
research on internet-based health informati on—seeking behaviors
of African American and Hispanic men with chronic conditions
should consider ng the health literacy level of respondents
aswell astheir knowledge of credible health information sources
[68]. In addition, in this study, African American and Hispanic
subgroups were included in the analyses. Given the potential

Sherman et d

differences across racia or ethnic subgroups in terms of
sociodemographics, behaviors, perceptions, and health care use,
future studies may consider performing analyses on these
subgroups separately or making direct comparisons between
them.

Conclusions

Overdl, this study provides an overview of hedth
information—seeking behaviors among African American and
Hispanic men with chronic conditions. Understanding these
factors is crucia to influencing internet-based health
communication, improving patient-provider communication,
and ultimately improving the care and treatment of African
American and Hispanic men.
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Abstract

Background: Data breaches are an inevitable risk to hospitals operating with information technology. The financial costs
associated with data breaches are also growing. The costs associated with a data breach may divert resources away from patient
care, thus negatively affecting hospital productivity.

Objective: After a data breach, the resulting regulatory enforcement and remediation are a shock to a hospital’s patient care
delivery. Exploiting this shock, this study aimed to investigate the association between hospital data breaches and productivity
by using a generalized difference-in-differences model with multiple prebreach and postbreach periods.

Methods: The study analyzed the hospital financial data of the California Office of Statewide Health Planning and Devel opment
from 2012 to 2016. The study sample was an unbalanced panel of hospitalswith 2610 unique hospital-year observations, including
general acute care hospitals. California hospital data were merged with breach data published by the US Department of Health
and Human Services. The dependent variable was hospital productivity measured as value added. The difference-in-differences
model was estimated using fixed effects regression.

Results: Hospital productivity did not significantly differ from the baseline for 3 years after a breach. Data breaches were not
significantly associated with areduction in hospital productivity. Before a breach, the productivity of hospitals that experienced
a data breach maintained a parallel trend with control hospitals.

Conclusions: Hospita productivity was resilient against the shocks from a data breach. Nonethel ess, data breaches continue to
threaten hospitals; therefore, health care workers should be trained in cybersecurity to mitigate disruptions.

(J Med Internet Res 2021;23(7):€26157) doi: 10.2196/26157
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cybersecurity; data breach; health information technology; health information; hospital data breach; hospital productivity;
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[1] and can be categorized as follows: theft, loss, unauthorized
access or disclosure, improper disposal, hacking or I T incident,
Data breaches are an inevitable risk to hospitals operating with and unknown or other breachqs In the Healthcare Ir_1format|on
information technology (IT). The US Department of Healthand ~ @nd Management Systems Society 2019 Cybersecurity Survey,
Human Services (HHS) defines a data breach as the more than 80% of responding hospitals have reported that they

impermissible use or disclosure of protected health information
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experienced asignificant security incident in the past 12 months
[2].

Another growing cybersecurity threat to hospitalsisransomware
attacks. Ransomware denies users the access to data by
encrypting the data with a key known only to the attacker [3].
The attacker demands a ransom payment in exchange for the
key to decrypt the user’sdata. In one recent case, ahospital was
forced to pay US $17,000 to regain access to its system.
Cdlifornia-based Hollywood Presbyterian Medica Center
reportedly experienced a malware attack, and employees stated
that they were unable to access certain parts of the hospital
network [4]. Inamore severe case, University of CaliforniaSan
Francisco paid over US $1 million to hackers to regain access
toitssystem [5].

The Health Information Technol ogy for Economic and Clinical
Health Act regulates the notification of health information
breaches in the United States. This act requires heath care
providers and entities covered by the Health Insurance
Portability and Accountability Act of 1996 to notify a breach
of protected health information, which affects more than 500
individual s to those affected individuals, HHS, and sometimes
the media[1]. HHS maintains a public database called Breach
Portal: Notice to the Secretary of HHS Breach of Unsecured
Protected Health Information, which publishes the reported
health data breaches submitted from October 2009 to the present

6].

Recovering from data breaches and ransomware attacksis costly
for hospitals. Data breach remediation efforts were associated
with  lower hospital quality, including increased
time-to-electrocardiogram and an increased 30-day acute
myocardial infarction mortality rate [7]. In 2019, the average
total cost of a data breach for all industries globally was US
$3.92 million, and it took organizations an average of 279 days
toidentify and contain abreach. The averagetotal cost of adata
breach for all industries in the United States was US $8.19
million, which was morethan 2-fold the global average[8]. The
total costs include notification costs, productivity losses,
re-establishing the image of the company, infrastructure costs,
and repetition of work. The cost of a data breach is different
acrossindustries. The actual cost per breached record averages
out at US $242 per record in the United States, and US $150
globally [8]. Inthe US health careindustry, per-record breaches
cost an average of US $429 [8]. Global losses from security
breaches are forecasted to double from US $3 trillion per year
in 2015 to US $6 trillion per year in 2021 [9]. In addition,
breached hospitals potentialy face investigation, fines, and
severa years of monitoring by the Officefor Civil Rights (OCR)
[10].

The additional costs associated with data breaches and their
remediation has adverse implications for hospital productivity.
The productivity of afirmistypically measured as the value of
goods and services produced per unit of labor and capital input.
For hospitals, productivity isthe value of health care goods and
services, such as pharmaceuticals and surgeries, per health care
input [11-14]. The financia costs and regulatory burden
associated with a data breach may divert resources away from
patient care, thus negatively affecting hospital productivity.

https://www.jmir.org/2021/7/e26157
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Disruptionsin health IT systems after a breach may disrupt or
delay the workflow of clinicians [7], thus negatively affecting
hospital productivity. Employee layoffsand turnoversresulting
from a breach are another factor that may reduce productivity
[15]. Breach remediation required by the OCR, including
changes to the health IT system and staff training, may take
years to complete. Such an oversight by the OCR, which
changes hospital policies and processes may disrupt hospital
productivity in the long term. Organizational culture set by
hospital administrators may have a strong influence on the
productivity and security practices of the staff. Thus, hospitals
with poor organizational culture may be involved in a breach
and have poor productivity.

Degspite the increasing importance of cybersecurity, little is
known about its effects on hospital-level productivity. Health
IT systems are intended to improve hospital productivity by
reducing human error, but data breaches may have the
unintended consequence of disrupting hospital productivity.
Thus, in this study, we aimed to investigate the relationship
between data breaches and hospital productivity by using data
from California hospitals from 2012 to 2016. We hypothesized
that data breaches may increase hospital costs and disrupt
provider workflow, thus decreasing hospital productivity. We
compared the productivity of the hospitals that experienced a
data breach against control hospitals and investigated whether
hospital productivity was significantly different for the breached
hospitals before and after a breach.

Methods

Empirical Model

After a data breach, the resulting regulatory enforcement and
remediation is a shock to a hospital’s patient care delivery.
Therefore, hospital data breaches can be modeled as a natural
experiment to understand the rel ationship between data breaches
and productivity. The association between hospital data breaches
and productivity was estimated using a generaized
difference-in-differences model with multiple prebreach and
postbreach periods [16]. This model for an event study is a
widely used approach to model observational datain the health
economics literature.

We used the reported information on breaches as collected by
HHS to create a panel of hospital-year observations from 2012
to 2016. Our model estimates the changes in productivity
associated with hospital s that experienced abreach, controlling
for hospital financial characteristicsincluding total assets, total
labor, IT capital, I T labor, bed size, and time trends. The model
assumesthat the breached hospitalswould havefollowed atrend
parallel to that of the control group if they had not been
breached.

For ahospital in agiven year, the dependent variableisthe log
of productivity measured as value added. Value added is defined
as operating revenues' lesser intermediate inputs. Intermediate
inputs include surgical supplies, linens, clothing, and other
material inputs [11]. Financia control variables included the
log of total capital, total labor, IT capital, and IT labor. Total
capital assets include current assets, property, plant and
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equipment, intangible assets, assets whose use is limited, and
other assets. Total labor (non-IT) is defined as the total
conventional salaries, wages, employee benefits, and
professional fees excluding any costs related to IT labor. IT
capital isasummation of four components: purchased services,
leases and rentals, other direct expenditure, and physical capital.
IT labor is the summation of salaries and wages, employee
benefits, and professional fees associated with data processing.
For hospital control variables, we included the number of
licensed beds and case mix index of agiven hospital. For breach
control variables, weincluded breach type and breach location.
In addition, ownership, teaching status, and rural status were
included in the descriptive summary, but they were omitted
from fixed effects regression because they were time-invariant
variables. Finaly, the model included year fixed effects and
hospital fixed effects. Assuming that hospitals' administration
does not change in the short term, hospital fixed effects serve
to control for the unobserved time-invariant hospital
organizational culturethat may be correlated with both breaches
and productivity.

For the treatment, dummy hospitals were categorized into two
groups: never breached (control) and breached. Moreover, the
breached hospitals experienced their specific breach events at
different timepoints. The difference-in-differences model was
specified to capture changesin value added at —3, -2 -1, 0, +1,
+2, and +3 yearsrel ative to the hospital-specific year of the data
breach. Theyear of the breach was set asthe reference category.
For example, a hospital that was breached in 2014 was coded
as—2in 2012, -1 in 2013, +1 in 2013, and +2 in 2014. The
coefficients on the event time dummies captured the changes
associated with value added at a given timepoint.

The model assumed that abreach was aone-time event. Multiple
breaches within ayear are a possibility, but we did not find any
hospital sthat experienced multiple breachesin our sample. The
difference-in-differences model was estimated using fixed
effects regression. SEs were robust to heteroskedasticity and
allowed for within-hospital correlation analysis. Statistical
analysis was performed using Stata (version 15, StataCorp)

[17].
Data

Breach dataand CaliforniaHospital financial datawere utilized
in this study. Breach data published by HHS were used to
identify hospital data breaches by hospital name and the date
of the breach report [6]. All types of breaches were included
(ie, theft, unauthorized access or disclosure, hacking or IT
incident, improper disposal, and loss). Only breaches affecting
500 or more individuals were observed in our data; therefore,
HHS data do not provide an exhaustive list of all hospital data
breaches.

https://www.jmir.org/2021/7/e26157
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The Cadifornia Office of Statewide Health Planning and
Development (OSHPD) publishes audited financial data from
approximately 450 participating nonfederal hospitals licensed
by the state. Financia disclosure reports are filed annually by
each licensed hospital. OSHPD data provided hospital
characteristics and financial variables [18]. Hospital data
breaches in the HHS data were merged with OSHPD hospital
financial data in accordance with the hospital name and year.
OSHPD provides a directory of hospitals and their business
names and aliases, which uniquely identify each hospital.
However, the HHS data do not provide a standard hospital
identifier; thus, some breaches may have been merged
incorrectly.

The study sample included general acute care hospitals from
2012 to 2016. For data consistency, hospitals whose financial
statements spanned less than 1 year were excluded from the
study. Breach activity prior to our study period could influence
the response period assessed herein. Thus, hospitals that
experienced a breach in the 2 years before our study period
(2010 and 2011), were excluded for data consistency.
Furthermore, all financia variablesweretrimmed at the top 1%
to exclude outliers. The resulting study sample was an
unbalanced panel of hospitals with 2610 unique hospital-year
observations. Data breaches were reported by 31 hospital -year
observations. The breached group had 205 hospital-years, and
the control group had 2405 hospital-years.

Results

Descriptive Statistics

Descriptive statistics are summarized by breach statusin Table
1. Hospital year observations were categorized as breached and
never breached (control) groups. The number of hospital years
was 205 in the breached group and 2405 in the never breached
group. The breached group was larger with, on average, more
than 2-fold the value added compared to the control group (US
$429.4 million vs US $189.55 million, respectively). The
breached group had almost 3-fold the total assets (US $685.06
million vs US $254.45 million, respectively) and more than
2-fold the labor spending (US $387.17 million vs US $169.84
million, respectively) than the control group. The breached
group spent almost 3-fold moreon health I T capital (US$32.43
million vs US $10.83 million, respectively) and spent almost
4-fold more on health I T labor (US $8.54 million vs US $2.20
million, respectively). The breached hospitalswere more likely
to belarger in bed size (348.8 vs 225.4, respectively) and higher
in the case mix index (1.32 vs 1.27, respectively), lesslikely to
be not-for-profit hospitals (43.41% vs 63.49%, respectively),
and more likely to be public hospitals (26.34% vs 13.68%,
respectively) and teaching hospitals (60.98% vs 6.65%,
respectively).
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Table 1. Descriptive summary of breached and never breached (control) hospitals.

Lee & Choi

Variables

Breached (n=205)

Never breached (n=2405)

Continuous variables: financial variablesin US$ (million), mean (SD)

Value-added operating revenue 429.40 (507.97) 189.55 (173.54)
Total assets 685.06 (916.47) 254.45 (323.21)
Total |abor 387.17 (413.95) 169.84 (148.41)
Information technology capital 32.43 (71.58) 10.83 (19.07)
Information technology |abor 8.54 (15.69) 2.20(4.12)
Licensed beds 348.80 (211.11) 225.40 (158.10)
Case mix index 1.32(0.38) 1.27 (0.36)
Categorical variables: ownership, n (%)
Investor-owned hospitals 62 (30.24) 549 (22.83)
Not-for-profit hospitals 89 (43.41) 1527 (63.49)
Public hospitals 54 (26.34) 329 (13.68)
Teaching hospitals 125 (60.98) 160 (6.65)

A comparison of the financial characteristics of breached and
control hospitals between 2012 and 2016 is shown in Table 2.
The breached group had a higher growth rate of value added,
total assets, and total 1abor than the control group between 2012
and 2016 (128.27% vs 115.81% for value added, 128.38% vs
121.35% for total assets, and 117.24% vs 111.43% for total
labor, respectively). The breached group had a higher growth
rate than the control group in I T capital (186.69% vs 178.96%,
respectively) and in IT labor (183.96% vs 123.82%,
respectively) from 2012 to 2016. The breached group had a
higher growth rate in licensed beds (100.39% vs 98.73%,
respectively) between 2012 and 2016.

Individuals affected by a breach, breach type, and breach
location among breached hospitals are summarized as follows.
The mean number of individuals affected by a breach was
136,613. The proportion of breach typesindicated that data theft
was the most common breach type (65.85%), followed by
unauthorized access, loss, or other breach types (22.00%),
further followed by hacking or IT incidents (11.71%). The
proportion of breach location indicated that desktop computers
or laptops were the most common breach locations (51.22%),
followed by network servers, papers, films, or other sources
(36.1%), further followed by electronic medical records
(12.68%).

Table 2. Descriptive summary of breached and never breached (control) hospitals between 2012 and 2016.

Variables

Breached (n=205)

Never breached (n=2405)

Mean (SD) 2016vs2012,%  Mean (SD) 2016 vs 2012, %
2012, US $ (million)
Value added 422.06 (494.78) 128.27 193.19 (172.91) 115.81
Total assets 659.66 (870.55) 128.38 262.89 (316.28) 121.35
Total labor 388.65 (416.00) 117.24 174.22 (151.02) 111.43
Information technology capital 29 (71.28) 186.69 9.71 (13.33) 178.97
Information technology labor 7.23 (11.52) 183.96 2.19(3.33) 123.83
Licensed beds 346.30 (211.13) 100.39 226.96 (160.26) 98.73
2016, US $ (million)
Value added 541.38 (634.86) N/A2 223.73 (206.48) N/A
Total assets 846.88 (114.84) N/A 319.02 (437.35) N/A
Total labor 455.64 (485.39) N/A 194.15 (166.60) N/A
Information technology capital 54.14 (98.85) N/A 17.37 (36.87) N/A
Information technology labor 13.30 (23.69) N/A 2.72 (6.30) N/A
Licensed beds 347.65 (207.02) N/A 224.08 (153.52) N/A

3NI/A: not applicable.
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Regression Results

We estimated the change in value added associated with the
years before and after a breach while controlling for hospital
assets, labor, I T assets, I T labor, number of beds, case mix index,
breach type, breach location, time trends, and hospital fixed
effects. The regression coefficients are listed in Table 3 and
visualized in Figure 1. We found that productivity remained
practically unchanged before and after a breach relative to
baseline, with constant observabl e time-varying covariates, time
trends, and hospital fixed effects. Log-transformation of the

Table 3. Difference-in-differences model estimates for value added.

Lee & Choi

dependent variable yielded regression coefficients that can be
interpreted as multiplicative changes after exponentiation.
Specifically, value added was associated with a0.5% reduction
[exp(-0.005)=0.995; P=.78] at 1 year after a breach, but the
change was not significant. Furthermore, value added was
associated with a 1.7% increase [exp(0.017)=1.017; P=.32] at
2 years after a breach, but the change was not significant.
Moreover, value added was associated with a 2.5% increase
[exp(0.025)=1.025; P=.28] at 3 years after a breach, but the
change was not significant.

Breach parameters Coefficient (SE) P value
Breach time for which In (revenue) was calculated (reference=0)
-3 -0.012 (0.019) 53
-2 0.007 (0.015) 64
-1 0.001 (0.014) 94
1 -0.005 (0.018) 78
2 0.017 (0.017) 32
3 0.025 (0.023) 28
Total assets 0.055 (0.016) .001
Total labor 0.600 (0.064) <.001
Information technology capital 0.045 (0.007) <.001
Information technology labor 0.007 (0.003) .02
Number of beds 0.091 (0.043) .04
Individuals affected 0.000 (0.000) 27
Case mix index 0.126 (0.079) A1
Breach type for which In (revenue) was calculated
Hacking or information technology incident (reference) N/A2 N/A
Data theft 0.148 (0.035) <.001
Unauthorized access, loss, or other 0.108 (0.021) <.001
Breach location for which In (revenue) was calculated
Desktop computer or laptop (reference) N/A N/A
Electronic medical record 0.070 (0.033) .04
Network server, papers, films, or others 0.099 (0.020) <.001
Year for which theln (revenue) was calculated (reference=2008)
2009 0.024 (0.012) .04
2010 0.042 (0.013) .001
2011 0.049 (0.014) .001
2012 0.052 (0.017) .003
2013 0.037 (0.017) .03
2014 0.021 (0.017) 22
2015 0.084 (0.020) <.001
2016 0.080 (0.024) .001
Constant 5.042 (1.077) <.001

8N/A: not applicable.
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Figure 1. Difference-in-differences model of value-added estimates with 95% ClI.

Difference-in-differences model of value-added estimates with 95% CI.
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Estimatesfor al timepoints, from 3 yearsbeforeto 3 years after
a breach, were not significant. These estimates suggest that
breaches were not associated with value added.

Total assets, total labor, IT capital, IT labor, and the number of
beds were positively associated with value added. The number
of individuals affected and the case mix index were not
associated with value added. Breach type and breach location
were associated with value added.

Discussion

Principal Findings

Hospitals' breach responses increase the financial burden on
hospitals. The efforts to repair the damages from a data breach
increasedirect and indirect costs and may divert resourcesfrom
improving patient quality of care. Health care data breaches
reported to HHS, which includes breached health plans,
physicians, and business associates in addition with hospitals,
have grown from 329in 2016 to 642 in 2020 [19]. Hospital data
breaches were reported to increase hospital advertising
expenditures [20] and IT spending [21] to remedy the damage
due to a data breach.

Breached hospitalswerelarger in size, reflected in higher value
added, total assets, and total labor, which is consistent with
previous findings [7,22]. Larger hospitals have more access
points, devices, and staff that could be breached, both
intentionally and erroneously. Thus, therisk of adatabreachis
proportional to an organization’s size.

https://www.jmir.org/2021/7/e26157

RenderX

However, data breaches were not associated with a reduction
in productivity; that is, we did not observe a significant
relationship between breaches and hospital productivity
measured as the value added. Hospital productivity wasresilient
against the shocks from a data breach. We hypothesized that
the financial cost and disruption associated with data breaches
may decrease hospital production, but our results suggest that
hospital productivity was unaffected. The stability in hospital
productivity also implies that patient demand for hospital
services wasinelastic to data breaches. The remediation efforts
and advertising to repair the reputation of the breached hospitals
may have contributed to the steady demand.

Moreover, there are at least 2 more reasons to explain these
results. First, thereisincredible heterogeneity in theinformation
type from a breach. For example, the rel ease of patient records
is likely to undermine the reputation of a hospital, whereas
malware attacks are more likely to reduce cash flow rather than
the hospital’s reputation. The effects of different attack types
may take longer to manifest for hospitals. Second, while many
breachestake place without knowledge, asreflected by thelarge
uncertainty about hospital vulnerabilities, those that detect
incidents may not have an incentive to report the full financia
impact [23]. Most hospitals are not-for-profit organizations. We
are not aware of afederal or state law that requires not-for-profit
organizations to disclose data breaches in their financial
statements. The Sarbanes—Oxley Act of 2002 requires publicly
traded firms to disclose data breaches, but investor-owned
hospitals account for a small fraction of all hospitals.

Emphasis should be laid on the security training of health care
workers. Treating patients and saving lives are the highest
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priority for health care workers, which makes them cautiousin
handling hospitals' security regulations and policies. However,
nearly one-third of the health care workforce had never received
cybersecurity-related training [24]. This lack of awareness
results in improper handling and storage of patient files, with
increasing usage of mobile devices. The most frequent breach
typein our study sample was data theft, and the most frequent
breach location was desktop and laptop computers. In health
care, internal human error and misuse occur much more
frequently than external attacks such as those that involve
hacking [25]. Thus, to reduce the risk of ahospital data breach,
health care workers should be trained in cybersecurity.

Hospitals are an attractive target for cyber attackers, and these
attackers are affecting hospitals by using ransomware [26,27].
While our study data do did not capture ransomware attacks,
these are considered much more disruptive than data breaches.
To mitigate the threat, health care organizations should share
threat information, experiences, and best practices to build the
appropriate security architecture.
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Limitations

Our analysis included reported health data breaches, which
affected more than 500 individual sfrom 2012 to 2016; however,
this is not an exhaustive list of data breaches. Smaller data
breachesthat affect fewer than 500 individual s are not published
by HHS; hence, such breaches were excluded from our study.
Thereisanontrivial number of unpublished small data breaches
[28]; however, such breaches tend to be less costly for
organizations to remediate. There are various types of data
breaches, and given the heterogeneity in potentia breach effects,
our small sample of breached hospitals limited the precision of
our model estimates.

Conclusions

Hospital productivity was resilient against the shocks from a
data breach between 2012 and 2016. The productivity trend of
breached hospitals remained paralel with that of control
hospitals in the years before the breach. Thereafter, the
productivity of breached hospitals did not diverge significantly
intheyearsafter the breach. Nonethel ess, data breaches continue
to threaten hospital stoday; therefore, health care workers should
be trained in cybersecurity to mitigate these disruptions.
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Abstract

Background: Health professionals initiating mobile health (mHealth) interventions may choose to adapt apps designed for
other activities (eg, peer-to-peer communication) or to employ purpose-built apps specialized in the required intervention, or to
exploit apps based on methods such as the experience sampling method (ESM). An aternative approach for professionals would
be to create their own apps. While ESM-based methods offer important guidance, current systems do not expose their design at
alevel that promotes replicating, specializing, or extending their contributions. Thus, a twofold solution is required: a method
that directs specialists in planning intervention programs themselves, and a model that guides specialists in adopting existing
solutions and advises software developers on building new ones.

Objective: The main objectives of this study are to design the Experience Sampling and Programmed Intervention Method
(ESPIM), formulated toward supporting specialists in deploying mHealth interventions, and the ESPIM model, which guides
health specialists in adopting existing solutions and advises software devel opers on how to build new ones. Another goa is to
conceive and implement a software platform allowing specialists to be users who actually plan, create, and deploy interventions
(ESPIM system).

Methods: We conducted the design and evaluation of the ESPIM method and model alongside a software system comprising
integrated web and mobile apps. A participatory design approach with stakeholdersincluded early software prototype, predesign
interviews with 12 health specialists, iterative design sustained by the software as an instance of the method's conceptual model,
support to 8 real case studies, and postdesign interviews.

Results: The ESPIM comprises (1) alist of requirements for mHealth experience sampling and intervention-based methods
and systems, (2) a 4-dimension planning framework, (3) a 7-step-based process, and (4) an ontology-based conceptual model.
The ESPIM system encompasses web and mobile apps. Eight long-term case studies, involving professionals in psychology,
gerontology, computer science, speech therapy, and occupational therapy, show that the method allowed specialists to be actual
users who plan, create, and deploy interventions via the associated system. Specialists' target users were parents of children
diagnosed with autism spectrum disorder, older persons, graduate and undergraduate students, children (age 8-12), and caregivers
of older persons. The specialists reported being able to create and conduct their own studies without modifying their original
design. A qualitative evaluation of the ontology-based conceptual model showed its compliance to the functional requirements
elicited.

Conclusions: The ESPIM method succeeds in supporting specialists in planning, authoring, and deploying mobile-based
intervention programs when employed via a software system designed and implemented according to its conceptual model. The
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ESPIM ontol ogy—based conceptual model exposesthe design of systemsinvolving active or passive sampling interventions. Such
exposure supports the evaluation, implementation, adaptation, or extension of new or existing systems.

(J Med Internet Res 2021;23(7):€24278) doi: 10.2196/24278

KEYWORDS

mobile apps, mHealth; intervention; experience sampling; method; monitoring; Experience Sampling and Programmed Intervention
Method; experience sampling method; ecological momentary assessment; just-in-time adaptive intervention

Introduction

Many factors impact the adoption of mobile health (mHealth)
tools by professionals and their target population, as observed
in Australia [1], Canada [2], USA [3,4], and in Europe [5,6].
As an example, clinicians concerns when considering an
mHealth tool include usefulness, ease of use, compatibility,
technical issues, content, personalization, convenience, strict
data privacy, workload, workflow, communication, management
support, and policies [7-9]. Such themes align with those
highlighted by Chinese public hospitals managers [10],
including perceived ease of use, system security and reliability,
top management support, and government policy.

Toward employing mHealth interventions, professionals can
generally choose among 3 options: using apps designed for
other activities such as peer-to-peer communication, using
purpose-built apps specialized in the required intervention, or
using apps based on methods such as the experience sampling
method (ESM) [11-13], and its descendent ecological
momentary assessment (EMA) [14], including those exploring
just-in-time adaptive interventions (JTAIs) [15]. The first
alternative allows professionals to adapt their protocolsto take
advantage of popular apps [16] and to employ conventional
SMS text messaging usually available to the underprivileged
[17-19]. However, because interventions may require sending
or collecting multipletypes of questions and mediaand demand
careful planning [20], deploying nonspecialized apps demands
both adaptationsin the protocol and overcoming obstacleswhen
monitoring progress.

The second aternative led to the design of a wide range of
mHealth-specialized apps [21-24] that enable reproducing
interventions accurately. Their design engenders a dependency
relationship between specialists and software developers.
Moreover, specialized apps have little potential for reuse.

Thethird aternative invol ves using apps based on methods such
asthe ESM and EMA, asin the works surveyed by van Berkel
et al [25]. Examplesinclude studies [26-30] that employed the
LifeData[31], the movisensX S [32], or the Mobile EMA [33]
systems based on data collection methods. Additionally,
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ecological momentary interventions (EMIs) or JTAIs support
interventionsinvolving contextual dataused for personalization
according to users' needs[15,34,35].

In a complementary approach, if professionals were able to
create their own apps [36], they could focus on the
methodological processes of their work. Whilethe ESM methods
offer important guidance, current systems[31-33] do not expose
their design at alevel that promotes replicating, specializing,
or extending their contributions as demanded in many aress.
Thus, a twofold solution is required: a method that directs
specialists in planning an mHealth intervention program
themselves, and a model that guides specialists in adopting
existing solutions while advising software developers on
building new ones.

The 2 main objectives of thisstudy are to design the Experience
Sampling and Programmed Intervention Method (ESPIM),
formulated toward supporting specialistsin deploying mHealth
interventions, and the ESPIM model, which guides specialists
in adopting existing solutions and advises software devel opers
on how to build new ones. A subsidiary goal isto conceive and
implement a software platform allowing specialists to be users
who plan, create, and deploy interventions (ESPIM system).

Methods

Overview

For designing the mobile-based ESPIM method, we adopted an
iterative approach of co-design considering the participatory
design practices [37,38]. Besides continuous review of
state-of-the-art literature, the procedures adopted encompass
early software prototype and predesign interviews with health
specidists, iterative design sustained by a software system,
support to real case studies, and postdesign interviews (Figure
1). The evaluation of ESPIM software employed the heuristic
evaluation method [39] (see Textbox SM1 in Multimedia
Appendix 1), usability tests [40] (see Textbox SM2 in
Multimedia Appendix 1), the Semantic Differential Scale [41]
(see Textbox SM3 in Multimedia Appendix 1), and the User
Experience Questionnaire (UEQ) [42] (see Textbox SM4 in
Multimedia Appendix 1).
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Figure 1. Study Methods and Workflow. CS: case study.
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The methods used in this study were approved by the Brazilian  departments. Specialists took part as intervention planners;
Research  Ethics Committee under case number inclusion criteriawere being a health or education professional
57875016.3.0000.5390. Study participation wasvoluntary and and experience in planning and delivering interventions.
respected anonymity. Education specialists participated as educational issues are part
of eHealth [43] and corresponding interventions influence,

Recruitment among others, socialization, cognitive support, and mental health
Users were involved in the participatory design as specialists  [44-46].

or target users. In the case of specidists, they form a
convenience sample recruited via email at nearby research
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Regarding the target users who participated in the case studies,
specialists handled their recruitment as they were participants
in their interventions.

The study aso had the contribution of speciadists in
human—computer interaction (HCI). They were recruited via
email from nearby research departments and software
companies. Inclusion criteria were background in HCI and
experience in conducting heuristic evaluations.

Professional designers, specialists in user interface (Ul) and
user experience (UX), were aso recruited to design refined
interfaces and validate them after the implementation. They
were recruited via email from nearby software companies.

Participatory Design

Evolution of ESPIM

Following a participatory design approach, the ESPIM method
evolved according to requirements gathered from literature
reviews, interviews, prototyping, and implementation of
softwareinstances of the associated model, and gradual usability
evaluations (Figure 1). Asobserved by Byambasuren et a [47],
usability is a main barrier for prescription and adoption of
mHealth apps, especially for older people. To overcome these
barriers, usability and UX were evaluated through empirical
and inspection-based evaluations, which provided new
requirements and detailed existing ones [48-51].

I nterview (Predesign)

During requirement collection, specialists of different domains
participated in semistructured interviews (Figure 1C and
Multimedia Appendix 2) to discuss their needs in carrying out
remote data collection and interventions, to answer a survey of
the difficulties they faced in data collection and interventions,
to present the system prototype as a potentia solution, and to
collect requirements. These professional sworked, among others,
with children and adultswith typical and atypical development,
older people, pregnant women, and individuals with motor
impairments. All participants conducted academic research in
their areas. They were individually interviewed at their
workplaces (by 1Z and KRHR). Each meeting lasted 1 hour and
30 minutes on average. Interviews were performed with all
participants who accepted the invitation.

First Heuristic Evaluation (App Prototype)

Four HCI specialists (Figure 1D), 2 researching usability for
older people and 2 accessibility, conducted the first heuristic
evaluation of the mobile interface of the ESPIM app prototype
(question based at the time) [49]. The session lasted 24 hours
so specialists could evaluate the 4 daily tempora triggersbesides
initiating the program themselves. The questions were related
to daily routines and aimed to connect the trigger time with
locations, daily activities, information technologies used, and
ongoing activities.

First Usability Test (Web Application Prototype)

Thefirst usahility test performed on the web interface of ESPIM
prototype (Figure 1F) aimed at answering: Do the specialists
clearly understand what is the system and its purpose? Do the
speciaistsface difficulties creating intervention programs using
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the system? Are the specialists able to complete all stages of
creating intervention programs, including the setup phase? The
test protocol (see Textbox SM5 in Multimedia Appendix 1)
evaluated the understanding and the performance of the
prototype from the point of view of health specialists using the
metricstask execution time, number of stepsto complete tasks,
number of completed tasks, number of errors, and overall
satisfaction.

We provided a hypothetical scenario Geriatrician outlining the
tasks conducted by a specialist (geriatrician) who plans an
intervention program to an older person with cognitive
impairment who is attended by a caregiver (see Table SM1in
Multimedia Appendix 1). The scenario comprises 8 tasks
requested of the older person, who is aided by the caregiver if
needed. We specified the most complex task as a diagram (see
Figure SM1 in Multimedia Appendix 1).

Checklist

The UI/UX designers who designed graphical interfaces
executed a checklist-based evaluation (Figure 1J). Upon
interacting with the system, they enlisted improvements.

Heuristic Evaluation

HCI specialists performed an inspection-based evaluation on
the web application interface (Figure 1L1). The evaluators
received an email with instructions, atask checklist, links, and
files. The links led to the informed consent form, a profile
survey, and to the ESPIM web application. The files contained
instructions on how to conduct the evaluation, a template for
reporting issues identified along with the corresponding
heuristics, and the hypothetical scenario Geriatrician,
comprising the tasks to be analyzed (see Table SM1 in
Multimedia Appendix 1). After individual inspections, the
evaluators met to discuss the problems found in the interface
and produced a consolidation report.

The second heuristic evaluation of the mobile app followed the
same protocol, using the same files (Figure 1J3). Additionally,
the evaluators received the app installation file which included
an intervention program and corresponding task checklist of
the hypothetical scenario Nutrition. Four evaluators inspected
the app performing 6 tasks: install, initiate and give the
permissions requested by the ESPIM app, log in with your
Google account, start the “Nutritional Data Collection”
intervention program and navigate through all screens planned
by the nutritionist, explore the app settings, and disconnect from

the app.

Second Usability Test (Web Application) and I nterview
(App)

The second usability test on the web application (Figure 1L1)
and the interview about usability and interaction aspects of the
mobile app (Figure 1L 2) were conducted at the sametime. The
guestions and the protocol were those used in thefirst usability
test.

For testing the web application, we provided the scenario
“Monitoring and eval uating the performance of the older people
in digital literacy courses through remotely programmed
interventions’ (see Table SM2 and Figure SM2 in Multimedia
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Appendix 1). Aspects of the web interface elements evaluated
were ease of use, memorization, easiness to “undo” actions,
learnability during use, intuitiveness, feedback/error messages,
information organization, arrangement of interface elements,
availablefeatures, and interface design. Participating specialists
answered a 7-point Likert scale (1="Awful” to 2="Excellent”)
for each aspect. The specialists also provided a self-evaluation
of their performance using the system by responding to 7
affirmative sentences using a 5-point Likert scale (1=" Strongly
agree”’ to 5="Strongly disagree”): | easily completed therequired
tasks, | completed the tasksrapidly and efficiently, | would need
someone’s support to use the system, | felt more productive
during the interaction with the system, | easily found the
information and functionalities that | needed, | needed to

Table 1. Eight case studies.

Cunhaet a

thoroughly think or remember before compl eting the tasks, and
I would recommend the system to other people.

The specialists had previous experience asinstructors or tutors
inmobiledigital literacy coursesfor elderly individuals (Figure
1H2) aspart of the Case Study ElderlyDL (Table 1). They were
interviewed regarding their learning while observing older
people interacting with the app and commonly reported
complaints. The questions asked were “Which errors or
infrastructure problems were found? Which devices did not
work? Which frustrations were observed while older people
interacted with the app? For each type of task: What were the
main difficulties of the older people? What were the issues?
What could be better? What is good and should not change?”

Case study Specidlists involved Participants Short description
CS-ASDParents 2 psychologists; 1 computer scien- 3 families (3 children with autism  Promoting engagement in educationa activities
tist spectrum disorder and 3 parents) between children diagnosed with autism spectrum
disorder and their parents.
CS-ElderlyDL 3 gerontologists, 2 computer scien- 365 older people (age 60+) Supporting mobiledigitdl literacy coursesfor elder-
tists, 1 psychologist, 1 statistician ly.
CS-ClassTutors 1 gerontologist, 1 computer scientist 12 tutors (graduates'undergraduate  Analyzing elderly digital literacy courses using tu-
students) tors' feedback.
CS-MediaParcels 1 psychologist, 1 computer scientist 1 family (1 father and 2 children);  Encouraging multimediainterventions to promote
3 elderly friends (age 60+) social connection among elderly.
CS-SpeechTherapy 1 speech therapist 5 children (age 8-12) Deploying speech therapy homework for children.
CS-OPCaregivers 1 occupational therapist 30 caregivers of older people Providing informative contents for caregivers of
elderly with dementia.
CS-OPStorytelling 2 computer scientists, 1 gerontolo- 15 older people (age 60+) Enabling the creation of digital storytelling by se-
gist niors.
CS-StoryReading 1 psychologist 45 children (age about 10) Developing digital storiesfor children with reading

disabilities.

Case Studies

Overview and Approval

The ESPIM method evolved supporting real case studies
conducted by specialists (Figure 1) who used the method via
the associated ESPIM system to manage interventionswith their
populations of interest [52,53]. These case studies are part of
the empirical evaluations of the ESPIM system (Table 1).

Each case study was submitted and approved by the Brazilian
ethics committee and all datawere anonymized. Their common
study protocol included the following: signing an informed
consent form, filling out a pretest profile survey, filling out a
posttest questionnaire about the interaction experience, and
participating in a semistructured interview at the end of the
study. Each specialist applied specific evaluation forms of their
respective fields to analyze the results of their studies.

Case Study ASDParents

The case study ASDParents studied engagement in educational
activities between children with autism spectrum disorder and
their parents (Figure 1H1). Parents were instructed to conduct
at least one out of three planned educational activities at home
with their children, once a day, during the 6 weeks: the first 3
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weeks used conventional paper-based written instructions,
whereas the last 3 employed ESPIM. Psychologists employed
ESPIM to send text and video tasks and to monitor task
accomplishment and performance. All children studied at a
Brazilian nongovernmental organization with a 2-hour/week
workload. Threefamilies (3 children and 3 parents) participated
[54].

Case Study ElderlyDL

The case study ElderlyDL offered mobiledigital literacy courses
to older people (Figure 1H2). Computer science, psychology,
and gerontology specialists employed the web application to
designintervention programs as homework for the older people,
who received and responded to the tasks via an app. During 13
weeks, the app sent, on weekdays, a notification around 7 pm
alerting about the homework. The study involved 365 older
people [48,50,55].

Case Study ClassTutors

Case study ClassTutors collected feedback from tutors assisting
3instructors providing digital literacy courses for older people
(Figure 1N1). The tutors were undergraduate and graduate
students. Oneinstructor (gerontol ogist) used the web application
to guide tutorsin eval uating the effectiveness of the classesand
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identifying situations of stress or struggle. The app sent 1
notification asking for feedback after the weekly class, the
intervention being available throughout the week. A total of 12
tutors participated in this study for 4 months.

Case Study M ediaPar cels

In the Case study MediaParcels (Figure 1N2), 1 psychologist
employed ESPIM as a multimedia exchange tool to investigate
theimpact of social interventions among older people and their
connections. The specialist designed interventionsto encourage
participants to share self-revelations and media with affective
content. The psychologist requested content from 1 participant,
annotated the content with the meaning embedded in the original
request, and forwarded it to the participant’s connections. One
study involved family members (father and 2 children) and
another study involved 3 elderly friends. Both studies lasted 2
weeks [56].

Case Study SpeechTherapy

The case study SpeechTherapy was applied in the clinical
context of speech therapy (Figure 1N3). The specialists planned
reading, writing, and comprehension tasks to complement
activities conducted at the clinic. They applied remote
interventions with 5 patients (aged 8-12 years) with reading or
writing issues. Five children participated in the 5-month case
study.

Case Study OPCaregivers

The case study OPCaregiversdelivered information to caregivers
of older persons with dementia toward guiding and qualifying
the care provided (Figure 1N4). One occupational therapist
created interventions to present information related to feeding,
personal hygiene, guidelines for maintaining a structured and
stimulating routine, and tips for managing behavioral symptoms.
Thirty caregivers participated in this study.

Case Study OPStorytelling

The case study OPStorytelling employed ESPIM interventions
to guide the creation of video stories by users with little
experiencein producing digital content, especially older people
(Figure 1P1). One specialist used ESPIM to create interventions
as“ storytelling scripts’ that combined requests for text, video,
image, and audio assets. A dedicated service, integrated into
the ESPIM software, received the media assets, generated the
corresponding video, and uploaded it to a YouTube private
channel. This study employed 2 workshops to teach 15 older
people to produce video-based narratives [57].

Case Study StoryReading

In the case study StoryReading, aspecialist in psychology used
the ESPIM system as atool to create instructional programsin
the form of text-based stories, augmented with images and
animations (Figure P21). The target users were children with
reading difficulties. The goal was to improve reading
comprehension by delivering stories integrated with questions
and corresponding interactive feedback.

I nterview (Postdesign)

A member of the ESPIM team (BCRC) interviewed the
specialists after their studies (Figure 1R). The speciaists
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responded to a semistructured 2-part interview: area of expertise
and related studies, and how they modeled interventionsin their
studies. The latter aimed to elicit how specialists designed,
delivered, and monitored interventions using the ESPIM system.

Results

User Statistics

Predesign interviews (Figure 1C) involved 12 health specialists:
5 psychologists (4 specialized in special education and 1 in
behavioral psychotherapy), 3 nurses (1 specialized in public
health, 1in health sciences, and 1 in mental health), 2 physicians
(1 specialized in obstetrics and gynecology and 1 in psychiatry,
geronto-psychiatry, and neurology), 1 physiotherapist (observer
in neuropediatrics), and 1 occupational therapist (specialized
in public health).

Thefirst heuristic evaluation of the mobile app (Figure 1D) was
conducted by 4 HCI specialists (2 speciaized in usability for
the older people and 2 in accessibility).

The first web application usability test (Figure 1F) involved 5
psychologists (3 specialized in specia education; 1 in science,
technology, and society; and 1 in biology).

The checklist-based evaluation was realized by 2 UI/UX
designers (Figure 1J1).

The heuristic evaluation of the web application (Figure 1J2)
and the second heuristic evaluation of the mobile app (Figure
133) involved 4 HCI specidists: 1 inexperienced (never
performed this kind of evaluation), 1 had intermediary
experience (conducted 3 evaluations), and 2 were experienced
(executed more than 3 evaluations).

The second usability test of the web application (Figure 1L1)
and the interview about usability aspects of the app (Figure
1L.2) were performed, in the same session, with 5 gerontol ogists
and 1 occupational therapist.

Postdesign interviews (Figure 1Q) involved 8 specidists: 2
psychologists, 2 gerontologists, 1 occupational therapist, 1
speech therapist, and 2 computer scientists who offered digital
literacy courses for older persons in collaboration with one of
the gerontol ogists.

Target users who took part in the interventions via the ESPIM
mobile app included 431 older persons, 30 caregivers of older
persons, 5 children, 12 undergraduate/graduate students, and 3
familieswith children with autism spectrum disorder (Table 1).

Participatory Design

Overview

The ESPIM comprises (1) alist of requirements for mHealth
experience sampling and intervention-based methods and
systems, (2) a 4-dimension planning framework, (3) a
7-step-based process for planning interventions, and (4) an
ontology-based conceptual model. The ESPIM system and the
cases study reports complement the contribution.
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ESPIM’s Functional Requirements

The functions demanded from ESPIM were elicited using
literature review, predesign interviews, iterative prototyping,
and postdesigninterviews. Theresulting functional requirements
(Table 2) concern creating and managing (1) the “intervention
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programs,” (2) the “persons’ involved as observers and
participants, (3) the “events’ constituting the program and
comprising triggers and tasks, (4) the “ active tasks’ specialists
request to target users, (5) the use of “sensors’ to capture data
or trigger tasks, or both, and (6) the accessto the “results”
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Table 2. Functional requirements (FRs) for ESPIM.

FR Description

I ntervention program

FRO1 Enable creation, management, and reuse of intervention programs.

FR0O2 Enable definition of open or fixed beginning and ending dates for programs.

FRO3 Enable organization of programsinto phases composed by different events.
Person

FRO4 Enable registration and management of observers.

FRO5 Enable registration and management of participants.

FR06 Enabl e collaborative management of programs.

FRO7 Provide user authentication/authorization with roles and permissions.

FR0O8 Enable multiple associations among participants and programs.

FR09 Enable creation of contact lists related to privacy control.

FR10 Enable the association of relationships among participants (eg, communication).

FR11 Enable importing participants’ datafrom external sources.
Event

FR12 Enable creation of active tasks and sensor-based sampling.

FR13 Enable the association of triggersto events.

FR14 Enable configuration of intrusiveness level in triggers.

FR15 Provide trigger types: self- and specialist-initiated, temporal, contextual, random.

FR16 Enable definition of triggers’ timeout.

FR17 Enable color-coding events.

FR18 Enable annotations and follow up via participant’s app interface.

FR19 Enable configuration of triggers disabling when a condition is fulfilled.

FR20 Enable configuration of alert to inform when a participant did not answer atrigger.

FR21 Enable configuration of alert to inform when a participant answered atrigger.

FR22 Enable configuration of triggers rescheduling when a condition is satisfied.

FR23 Enable configuration of alert to inform of a specific answer (eg, risky behavior).

FR24 Enable configuration of automatic processing of responses (eg, condition based).
Activetasks

FR25 Provide active tasks type message, question, media request, and external app launch.

FR26 Enable active tasks containing multimedia stimuli and emphases-enriched text.

FR27 Provide open-ended, multiple/single-choice (including pictures as choices) questions and scales (eg, Likert, sorting

scale, grid).
FR28 Enable definition of mandatory active tasks.
FR29 Enable configuration of interaction flows (skip, branch, and loop).

Sensor-based sampling

FR30 Enable configuration of sensor-based sampling while interacting with active tasks.
FR31 Enable definition of time intervals for sensor-based sampling.
FR32 Enable configuration of automated sensor-based sampling.
FR33 Enable sampling from software- or hardware-based sensors (eg, mobile and wearabl e devices, accessories, home sensors).
Results
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FR Description
FR34 Provide different filter modes for results’ visualization.
FR35 Provide date, time, and duration of the corresponding result.
FR36 Enable download of the results.
FR37 Enable configuration of automatic analysis of responses by dedicated a gorithms.

ESPIM 4-Dimension Planning Framework

Defined upon the requirements, an ESPIM intervention program
involves 4 dimensions: program, person, event, and sensor

(Figure 2). The program dimension comprises the intervention
program as a whole, and characterizes general intervention
settings, such as name, definition, description, goals, duration,
and, in research-based situations, its experimental design.

Figure2. ESPIM Intervention dimensions: Program, Person, Event and Sensor.

Program Dimension

Intervention Program

* Define name, description,
goals, dates, duration
* [Experimental design]

Specialists

* Possible collaborators
* Define access to

data/edition

Person Dimension

Protocol

» Choose adequate intervention
protocol

* [Conditions: events that cause
actions)

* Conditions for triggering protocols:
self/specialist-initiated, temporal,

/’ contextual, random/reason

Participants

* Target users
* Who are they, how many
* [Define connections/relationships]

* [Phases: state machine model]

Protocol Dimension

Sensor Dimension

* What to collect and analyze
* Define collector devices

Active Tasks

* Tasks deployed by the intervention

* Types: (a) read/view message, (b)
question, (c) send/record media, (d)
execute an external app

* [Includes multimedia content]
* [Includes passive sensing]

Passive Sampling

* Collects passive data
* Defines time-intervals
* Depends on disposable sensors

The person dimension comprises the specialists in charge of
the program and their target users, also called participants. Both
professional s and researchers may work with collaborators who
require distinct access control levels. Moreover, establishing
target usersisakey aspect of anintervention. In analytical work,
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these connections, along with delimited data sharing, might be
considered in the program.

The protocol dimension comprisesfeatures provided by mobile
technologies, aggregating the flow(s) that constitute the
intervention along with the corresponding time- or sensor-based
triggers. Finally, the sensor dimension allows expressing
sensor-based support both for data collection and for triggering
events.

ESPIM 7-Step-Based Process

Overview

ESPIM directs speciaistsiniteratively planning amobile-based
intervention program (Figure 3). The 7-step-based process

Figure3. ESPIM 7-step process.

Cunhaet al

suggests first identifying the intervention program by a name
and defining its overal duration (Figure 3A), followed by the
identification of who will have accessto the planning procedures
(Figure 3B) and who the target users are (Figure 3C). The
intervention program isthen defined intermsof 1 or more events
(Figure 3D) which combine triggers to sampling procedures
formulated as active tasks (Figure 3E) or sensor-based sampling
(Figure 3F). Once the intervention program is deployed,
specialists monitor participant’s interaction and data collected
(Figure 3G). These procedures are detailed next along with the
corresponding requirements (Table 2).

mobile-based Experience Sampling and Programmed Intervention Method

(A) Intervention Program

Define Program name, starting
and ending dates, phases

(G) Follow up

Monitor results from Active and
Sensor-based Sampling

(F) Sensor-based Sampling

Define soft or hard passive
Sensor-based Sampling
intervals and conditions

(E) Active Sampling
Define Active Task flow(s)

requesting participant to
actively respond to tasks

I ntervention Program: Name and Duration

Thefirst step (Figure 3A) isto identify theintervention program
by a name so that specialists can refer to the program for
deployment, management, reuse, and change (FRO1 in Table
2).

At the time of design, the intervention program deployment
dates may not be determined. A program may be designed to
be reused at distinct times, with different participants. Thus,
when the intervention program is devised, the definition of
starting or ending datesis optional (FR02).

https://www.jmir.org/2021/7/e24278

XSL-FO

RenderX

mandatory

_________ optional

(B) Observer(s)

Define specialists with access to
planning and follow up

(C) Participant(s)

Define target user(s)

(D) Event(s)

Define Event's name and
triggers for Active Sampling or
Sensor-based Sampling or both

An intervention program may be designed and structured to be
applied in separate stages or phases delimited by time or other
completion conditions (FR03).

Observers. Persons Who Have Accessto the Planning
Procedures

The second step is to register other specialists with access to
the program (FR04 and FR06). This enables casesin which an
intervention program is collaboratively designed or deployed,
or both, by more than 1 speciaist. Speciaists that are
responsible to manage intervention programs are called
observers, and the optional step “observers’ (Figure 3B) is
employed when collaborators other than the one creating the
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intervention program should have accessto its specification and
results.

Participants: Persons Who Receive the Intervention Tasks
via Their Mobile Device

The third step (Figure 3C) is to register the target users
(participants) of the program (FR05). However, the actual target
users may not have been determined when the intervention
programisinitially designed. Moreover, an intervention program
may be designed to be reused with different participants at
distinct times. Thus, when first creating the intervention
program, the observer may not includereal target users. Clearly,
defining aparticipant ismandatory for deploying an intervention
program. One strategy adopted by specialistsin the case studies
we report was to include themselves as participants, alowing
them to test the intervention program before deployment by
assuming a participant role (FRO7).

Observers may include 1 or more target users in 1 or more
programs (FR0O8). This characteristic is essential to provide
flexibility to personalize programsfor individualized monitoring
or to monitor groups of target users. Specidists register
participants' contact information and aliases targeting users
privacy (FRO9).

Another type of participant represents persons having
relationships to target participants, such as family members or
caretakers, with whom specialists may interact. Thus, a
requirement is support for relationship among participants and
associating different eventswith distinct participant rolesinthe
relationship, which should be personalized according to each
case (FR10).

Finally, specialists may use existing information systems to
import participants data valuable to intervention planning.
Therefore, a service-based approach should be considered for
third-party system integration and information exchange (FR11).

Event(s): What Sets of Tasks Are Triggered, and When, in
the Participant’s Smartphone

An intervention program consists of 1 or more intervention
events executed along a time frame. Each event (Figure 3D) is
identified by a name which is used for reference within the
intervention program itself or in other programs, warranting
reuse of events in particular, additionally to the reuse of
programs (FROZ1).

To each event, the observer associates a set of tasks to be put
into effect in the participant’s maobile device. The actual tasks
are defined by means of an active set (Figure 3E) or via
sensor-based sampling (Figure 3F), or both (FR12). In thefirst
case, participants respond explicitly to atask, for instance, by
answering a question or capturing a video. In the second case,
data are gathered passively from the participant’s smartphone,
for instance, via sensors or automated logging routines.

Further, to each event the observer associates 1 or moretriggers
specifying the times in which event’s tasks are to be executed
in the participant’s mobile device (FR13). Thisimplies that, at
thetimes planned by the specialists, the participant’s smartphone
receives a notification corresponding to the event. If the
notification triggersaflow of activetasks (ie, intervention flow),
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anotificationis presented in the participant’s device at the level
of intrusiveness specified (FR14); when the participant responds
to the natification, the mobile app alows the participant to
interact with the intervention flow. In cases in which the
notification triggers a sensor-based sampling routine, the
corresponding sensor or automated routine is executed.

Triggers should be of diverse types besides being time based
(FR15) and should be associated with a timeout (FR16).
Specialist-initiated triggers allow observers to launch tasks on
their own initiative. Self-initiated triggers are necessary when
specialists opt to allow users to execute an event at their own
initiative by starting the mobile app themselves at any time. A
random trigger is appropriated when specialists demand the
event to start at unconventional times without a predetermined
pattern. A contextual trigger is set off when aparticular situation
occurs, such as one defined by rules involving 1 or more
conditions associated with physical sensors (eg, global
positioning system coordinates or heart rate monitor) or
software-based data (eg, agenda). In any case, the specialist
may indicate that different events are of distinct types by using
coding such asdifferent colors (FR17). Moreover, an event that
has been aready completed may be indicated as such in the
mobile app, aong with other information that allows participants
to be aware of their statusin the intervention (FR18).

Furthermore, how a participant reacts to a trigger may be an
important aspect to some studies; for instance, a trigger may
need to be rescheduled or the observers should receive an aert
when a participant did not answer (FR19-FR24). Contextual
triggers (FR15) and automatic responses processing (FR24) are
essential requirements if specialists consider ecological
assessment for adaptive interventions (EMA and JITAI).

I ntervention(s): What Flow of Tasks Are Explicitly
Demanded via Participants Devices

An intervention flow (ie, active set; Figure 3E) is specified by
the observer (FR12) to be presented to the participant via a
mobile app in a customizable flow of active tasks (FR25). An
activetask isan intervention-based component that may contain
1 or more multimedia stimuli allowing, among others, sending
instructions and requesting information; text-based stimuli
should support emphasis including bold and italics (FR26). A
guestion is a type of active task which comprises different
formats (FR27) and they may be mandatory or not (FR28). One
type of question, single-choice question, allows associating a
different flow with each of the alternatives defined, as aresult,
conditional paralld flows (FR29). An active task may interact
with athird-party mobile app, for both activating that app with
customized configuration and collecting dataresulting from its
execution (FR25). An active set may also trigger a passive
collection of sensor data without the need for an explicit user
intervention (eg, capturing the face expression during the task;
FR30).

Passive Sampling: What Information Will Be Collected
Without Explicitly Asking the User

Passive sampling is needed when the design of the intervention
program makes use of passive data collection without
interrupting the participant (Figure 3F). This can be initiated
via the configuration of temporal intervals (FR31) or of
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automated sensor or software-based data collection (FR32), or
via association with an active set (FR30). The collection may
use sensors and software executing in devices other than the
participant’s smartphone such as wearabl e devices, accessories,
and home sensors (FR33).

Passive sampling may be executed without an associated active
set, asillustrated by Harari et al [58] when collecting datafrom
sensors and logs. When this is the case, the observer specifies
the sensorsto be used aswell asthe conditions and the intervals
of the collection.

Results: When and How Participants Participated in the
I ntervention Program?

In some interventions, speciaists demand monitoring how
participants engage in the program to measure its impact or to
adjust the intervention according to users behavior and

Figure 4. ESPIM: Ontology-based Conceptual Model.
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responses, or both (FR34 to FR37). When this is the case,
observers need access to follow-up components which give
access to results (Figure 3G). Another type is that in which
specidlists design an intervention program to provide
information or to send instructionsto participants, asisthe case
with tutorial apps or self-care apps[59]. When thisis the case,
the specialists do not need information on how and when users
interacted with the program, which demands the follow-up
procedure to be optional.

ESPIM: Ontology-Based Conceptual Model

Our study contributesto a conceptual model (Figure 4) guiding
specialists in adopting existing software platforms or building
new ones along with a software devel opment team. We represent
the conceptual model using an ontology givenitswide adoption
[60-64] and description power [65].
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In the ESPIM ontology, the Person class represents observers
(specidists) and participants (target users). The person concept
may retrieve data from existing information systems using a
unique key (eg, email). Participants may have relationshipswith
1 or more usersin the system (eg, child, caregiver, partner).

The Program class represents an intervention program that
encompasses a set of events that defines sets of active tasks or
sensor data sampling (sensor-based sampling). Observers
manage programsindividually or collaboratively.

The Event class represents personalized or standardized
intervention events applied by observers. An event comprises
sets of tasks (active set) or sensor-based sampling. The Active
Set class represents tasks required explicitly for a participant,
represented by classes contained in the Active Task class. The
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Sensor  class represents tasks achieved via sensor-based
sampling, which may demand continuous and unobtrusive data
collection at defined time intervals. An active set can be
associated with sensor-based sampling occurring while the
participant performs the tasks. Events initiate according to
defined trigger conditions (in Trigger class).

The Trigger classencompassestrigger conditions and an overall
set up that determines when and how an event is triggered. A
trigger can hold thefollowing features: self-initiated, temporal,
contextual, random/reason, and specialist-initiated trigger. A
self-initiated trigger allows target users to start an event, a
temporal trigger schedules events based on time and dates, a
contextual-based trigger considers context information obtained
by sensorsor by device usage, and random/reason-based triggers
randomly deliver adefined number of intervention eventsduring
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a period. Observers may control triggers remotely. A trigger
setup indicates notification timeout and obtrusiveness level.

The Active Task class corresponds to the delivery of stimulus
that requires an interactive response. An active task contains at
least one media stimulus (eg, text, image, audio, video). In the
model, an active task comprises 4 types of stimuli: read message,
guestion, media request, and external app.

In the Active Task class, the Read Message class represents
sending multimedia messages to users. The Question Active
Task class represents questions in different formats, including
open-ended, multiple- and single-choice, and scales (eg, Likert).
A question may includetextual or other mediaelements. Choice
guestionsrepresent loops and branches. A Media Request Active
Task class represents the request for media assets (eg, audio).
Finaly, the External App Active Task class represents the
activation of external apps, sending customized activation values
and receiving completion results.

The Media classrepresents media stimuli employed in an active
task instance. Themodel admits adding multiple mediaelements
to atask.

The Sensor class represents the set up associated with
sensor-based sampling: what should be collected (eg, social
interaction, facial expressions) by which device (ie, wearable
devices). Collection may occur over a period (sensor-based
sampling) or during user interaction (active task).

https://www.jmir.org/2021/7/e24278
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The Result class represents data collected by the intervention
program via active tasks or sensor-based sampling. Moreover,
every participant interaction, or lack of interaction when
expected, should be logged. Observers access instances of the
Results Session class.

The Condition class represents actionstriggered by conditional
rules encompassing active (user interaction based) or passive
(sensor based) data. For instance, if aparticipant failsto answer
anotification, it is possibleto execute an action such asalerting
a particular observer or scheduling a new trigger.

The Phase class represents the organization of an intervention
program in stages. The Phase class aggregates events, and each
event may be included in 1 or more phases. A condition that
defines when a participant should proceed to another phase
defines a phase duration. Conditions may be time, contextual,
or response dependent. M oreover, the Satus classin the ESPIM
ontology allows registering a participant’s progress in an
intervention program that has phases.

ESPIM Software

The iterative design leading to the ESPIM method (Figure 1)
involved the iterative prototyping of the software instance
(employed by specidists when authoring; Figures 5-8) and
monitoring (Figures 9 and 10) an intervention program, and the
mobile app used by participants (Figure 11; see Multimedia
Appendix 3 for details).
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Figure5. ESPIM web application used by the specialist to create an Intervention Program. Thefirst step (A) informsthe program’s name and description
(B), and duration (C). Optionsinclude exporting the program (D). Thefollowing steps register specialists (observers-F) and target-users (participants-G).
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Figure 6. ESPIM web application step with options for Events. Optionsin this step (A) include editing an existing event (B), editing anew event from
scratch (C), or by importing an existing one (D), specifying collection based on sensors (E). Finalizing is dways available (F).
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Figure 7. ESPIM web application step for editing one Event. For each Event (A), specidlists provide a name (B), description (C), and color-coding
(D). A button gives access to the interface for editing the corresponding flow of active tasks (E). This step shows the text from existing interventions
(F) along with current triggers (G). Specialists create time-based triggers (H), and configure (I) and save the corresponding alarm types. Specialists can
set self-initiated events (K) and configure that observers receive aerts when participants interact or missan alarm (L).
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Figure 8. ESPIM web interface to create an Active Task Flow. This flow contains three interventions: a single-choice question (A), a task-based
intervention requesting an image (B), and a message intervention (C). Specidists may include instructions using text (D) or other media (image (E),
audio or video), or both. They must indicate the initial intervention (radio button in A), and mark each intervention as mandatory or optiona (checkbox
in A-C). The app shows arrows to indicate the flow (eg B>C). In a single-choice intervention (F), specialists may associate specific interventions to
each alternative (A>B and A>C). Also, they can choose among many alternatives to choice- and scale-based questions (G). When specidlists create a
task requesting media (B), they indicate the type of media reguired (“image” in H). They must nominate at least one closing intervention (1). The
specialist can zoom (K), and import and export (J) flows.
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Figure9. ESPIM web interface to upload media-based stimuli (A) and to record video (B) or audio (C).
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Figure 10. ESPIM web interface to visualize results includes an overview by a participant (A), distributions of responses both per task (B) and along

the time (C), accessto individual responses (D), and an option for download (E).
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Figure 11. Mobile app presenting interventions. Active task requesting the user to record an audio message (left). Active task inviting the user to
respond to a single-choice question upon listening to an audio stimulus (right).
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Evaluation Outcomes

I nterview (Predesign)

The predesign interviews lead to eliciting requirements from a
group of specialists from several backgrounds (Figure 1C). We
consolidate the results into ESPIM’s functional requirements
(Table 2).

First Heuristic Evaluation (App Prototype)

For the app prototype (Figure 1D), the HCI evaluation team
reported the following issues: (1) navigation problems (store
navigation and branching paths, confirm before quitting, clear
paths upon abandonment/finishing); (2) inconsistent display on
different versions of the operating system; (3) improve screen
use (landscape orientation and fix overlay in small screenswhen
the virtual keyboard is visible); (4) generic/uninformative
notifications; and (5) nonstandard fonts. We fixed these issues
and applied the material design guidelines[66].

First Usability Test (Web Application Prototype)

Each specialist interacted individually with the web application
(Figure 1F) according to an 8-task hypothetical scenario (see
Table SM1 in Multimedia Appendix 1). ESPIM researchers
(including KRHR and 1Z) observed the interaction. Upon
conclusion, specialists answered the evaluation questionnaires
and participated in a semistructured interview to report
problems, fedlings, and expectations. Results from each task
are asfollows.

Specialist P1 could not complete tasks 7 and 8 as she could not
find the* Save” button. Specialists P3 and P5 partially completed
task 7 (see Figure SM1 in Multimedia Appendix 1) as they
added extra activities to the intervention planned. Regarding
errors, specialists P2, P3, and P5 made 4 errors; P4 and P1 made
6 and 9 errors, respectively. The errors included creating an
existing observer or participant, opening an external pageduring
theinteraction, using the first intervention element (a star icon)
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as a “Save” hutton, trying to save an empty program, and
unexpected interactions with the interventions’ flow screen.

Regarding the tasks, specialists made more than 1 error in tasks
4 and 7. In task 4, all specialists were uncertain about the
meaning and function of the “observers’ role. Task 7 was the
oneinwhich the specialists presented more difficulty and made
more mistakes. This task had several substeps and demanded
more attention, so specialists spent the longest (mean 13 min
[SD 0.55]).

Resultsfrom the subjective eval uation of theinterface elements
range from —3 to +3. Specidlists rated positively most aspects
evaluated. Aspects evaluated +2 (Good) and +3 (Excellent)
were available features, ease of memorization, and learning
during use. The items with the lowest ratings were
feedback/error messages, ease to undo errors, and information
organization of the system. One negative score (-1) was
attributed to “ease to undo errors’ by P1 and was consistent
with her overall performance. P1 could not fulfill 1 task and
partially fulfilled another (tasks 8 and 7, respectively). P1 also
made the highest number of errors.

Theresultsfrom the UX whileinteracting with the system were
positive, ranging between 1.4 and 3 (=3 to +3 range), meaning
that specialists associated their experience with positive
qualifiers, concepts, or feelings. The most positive evaluations
were “efficiency” (mean 2.55 [SD 0.60]) and “dependability”
(mean 2.35[SD 0.87]). Evaluation of the remaining factorswere
as follows: attractiveness, mean 2.16 (SD 0.79); perspicuity,
mean 2.10 (SD 0.78); stimulation, mean 2.10 (SD 0.71); and
novelty, mean 2.05 (SD 0.68). Asaresult, specialists considered
that they could interact efficiently, execute tasks reliably,
understand and find functiondities, and felt stimulated and
motivated during theinteraction. They a so perceived the system
asinnovative and attractive regarding interface elements.
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Checklist

The UI/UX designers who designed the graphical interfaces of
the ESPIM web applications suggested 9 improvements to the
corresponding implementation (Figure 1J), including
components behavior according to the material design
guidelines, user lists presentation order, and text size and
spacing. We adjusted them accordingly.

Heuristic Evaluation

For the heuristic evaluation of the ESPIM web application
(Figure 1J2), theevaluators' report contained 71 usability issues.
They classified 24 problemswith severity 1 (cosmetic), 16 with
severity 2 (minor), 26 with severity 3 (major), and 5 with
severity 4 (catastrophic). Evaluators associated problems with
4 heuristics: consistency and standards, user control and
freedom, flexibility and efficiency of use, and aesthetic and
minimalist design. The ESPIM team promptly solved issues
classified with severity 3 and 4 to provide a version for tests
with gerontologists (Figure 1L.1 and Figure 1L 2). We fixed the
other problemsin later versions [52,67].

For the heuristic evaluation of the ESPIM mobile app (Figure
1J3), the evaluators' report comprised 21 usability issues. They
classified 4 problemswith severity 1 (cosmetic), 6 with severity
2 (minor), 8 with severity 3 (major), and 2 with severity 4
(catastrophic). Although evaluators associated 1 issue with the
user control and freedom heuristic (7/21), we argued that we
purposely designed some guiding-based features to make the
app accessible to awide range of user profiles. Yet, evaluators
considered that several icons and some nomenclature lack
intuitiveness and associ ated the issues with the correspondence
between the system and the real-world heuristic (5/21).
Evaluators associated other issues with the following heuristics:
system status visibility, recognition instead of memorization,
flexibility and efficiency of use, and aesthetic and minimalist
design. We solved the problems before tests with gerontol ogists
(Figure 1L1 and Figure 1L 2).

Second Usability Test (Web Application) and Interview
(App)

For the second usability test of the web application (Figure
1L.1), each specialist interacted with the system according to a
set of 10 tasks contemplated by 1 hypothetical scenario (see
Table SM2 in Multimedia Appendix 1). ESPIM researchers
(including KRHR and BCRC) observed the interaction.
According to the protocol, the specialists answered the
evaluation questionnaires and participated in a semistructured
interview (see Textbox SM5 in Multimedia Appendix 1).

Specialists P1, P4, P6, and P5 completed all tasks. Specialists
P2 and P3 partially completed task 7 (see Figure SM1 in
MultimediaAppendix 1) because they did not find the requested
mediafor uploading in the computer used for thetest. Regarding
errors, most happened at the planning interventions screen
(Figure 7). Some specialists (3/6) faced difficultiesin defining
the intervention flow, especially the beginning and end.

Regarding the tasks, specialists made morethan 1 error in tasks
4,7, and 8. Intask 4 (creating and adding a new observer), the
specialists had difficulties registering emails in the interface.

https://www.jmir.org/2021/7/e24278

Cunhaet a

Task 7 was again the one in which the specialists made more
mistakes. They spent more time executing task 7 (planning
intervention flow; mean 15 min [SD 0.7]) as this task required
more attention and the most steps. In task 8 (adding triggers),
specialists faced difficulties understanding interface elements.
For all other activities, the average execution time of participants
was less than 2 min (SD 0.43).

Results from the questionnaire reporting subjective evaluation
of interface elements were positive in most aspects. Aspects
evaluated between “good” and “excellent” were layout of
interface elements, availablefeatures, and ease of memorization.
Five of six evaluatorsrated the aspect “learning during the use”
between “excellent” and “very good.” Specialist P2, who did
not complete the tasks, evaluated this aspect as “too bad,’
reported “1 really liked using ESPIM, it seems to me a very
pleasant, intuitive tool” and offered the following suggestion,
whichweincorporated later: “[...] sometimes| lost adescription
explaining what the specific term meant: having short and clear
information would have facilitated my journey.”

At the concluding interviews, the specialists provided input as
instructors or tutors in digital literacy courses for older people
(CS-ElderlyDL; Figure 1H2). Specialists remarked as positive
the simple aesthetic of the interface with “well-chosen colors’
(colorsconsidered color-blind users) and the in-app back button,
justifying that some older people face difficulties finding the
smartphone back button. Interviewees related that the app
improved the engagement and learnability of the older people
in the classes (especially when compared with control groups),
multimedia messages promoted positive emotions, and
mobile-delivered homework helped avoid evasion. Interviewees
also reported someissues: users did not understand the asterisk
in mandatory fields (consider disabling the next button), users
did not know how to react to open questions (consider the
automatic display of keyboard), usersdid not notice that amedia
was already captured (consider feedback with media preview),
users clicked outside of multiple-choice options (consider
exhibiting them inside inline boxes), lack of configuration for
notification intrusiveness, and lack of in-app configuration for
enabling/disabling 3G network usage.

I nterview (Postdesign)

We conducted semistructured interviews with 8 speciaists to
identify the limitations they faced while conducting their case
studies (Figure 1R). We classified the limitations as related to
the model or the software. Model-related limitations imply
modifying or extending the model to allow representing the
required solution. Implementation-related limitations are
restricted by the current system version: the model represents
the corresponding solutions, but these are not yet available in
the system. Because the latter are implementation specific, we
discuss only model-related limitations.

Interviewees reported 4 limitations that require revisionsin the
conceptual model. The first limitation is related to the lack of
support to represent the management of participants’ records.
Such a support would allow specialists to register information
they consider relevant. To allow representing such a feature,
we must extend the model accordingly.
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The second limitation concerns representing the organization
of participantsinto groups other than direct rel ationships among
participants (as per FR10). The solution requires creating aclass
that alows multiple associations between specialists,
participants, and groups so that a participant may be part of
various groups managed by different specialists.

The other 2 limitations concern groups of events: we should
extend themodel to represent both hierarchical and customizable
groups of events. The analogous implementation would allow
the corresponding visual customization of groups of events.

Although these limitations require changes in the conceptual
model, they did not limit the planning, authoring, or deploying
of the interventions by the specialists.

Discussion

Principal Findings

Our study tackles limitations faced by health professionals
determined to conduct mHealth interventions. Our main results
are the ESPIM method and the conceptua model, which
succeeded in leading specidists in planning, authoring, and
deploying mHealth intervention programs with the support of
a representative software system. ESPIM comprises (1) alist
of requirements for mHeath experience sampling and
intervention-based methods and systems, (2) a 4-dimension
planning framework, (3) a 7-step-based process, and (4) an
ontology-based conceptual model. A subsidiary result is the
ESPIM software.

The list of requirements, offered to specialists when planning
and deploying interventions, results from literature review,
predesign interviews, iterative prototyping, and postdesign
interviews. The 4-dimension planning framework aimsto guide
the planning of mHealth interventions by speciaists by
clarifying elements to be considered when using mobile,
wearable, and ubiquitous technologies. The framework helps
designing an intervention program while supporting team
communication. The 7-step-based process guidesthe procedures
that support ESPIM-based software.

A main contribution of ESPIM is aconceptual model aimed at
guiding specialists in adopting existing software platforms or
building new ones. The ESPIM ontology—based conceptual
model represents the requirements collected and refined during
our long-term design experience with health specialists and
their research/professional needs. As a conceptual model, it
defines a process and a common vocabulary to plan mobile
device-mediated interventions; it also aids the development of
mHealth apps.

Overdl, ESPIM components can guide the planning and
deployment of an intervention program using existing solutions,
drive selecting one among the available tools, or guide the
implementation of a novel specific or general platform.

While inspection-based usability evaluations of the ESPIM
interfaces identified problems, we used the HCI speciaists
feedback to make continuous improvements to the ESPIM
system. Such evaluations preceded usability tests with
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professionalsand their target users, and the resulting adjustments
lead to intuitive and satisfactory usability tests.

Limitations

Limitations of our study are associated with those of the
contributions. With respect to the list of requirements, even
though requirements were elicited via interviews, iterative
design, and empirical evaluation, some requirements might be
left out, in particular dueto thelack of case studiesthat demand
supporting relationships among participants (FR10) or that
employ home sensors, wearable devices, and JITAlsaong with
machine learning—based triggers [68,69]. These limitations are
reflected in the 4-dimension planning framework, in the sensor
dimension which might be more detailed to support such
scenariosthat demand, for instance, human activity recognition
[70Q]. In future studies, new interviews can be conducted until
new requirements are not identified [71]. In addition, we are
running accessibility studies to provide solutions that can be
used by different target-user profiles.

Concerning the 7-step-based process, the last step “results’
should be extended to further assist data collection such as
retrospective surveys [72], data analysis, and study reports.
Besides, as data collection grows, integrating data analysis
algorithms may support building predictive user models
[69,73,74]. Further, with the growing adoption of experience
sampling and program-based mHealth interventions, support
to the specialists should be provided toward the production of
reports in sufficient detailsto allow both replication and theory
building, aswasthe case with randomized controlled trials[ 75].

Limitations of the ontology-based conceptual model include
those identified in the postdesign interviews, which can be
tackled by supporting participants records and by the
organization of participants into groups and the organizing
events into hierarchical groups. These and other features can
be promoted with the formalization of the current integration
with external services[57].

Furthermore, while our work included usability evaluations to
improve both the method and the system, dealing with barriers
highlighted by Byambasuren et a [47], and provided a
complementary method for JITAIs guidelines, as proposed by
Nahum-Shani et al [76], evaluations of mHealth interventions
still are a prominent gap in the literature which ESPIM did not
address, as precisely identified by Bradway et a [77] and Dick
eta [78].

Finaly, our study identified important nonfunctional
requirements which have not been included in the method's list
of requirements, even though they are in consonance with recent
literature and are partially attended by the current system. Asa
result of a systematic review on mHeath-related apps,
Llorens-Vernet and Miré [79] offer alist of criteria, grouped
into categories, aimed at guiding the development of mHealth
apps. The systematic review ensured the categories (usability,
privacy, security, appropriateness and suitability, transparency
and content, safety, technical support and updates, and
technology) are consistent with those identified by other authors
in related contexts[7-10].
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Comparison With Prior Work

The ESM and EMA methods for mobile-based data collection
areapopular aternative[25,80], while EMIsand JITAlsdepend
on mobile technol ogiesto monitor contextual changings. Some
contributions report authoring and deployment systems.

MyExperience [81] pioneered employing ESM via a
customizable mobile app, supporting sensor data capture,
contextua triggers configuration, and questionnaires authoring.
Theauthors predicted several scenariosand inspired later works.
However, ESM programswere added to mobile devicesas XML
files;, and real-time monitoring was not possible.
MyExperience's spin-off movisensXS [32] is a platform with
agraphical interface for creating questions with flow logic and
media capture, temporal and contextual triggers, and rea-time
monitoring.

PACO (Personal Analytics COmpanion) [82] isan open-source
system that allowsthe authoring of questions and mediacapture
with branching features associated with logical operators.
Despiteitssimplicity, PACO wasthefirst to present an end-user
graphical interface.

The ExperienceSampler [83] and AWARE [84] frameworks
simplify the creation of ESM apps through logica and
declarative programming. ExperienceSampler allows users to
implement apps with messages, questions, skip and branching
logic, and random-based notifications. AWARE focuses on
logging sensor-based context information; itsflexible contextual
model considers 8 question types, branching logic, time,
context-based notifications, and conditional broadcasts (eg,
announce when each user answers a question).

Among commercially available systems, LifeData[31] enables
the authoring of 14 types of tasks, including capturing photos
and exhibiting a website, with logic and temporal flows, and
self-initiated and random-based triggers. LifeDataal so enables
the configuration of conditional actions and rel ationshipsamong
target users. Mobile EMA [33] provides a complex authoring
interface, and alows displaying images in questions and
integrating smartwatches to collect sensor data. LifeData and
Mobile EMA systems comply with many of the functional
requirements discussed in this paper, being extensively used in
academic research [26-30].

Rough and Quigley [36] present recommendations and
requirements for ESM authoring systems. They conducted
interviewswith 13 researchersand clinicians, 2 one-hour clinical
observations, and 3 case studies with psychology researchers.
They also propose the block-based visual programming tool
Jeeves. The authors €licit 5 functional requirements for ESM
tools: (1) collaboration and (2) support/share of projects, (3)
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tailoring of protocols and reminders to individuals, (4)
debriefing/feedback/reminders in addition to surveys (ie,
alternative types of tasks), and (5) ability to test both appearance
and contextual behavior.

Investigating intervention design by specialists, Nahum-Shani
et a [35] provided a framework for organizing theoretical and
practical evidence into amodel that supports authoring JI TAIS.
The authors discussed approaches for defining elements
including states of vulnerability/opportunity and receptivity,
outcomes, and adaptation strategy. Later, Nahum-Shani et al
[76] proposed key components and design principles for
designing mHealth J TAls. The authors remark that authoring
demands specialists to be concerned with components such as
content, media, types of signal, temporal and contextual
opportunities, receptivity marks, among others.

Theseworksare complementary to ESPIM asthey guide aspects
of interventions’ planning. ESPIM provides astep-by-step model
and ontology that allows organizing mHealth intervention
components considering requirementsfrom ESM, EMA, EMIs,
JTAIs, and long-term studies with specialists from diverse
areas. Furthermore, the ESPIM system demonstrates the
feasibility of developing an authoring system based on the
method, encompassing imperative features and providing
flexibility for integrating ecologica and just-in-time
interventions.

Conclusions

The ESPIM comprises a list of requirements for mHealth
experience sampling and intervention-based methods and
systems, a 4-dimension planning framework, a 7-step-based
process, and an ontol ogy-based conceptual model. The ESPIM
system encompasses web and mobile apps. Besides overseeing
the planning of an intervention program, ESPIMs components
guide the design of an ESPIM-based software platform as in
our study. Moreover, current limitations point to further research
aswell as practical actions.

Eight case studies show that the ESPIM method and system
allowed specialists to be the users who planned, created, and
deployed interventions. The case studies encompassed
interventions by professionals from psychology, gerontology,
computer science, speech therapy, and occupational therapy.
Specialists target userswere parents of children diagnosed with
autism spectrum disorder, older persons, university students,
children, and older person’s caregivers. The speciaists reported
being ableto create and conduct their studieswithout modifying
their original design. A qualitative evaluation of the
ontol ogy-based conceptual model showed itscomplianceto the
elicited functional regquirements.
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Abstract

Background: Feedback from patientsis an essential element of a patient-oriented health care system. Physician rating websites
(PRWS) are akey way patients can provide feedback online. This study analyzes an entire decade of onlineratingsfor all medical
speciaties on a German PRW.

Objective: The aim of this study was to examine how ratings posted on a German PRW have developed over the past decade.
In particular, it aimed to explore (1) the distribution of ratings according to time-related aspects (year, month, day of the week,
and hour of the day) between 2010 and 2019, (2) the number of physicians with ratings, (3) the average number of ratings per
physician, (4) the average rating, (5) whether differences exist between medical speciaties, and (6) the characteristics of the
patients rating physicians.

Methods: All scaled-survey onlineratings that were posted on the German PRW jameda between 2010 and 2019 were obtained.

Results: Intotal, 1,906,146 ratings were posted on jameda between 2010 and 2019 for 127,921 physicians. The number of rated
physicians increased constantly from 19,305 in 2010 to 82,511 in 2018. The average number of ratings per rated physicians
increased from 1.65 (SD 1.56) in 2010 to 3.19 (SD 4.69) in 2019. Overall, 75.2% (1,432,624/1,906,146) of al ratings were in
the best rating category of “very good,” and 5.7% (107,912/1,906,146) of the ratings were in thelowest category of “insufficient.”
However, the mean of al ratings was 1.76 (SD 1.53) on the German school grade 6-point rating scale (1 being the best) with a
relatively constant distribution over time. General practitioners, internists, and gynecol ogists received the highest number of
ratings (343,242, 266,899, and 232,914, respectively). Mae patients, those of higher age, and those covered by private health
insurance gave significantly (P<.001) more favorable eval uations compared to their counterparts. Physicianswith alower number
of ratings tended to receive ratings across the rating scale, while physicians with a higher number of ratings tended to have better
ratings. Physicians with between 21 and 50 online ratings received the lowest ratings (mean 1.95, SD 0.84), while physicians
with >100 ratings received the best ratings (mean 1.34, SD 0.47).

Conclusions; This study is one of the most comprehensive analyses of PRW ratings to date. More than half of all German
physicians have been rated on jameda each year since 2016, and the overall average number of ratings per rated physicians nearly
doubled over the decade. Nevertheless, we could aso observe a decline in the number of ratings over the last 2 years. Future
studies should investigate the most recent devel opment in the number of ratings on both other German and international PRWs
aswell as reasons for the heterogeneity in online ratings by medical specialty.

(J Med Internet Res 2021;23(7):€24229) doi: 10.2196/24229
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Introduction

Feedback from patients is an essentiad element of a
patient-oriented health care system [1]. Patients' views and
opinions on the care they have experienced can help health care
organizations and professionals identify areas that need to be
improved and can also hel p other patientswith decision making
when choosing where to receive health care [2]. Health care
organizations and professionals can gather patient feedback in
a variety of ways, including by conducting patient surveys,
audits, interviews, focus groups, and deliberative events [3].
Patients have al so always been ableto actively sharetheir views
and opinions about the care they received with family and
friends or with health care organizations and professionals via
unsolicited comments or complaints. However, patients
increasingly also have the ability to share their views and
opinions on the internet and social media [4-7].

Physician rating websites (PRWs) are one of the key
opportunities for patients to provide feedback online [4,7]. A
systematic search of PRWs in 2018 identified 143 websites
from 12 countries; however, the majority of websites were
commercialy operated in the United States and Germany [8].
Previousresearch involving PRW ratingsin Germany and other
countries has highlighted some common themes, including
incompletelists of physicians, alow number of physiciansrated,
alow number of ratings per physician that are overwhelmingly
positive, and unstructured and different rating systems, which
has raised concerns about the representativeness, validity, and
usefulness of feedback on PRWs[7,9-30]. Medical associations
have al so often expressed strong opposition to PRWSs, concerned
that they will be used for doctorbashing or defamation [31,32].
Countries have different legal frameworks with regards to data
protection, and previous research suggests that restrictive legal
environments (eg, Switzerland) may be having an impact of the
types of ratings on PRWs[28,29]. However, the legal basis for
PRWSs in Germany is reasonably liberal and well established.
The Federal Court of Justice of Germany confirmed in 2014
the permissibility of ratings on the basis of the right to freedom
of expression and that the anonymity of raterscan only belifted
in exceptional cases[33,34]. Research alsoindicatesthat PRWs
in Germany are having some success in influencing patient
decision making and quality improvement [17,35].

However, most studies examining PRWs ratings have typically
focused on a certain year (eg, [13,18,21]), a certain medical
specialty (eg, [22,23,36-40]), certain cities or regions (eg,
[14,26,41]), or with a (more or less) randomly selected sample
of physiciansor ratings (eg, [14,21,26,36,41]). Thereistherefore
aneed for amore comprehensive examination of PRW ratings,
to reveal amore generalizable view of ratings and allow trends
in rating habits to be identified. Asfar aswe are aware, only 2
studies from the United States [13] and Canada [27] have
presented such findings.

Thisstudy takes adifferent approach from most previous studies
and analyzes an entire decade of online ratings for all medical
specialties on the German PRW, jameda [14,21,26,42] (Please
notethat the data are not publicly available but may be provided
from the provider of the website for research purposes upon
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request.). Jamedawas founded in 2007 and since 2016, has been
a wholly owned subsidiary of Burda Digital GmbH. The
commercial website provides users with a categorized search
function to find suitable physicians, the ability to make
appointments with physicians online, the possibility to have
video consultations with physicians, an encyclopedia with
information from experts on health topics, and an opportunity
to rate physicians on a predefined grading system or leave
narrative comments. In Germany, atotal of 25 PRWs have been
identified [8]; however, previous research has indicated that
jamedais the German PRW with the highest public awareness,
usage, and number of ratings given [4,14,26].

The aim of this study wasto examine how ratings posted on the
German PRW jameda have developed over the past decade. In
particular, it aimed to explore (1) the distribution of ratings
according to time-rel ated aspects (year, month, day of theweek,
and hour of the day) between 2010 and 2019, (2) the number
of physicians with ratings, (3) the average number of ratings
per physician, (4) the average rating, (5) whether differences
exist between medical specialties, and (6) the characteristics of
the patients rating physicians.

Methods

Overview

All scaled-survey online ratings that were posted on jameda
between 2010 and 2019 were provided by jameda. Ratings on
jameda are given according to the 6-point grading system used
in German schools (1=very good, 2=good, 3=satisfactory, 4=fair,
5=deficient, and 6=insufficient) [24], in relation to 5 questions:
(1) satisfaction with the treatment provided by the physician,
(2) the physician’s explanation about the illness and treatment,
(3) the relationship of trust with the physician, (4) thetimethe
physician spent with the patient, and (5) friendliness of the
physician. Additionally, a mean score (“overall performance”)
is calculated based on the results for Q1 to Q5 [24]. The data
also contained the physician’s year of birth and medical
specidty, aswell asthe rating patient’s gender, age, and health
insurance status.

Statistical Analysis

Descriptive statistics included means and SDs for continuous
variables as well as numbers and percentages for categorical
variables. To analyze whether differences existed between 2
groups, the Mann-Whitney U test was used for continuous
nonparametric variables, and the Kruskal-Wallistest was applied
to determine differences between more than 2 groups. The
Shapiro-Wilk test was used to examine the normality of the data
distribution. Cohen d was cal cul ated to measure the magnitude
of the effect size by comparing the standardized difference
between the means of 2 groups. All statistical analyses were
conducted using SPSSversion 22.0 (IBM Corp, Armonk, NY).
Differences were considered to be significant if P<.05 and
highly significant if P<.001.
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Results

Distribution of Ratings and M ean Ratings

Intotal, 1,906,146 ratings were posted on jameda between 2010
and 2019 (see Table 1). The highest proportions of ratingswere
left in 2017 (293,744/1,906,146, 15.41%) and 2018
(292,721/1,906,146, 15.36%). In 2019, there was a decline in
the number of ratings (232,739/1,906,146, 12.21%) in
comparison with the previous years. Ratings were distributed
throughout the months of the year relatively equally (minimum
in December: 143,620/1,906,146, 7.53%; maximum in March:
173,865/1,906,146, 9.12%), but more variation was found by
day of the week (minimum on Saturdays: 123,024/1,906,146,
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6.45%; maximum on Tuesdays: 356,128/1,906,146, 18.68%)
and by hour of the day (minimum during 3-4 am:
4659/1,906,146, 0.24%; maximum during 11-12 am:
152,606/1,906,146, 8.00%). Likewise, the mean ratings were
relatively similar across years (minimum in 2019: mean 1.71,
SD 1.52; maximum in 2013: mean 1.83, SD 1.56), months
(minimumin January: mean 1.73, SD 1.49; maximum in August:
mean 1.77, SD 1.54), and days (minimum on Sunday: mean
1.68, SD 1.45; maximum on Monday: mean 1.78, SD 1.54).
However, more variation could be seen by hour of the day
(minimum during 7-8 am: mean 1.67, SD 1.43; maximum during
2-3 am and 3-4 am: mean 2.05, SD 1.75 and mean 2.05, SD
1.72, respectively).
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Table 1. Distribution of ratings (N=1,906,146) and mean ratings.

Timeframe Ratings, n (%) Mean rating, mean (SD)
Year
2010 31,908 (1.67) 1.73(1.42)
2011 61,726 (3.23) 1.74 (1.44)
2012 98,041 (5.14) 1.77 (1.50)
2013 154,119 (8.08) 1.83 (1.56)
2014 219,319 (11.51) 1.81(1.54)
2015 237,354 (12.45) 1.79 (1.54)
2016 284,475 (14.92) 1.71(1.48)
2017 293,744 (15.41) 1.73(152)
2018 292,721 (15.36) 1.78 (1.57)
2019 232,739 (12.21) 1.71(152)
Month
January 170,699 (9.00) 1.73 (1.49)
February 167,728 (8.80) 1.77 (1.53)
March 173,865 (9.11) 1.77 (1.53)
April 151,098 (7.93) 1.77 (1.53)
May 152,995 (8.02) 1.76 (1.53)
June 147,422 (7.73) 1.76 (1.53)
July 160,596 (8.43) 1.77 (153)
August 151,544 (7.95) 1.77 (1.54)
September 155,261 (8.15) 1.75(1.52)
October 161,630 (8.48) 1.77 (1.53)
November 169,688 (8.90) 1.75(1.52)
December 143,620 (7.53) 1.73(1.51)
Day of the week
Monday 342,025 (17.94) 1.78 (1.54)
Tuesday 356,128 (18.68) 1.78 (1.54)
Wednesday 329,457 (17.28) 1.75 (1.52)
Thursday 337,364 (17.70) 1.76 (1.53)
Friday 267,234 (14.02) 1.77 (1.54)
Saturday 123,024 (6.45) 1.74 (152)
Sunday 150,914 (7.91) 1.68 (1.45)
Hour of the day
0-1 23,689 (1.24) 1.96 (1.68)
1-2 11,852 (0.62) 2.00 (1.71)
2-3 6686 (0.35) 2.05 (1.75)
34 4659 (0.24) 2.05 (1.72)
45 5151 (0.27) 1.98 (1.70)
5-6 9681 (0.51) 1.82 (157)
6-7 22,818 (1.20) 1.70 (1.47)
7-8 51,225 (2.69) 1.67 (1.43)
89 90,270 (4.74) 1.71(1.47)
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Timeframe Ratings, n (%) Mean rating, mean (SD)
9-10 122,461 (6.42) 1.74 (1.50)
10-11 144,834 (7.60) 1.75 (1.51)
11-12 152,606 (8.01) 1.77 (1.53)
12-13 143,618 (7.53) 1.78 (1.54)
13-14 136,245 (7.15) 1.76 (1.53)
14-15 129,596 (6.80) 1.74 (1.50)
15-16 121,427 (6.37) 1.75(1.52)
16-17 116,451 (6.11) 1.76 (1.53)
17-18 111,075 (5.83) 1.77 (1.54)
18-19 101,968 (5.35) 1.75 (1.53)
19-20 98,494 (5.17) 1.73(152)
20-21 95,222 (5.00) 1.72 (1.51)
21-22 89,447 (4.69) 1.73(151)
22-23 71,515 (3.75) 1.78 (1.54)
23-24 45,156 (2.37) 1.85 (1.60)

Number of Rated Physicians and Ratings Per Rated
Physician

Between 2010 and 2019, a total of 127,921 physicians were
rated on jameda (see Table 2). The number of rated physicians
increased constantly from 19,305in 2010to0 82,511 in 2018. In
2019, the number of rated physicians decreased to 73,071 rated
physicians. The number of ratingsthat rated physiciansreceived
demonstrated an increasing trend. In 2010, 66.94%
(12,923/19,305) of all rated physicians were rated only once,
30.88% (5961/19,305) wererated 2-5 times, 1.71% (330/19,305)
wererated 6-10 times, and 0.47% (91/19,305) wererated 11-50
times. In 2019, 40.84% (29,843/73,071) of all rated physicians
were rated only once, 46.89% (34,262/73,071) were rated 2-5
times, 8.21% (5998/73,071) were rated 6-10 times, 3.93%
(2875/73,071) were rated 11-50 times, and 0.13% (93/73,071)
were rated more than 50 times. Over the entire decade, 11.43%
(14,625/127,921) of all rated physicians were rated once, and
4.23% (5413/127,921) were rated more than 50 times. Please

https://www.jmir.org/2021/7/e24229

note that the overall numbers cannot be summed up here. For
example, one physician received 1 rating in 2010, 3 ratingsin
2011, 5ratingsin 2013, 1 rating in 2015, 11 ratingsin 2015, 23
ratingsin 2017, and 19 ratings in 2019. In sum, this physician
was rated 63 times and would be assigned to the category “=51
Ratings” Similarly, the overall average number of ratings per
rated physician increased from 1.65 (SD 1.56) in 2010 to 3.19
(SD 4.69) in 2019. Comparing the number of ratings and rated
physicians with the total number of physicians in the German
outpatient sector [43], in 2010, 13.64% (19,305/141,461) of all
physicians had been rated on jameda, 21.93% (31,335/142,855)
in 2011, 29.22% (42,089/144,058) in 2012, 36.36%
(53,065/145,933) in 2013, 42.71% (63,182/147,948) in 2014,
45.56% (68,392/150,106) in 2015, 50.51% (76,773/151,989)
in 2016, 51.69% (79,799/154,369) in 2017, and 52.46%
(82,511/157,288) in 2018 (see aso Multimedia Appendix 1).
Thus, more than half of all German physicians have been rated
online on jameda each year in Germany since 2016.
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Table 2. Overall ratings on jameda between 2010 and 2019.
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Ratings Year Overdll
(=12792)
2010 2011 2012 2013 2014 2015 2016 2017 2018 2019
(F19305) (n=31336) (n—42089) (n=53065) (F63182) (n=683%2) (n=76,773) (N=79799) (n=82511) (n=73,071)
Overall number and percentage of rated physicians, n (%)
1rating 12,923 18,256 21,133 22,177 22,229 24,512 25,859 26,810 28,971 29,843 14,625
(66.94) (58.26) (50.21) (41.79) (35.18) (35.84) (33.68) (33.60) (35.11) (40.84) (11.43)
2-5ratings 5961 11,877 18,389 25,321 31,422 33,751 38,263 39,808 40,602 34,262 31,507
(30.88) (37.90) (43.69) (47.71) (49.73) (49.35) (49.84) (49.89) (49.21) (46.89) (24.63)
6-10 rat- 330 933 1936 4085 6755 7061 8710 9099 9007 5998 26,285
ings (.71 (2.98) (4.60) (7.70) (1069  (1032)  (11.35)  (11.40) (10.92) (8.21) (20.55)
11-50rat- 91(0.47) 259 604 1424 2683 2954 3787 3933 3801 2875 50,091
ings (0.83) (1.44) (2.68) (4.25) (4.32) (4.93) (4.93) (4.61) (3.93) (39.16)
>51ratings 0(0.00) 11(0.00) 27(0.01) 58(0.11) 93(0.15) 114 154 149 130 93(0.13) 5413
(0.12) (0.20) (0.19) (0.16) (4.23)
Percentageof  13.64 21.93 29.22 36.36 4271 45.56 50.51 51.69 52.46 N/A2 _b
rated physi- (141,461) (142,855) (144,058) (145933) (147,948) (150,106) (151,989) (154,369) (157,288)
cians, % (N)
Number of ratings per rated physician
Mean (SD) 1.65 1.97 2.33 2.90 3.47 3.47 371 3.68 3.55 3.19 14.90
(1.56) (2.51) (3.22) (4.05) (4.84) (4.95) (5.43) (5.09) (4.92) (4.69) (24.09)
Maximum 39 137 151 149 165 154 197 143 215 148 943

3N/A: not available.
BNot applicable.

Rating Evaluations

Of the 1,906,146 ratings posted between 2010 and 2019, 75.16%
(1,432,624/1,906,146) of al ratings were in the best rating
category of “very good,” and 5.66% (107,912/1,906,146) of the
ratings were in the lowest category of “insufficient” (see Table
3). Furthermore, the percentage of ratings on both ends of the
rating scaleincreased over time, from 71.95% (2010) to 78.17%
(2019) for very positiveratings and from 3.91% (2010) t0 6.12%
(2019) for very negative ratings. However, the overall average
rating remained relatively constant. The averagerating was 1.73
(SD 1.42) in 2010 and 1.71 (SD 1.52) in 2019, with an overall
average of 1.76 (SD 1.53).

https://www.jmir.org/2021/7/e24229
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With regards to the correlation between the average rating of a
rated physician and the number of ratings per physician,
physicians with a lower number of ratings tended to receive
ratings across the rating scale, while physicians with a higher
number of ratings tended to have better ratings (see Figure 1).
Physicians with a single rating had a mean rating of 1.58 (SD
1.28). Afterwards, mean ratings get worse with increasing
number of ratings. Physicians with between 21 and 50 online
ratings received the worst ratings (mean 1.95, SD 0.84). Mean
ratings then improve, with physicians having 51-100 ratings
receiving amean rating of 1.79 (SD 0.86) and physicians with
more than 100 ratings receiving the best ratings (mean 1.34,
SD 0.47; see Table 4).
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Table 3. Overall rating evaluations on jameda between 2010 and 2019.

Overdl rating  Year Overdl
evaluation (=1906149

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019
(F3L908) (F6L7260) (9804 (FIALY (F2A939) (RBP4 (PR (FRBAY) (PRR72)  (F2R79)

Rating based on the 6-point grading system, n (%)

1=very 22,957 44,952 72,066 111,043 160,263 175416 217,533 224527 221,951 181916 1,432,624

good (71.95)  (72.83) (7351) (7205) (7307) (7390) (7647) (76.44) (7582  (7817)  (75.16)
2=good 3406 5783 7889 12,113 16651 17,328 19,383 18489 17,205 12203 130,450
(1067) (937) (805  (7.86) (759  (730)  (681) (629  (588) (524  (gg)
3=satisfac- 1036 2007 2920 4766 6200 6321 6655 6848 6665 4491 47,909
tory (325 (325 (299 (309 (283  (266) (234  (233) (228) (193) (o5
a=fair 1312 2635 4082 6631 9073 9444 9545 9678 10021 7056 69,477
(411)  (427) (416  (430) (414 (399 (336) (329 (342 (303  (3ey
S=deficient 1948 3910 6233 10694 15121 15658 16493 17,339 17,537 12841 117,774
(61) (639  (636) (694 (689  (660)  (580)  (590)  (599) (552  (g1g)
6=insuffi- 1249 2439 4851 8872 12,011 13187 14,866 16,863 19,342 14232 107,912
cient (391) (3895 (4% (576) (5489  (556) (523) (574  (661) (612  (56p)
Mean (SD) 1.73 1.74 1.77 1.83 1.81 1.79 171 173 178 171 176

(142) (144 (1500  (156)  (1L54)  (1.54)  (148)  (152)  (1L57)  (L52) (153

Figure 1. Scatterplot (bivariate) of the number of ratings per physician with the mean overall performance for rated physicians.
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Table 4. Online rating results by the number of ratings per physician.
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Number of ratings per Average rating, Rating based on the 6-point grading system? n (%)
physician mean (SD)
1 2 3 4 5 6

1 (n=14,625) 158 (1.28) 11,741(8028) 1023(6.99) 302 (206)  394(269)  645(441)  520(3.56)
2-5 (n=31,505) 1.67 (0.96) 19,733(62.63) 6204 (19.69) 3477 (11.04) 1395(443) 471(150)  225(0.71)
6-10 (n=26,258) 1.76 (0.81) 12505(47.62) 9459 (36.02) 3096 (11.79) 961(3.66)  214(081)  23(0.09)
11-20 (n=29,049) 1.86 (0.78) 12,243 (42.15) 11,188(3851) 4289 (14.76) 1162 (4.00) 159(055)  8(0.02)
21-50 (n=20,658) 1.95 (0.84) 8044 (38.94) 7833(37.92) 3408(1650) 1195(578) 176(0.85)  2(0.00)
51-100 (n=3933) 1.79 (0.86) 2084 (52.99) 1122 (2853) 446(1134) 246(6.25)  35(0.89) 0(0.00)
>100 (n=1445) 1.34 (0.47) 1181 (81.73) 220(1522)  28(1.94) 10 (0.69) 5(0.35) 1(0.07)
Total (n=127,473) 1.77 (0.92) 67,531(52.98) 37,049(29.06) 15046(11.80) 5363 (4.21)  1705(1.34) 779 (0.61)

al:very good, 2=good, 3=satisfactory, 4=fair, 5=deficient, and 6=insufficient.

Ratings by Medical Specialty

Between 2010 and 2019, general practitioners (343,242),
internists (266,899), gynecol ogists (232,914), and orthopedists
(229,481) received the highest number of ratings, while
pediatricians (87,330), ophthalmol ogists (79,699), and urologists
(63,703) received the lowest number of ratings (see Table 5).
However, according to the relative distribution of ratings, the
most frequently rated medical specidties in 2018 were
orthopedists (6160/7302, 84.36%); oral maxillofacial surgeons
(1017/1257, 80.91%); ear, nose, and throat (ENT) specialists
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(3559/4479, 79.46%); and dermatol ogists (3562/4632, 76.90%).
In contrast, the |least frequently rated medical specialties were
radiologists (863/4078, 21.16%) and anesthesiologists
(601/4247, 14.15%; see Multimedia Appendix 2). Among the
10 most frequently rated medical specialties, the best rated
medical specialties were urologists (mean 1.50, SD 1.29),
general practitioners (mean 1.64, SD 1.40), and internists (mean
1.68, SD 1.45). The lowest ratings were given to pediatricians
(mean 1.92, SD 1.62), ophthalmologists (mean 2.06, SD 1.74),
and dermatologists (mean 2.11, SD 1.77).
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Table 5. Ratings by medical specialty.

Medica Year Overal
. (=127921
specialty rated
physi-
cians,
n=1906146
ratings)

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019
(19305 (n=31,336 (n=42,089 (n=53065 (n=63,182 (n=68392 (n=76,773 (N=79,799 (n=82551 (n=73071
rated rated rated rated rated rated rated rated rated rated
physi- physi- physi- physi- physi- physi- physi- physi- physi- physi-
cians, cians; cians; cians; cians; cians, cians, cians, cians, cians,
n=31,908 n=61,726 n=98,041 n=154119 n=219319 n=23734 n=284475 r=293744 n=292,721 n=232,729
ratings)  ratings)  ratings) ratings) ratings) ratings) ratings) ratings)  ratings)  ratings)

General practitioner

Rated 4891 8161 10,533 13,077 15,767 17,016 19,289 19,586 19,967 16,818 33,414
physicians, (25.34) (26.04) (25.03) (24.64) (2495 (2488 (2512) (2454) (2419) (23.02) (26.12)
n (%)
Number of 7241 13,737 19,210 27,952 39,914 42,188 51,504 51,725 51,682 38,089 343,242
ratings (22.69) (22.25) (19.59) (18.14) (18.20) (17.77) (18.10) (17.61) (17.66) (16.37) (18.01)
Meanrat- 1.55 1.53 154 1.60 161 1.66 1.59 1.65 1.73 1.71 1.64
ing (SD)2 (1.21) (1.21) (1.24) (1.33) (1.35) (1.40) (1.35) (1.43) (1.52) (1.51) (1.40)
n (%)
Internist
Rated 3230 5286 6897 8779 10,635 11,511 13,374 13,849 14,634 13,306 23,734
physicians, (16.73) (16.87) (16.39) (16.54) (16.83) (16.83) (17.42) (17.35) (17.73) (18.21) (18.55)
n (%)
Number of 5132 9381 13,697 20,853 29,728 31,611 39,619 40,616 41,642 34,620 266,899
ratings,n  (16.08) (15.20) (13.97) (13.53) (13.55) (13.32) (13.93) (13.83) (14.23) (14.88) (14.00)
(%)
Meanrat- 159 1.62 1.62 170 1.68 1.70 1.63 1.68 173 1.68 1.68
ing (SD)? 1.27) 1.32) (1.36) (1.44) (1.43) (1.46) (1.40) (1.47) (1.53) (1.49) (1.45)
Gynecologist
Rated 2157 3568 5084 6291 7163 7602 8165 8445 8653 7650 11,598
physicians, (11.17) (11.39) (12.08) (11.86) (11.34) (11.12) (10.64) (10.58) (10.48) (10.47) (9.07)
n (%)
Number of 3901 7800 13,987 21,880 28,672 29,795 33,862 34,530 33,562 24,925 232,914
ratings,n  (12.23)  (12.64) (1427) (1420) (13.07) (12550 (11.90) (11.76) (1147) (10.71) (12.22)
(%)
Meanrat- 1.66 164 1.69 179 179 1.80 1.74 1.73 1.76 1.69 1.75
ing (SD)2 (1.36) (1.33) (1.41) (1.49) (1.50) (1.51) (1.49) (1.48) (1.52) (1.47) (1.48)
Orthopedist
Rated 1662 2548 3333 4007 4629 5051 5579 5907 6160 5894 8022
physicians, (8.61) (8.13) (7.92) (7.55) (7.33) (7.39) (7.27) (7.40) (7.46) (8.07) (6.27)
n (%)
Number of 3412 6836 11,020 17,805 25,714 28,876 34,242 36,416 35,564 29,596 229,481
ratings,n  (10.69)  (11.07)  (1124) (1155 (11.72) (1217) (12.04) (1240) (12150 (1272) (12.04)
(%)
Meanrat- 2.08 2.06 212 2.15 2.05 1.93 1.82 1.80 1.82 1.70 1.89

ing(sD)? (167) (167 (175 (178 (172 (165 (158  (157)  (160)  (15)  (L63)

Dermatologist (including vener eologist)

Rated 855 1354 1947 2467 2811 3003 3229 3415 3562 3232 4517
physicians, (4.43) (4.32) (4.63) (4.65) (4.45) (4.39) (4.21) (4.28) (4.31) (4.42) (3.53)
n (%)
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Medica Year Overal
. (=127921
specialty rated
physi-
cians,
n=1906146
ratings)

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019
(19305 (n=31,336 (n=42,089 (n=53065 (n=63,182 (n=68392 (n=76,773 (N=79,799 (n=82551 (n=73071
rated rated rated rated rated rated rated rated rated rated
physi- physi- physi- physi- physi- physi- physi- physi- physi- physi-
cians, cians; cians; cians; cians; cians, cians, cians, cians, cians,
n=31,908 n=61,726 n=98,041 n=154119 n=219319 n=23734 n=284475 1=293744 n=292,721 n=232,729
ratings)  ratings)  ratings) ratings) ratings) ratings) ratings) ratings)  ratings)  ratings)

Number of 1563 3199 5811 10461 14991 15380 17513 17,619 17,861 13355 117,753
ratings,n  (4.90)  (5.18)  (593)  (6.79)  (684)  (648)  (6.16)  (6.00)  (6.10)  (5.74)  (6.18)
(%)

Meanra-  2.06 2.18 235 2.28 2.25 2.16 2.05 2.04 2.04 1.94 211

ing(sD)® (164  (171) (18  (18) (18) @7) (L7 (174 @7 @) @7

ENTP specialist, otor hinolaryngologist

Rated 835 1388 1876 2425 2828 3094 3345 3443 3559 3233 4709
physicians, (4.33) (4.43) (4.46) (4.57) (4.45) (4.52) (4.36) (4.31) (4.31) (4.42) (3.68)

n (%)

Number of 1455 3018 5081 9013 13,494 14,626 17,107 16,914 16,118 13,077 109,903
ratings,n  (4.56) (4.89) (5.18) (5.85) (6.15) (6.16) (6.01) (5.76) (5.51) (5.62) (5.77)
(%)

Meanrat- 1.81 177 1.76 1.83 1.75 1.74 1.64 1.67 1.75 1.71 1.72

ing(sD)? (150)  (146)  (150)  (157)  (15) < (152) (149  (147)  (156) (153  (L51)

General surgery

Rated 601 1027 1397 1836 2150 2463 2791 3054 3154 2859 4343

physicians, (3.11) (3.28) (3.32) (3.46) (3.40) (3.60) (3.64) (3.83) (3.82 (3.91) (3.40)

n (%)

Number of 1061 2298 3661 6103 9084 10,908 13,240 14,678 14,162 12,272 87,467

ratings,n  (3.33) 3.72) (3.73) (3.96) (4.14) (4.60) (4.65) (5.00) (4.84) (5.27) (4.59)

(%)

Meanrat- 1.80 184 183 1.83 184 1.83 1.79 181 185 1.78 1.82

ing (SD)2 (1.49) (1.57) (1.59) (1.59) (1.61) (1.62) (1.60) (1.63) (1.67) (1.62) (1.62)
Pediatrician

Rated 976 1570 2321 2996 3574 3891 4230 4315 4364 3620 6555

physicians, (5.06) (5.01) (5.51) (5.65) (5.66) (5.69) (5.51) (5.41) (5.29) (4.95) (5.12)

n (%)

Number of 1529 2795 4941 7831 11,059 11,550 13,004 13,295 12,894 8432 87,330

ratings,n  (4.81) (4.53) (5.04) (5.08) (5.04) (4.87) (4.57) (4.53) (4.40) (3.62) (4.58)

(%)

Meanrat- 1.68 1.70 1.76 1.88 1.94 1.94 1.90 1.93 2.03 2.01 1.92

ing (SD)2 (1.35) (1.38) (1.46) (1.57) (1.61) (1.61) (1.60) (1.64) 1.72) (2.73) (1.62)
Ophthalmologist

Rated 722 1225 1772 2366 2922 3131 3528 3809 3916 3520 5935

physicians, (3.74) (3.91) (4.21) (4.46) (4.62) (4.58) (4.60) 4.77) (4.74) (4.82) (4.64)

n (%)

Number of 1085 2079 3570 6173 9154 9754 11,899 12,816 12,887 10,282 79,699

ratings,n  (3.40) (3.37) (3.64) (4.01) (4.17) (4.11) (4.18) (4.36) (4.40) (4.41) (4.18)

(%)

Meanrat-  2.07 2.09 2.26 2.20 215 211 1.98 197 2.05 1.96 2.06

ing(sD)® (163 (167  (181)  (L79)  (L78)  (L76)  (L69)  (L69) (L7  (L7) (174
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Medica Year Overal
ecialt (=127921
* y rated
physi-
cians,
n=1906146
ratings)
2010 2011 2012 2013 2014 2015 2016 2017 2018 2019
(n=19,305 (n=31,336 (n=42,089 (n=53065 (n=63,182 (N=68,392 (n=76,773 (n=79,799 (n=82551 (n=73,071
rated rated rated rated rated rated rated rated rated rated
physi- physi- physi- physi- physi- physi- physi- physi- physi- physi-
cians; cians; cians; cians; cians, cians, cians, cians, cians; cians;
n=31,908 n=61,726 n=98,041 154119 n=219319 n=237,34 n=284475 n=293744 1=292,721 n1=232,729
ratings)  ratings)  ratings) ratings) ratings) ratings) ratings) ratings)  ratings)  ratings)
Urologist
Rated 536 830 1221 1511 1820 1914 2139 2301 2415 2140 3329
physicians, (2.78) (2.65) (2.90) (2.85) (2.88) (2.80) (2.79 (2.88) (2.93) (2.93) (2.60)
n (%)
Number of 845 1639 3221 5141 7207 7753 9556 10,264 9612 8465 63,703
ratings,n  (2.65) (2.66) (3.29) (3.34) (3.29) (3.27) (3.36) (3.49 (3.28) (3.64) (3.34)
(%)
Meanrat- 1.82 1.66 157 164 154 1.50 143 147 1.49 1.45 1.50
ing (D)2 (154) (1.37) (1.33) (1.42) (1.30) (1.28) (1.20) (1.26) (1.29) (1.25) (1.29)
Others
Rated 2840 4379 5708 7310 8883 9716 11,104 11,675 12,127 10,799 21,765
physicians, (14.71) (13.97) (13.56) (13.78) (14.06) (14.21) (14.46) (14.63) (14.69) (14.78) (17.01)
n (%)
Number of 4684 8944 13,842 20,907 30,302 34,913 42,929 44,871 46,737 39,626 287,755
ratings,n  (14.68)  (1449) (1412) (1357) (1382) (1471 (1509) (1528) (1597) (17.03)  (15.10)
(%)
Meanrat- 1.78 1.77 1.68 1.76 1.70 1.65 1.59 1.62 1.66 1.57 1.65
ing (SD)? (1.48) (1.49) (1.45) (1.54) (1.49) (1.45) (1.40) (1.43) (1.49) (1.41) (1.45)

0n a 6-point scale: 1=very good, 2=good, 3=satisfactory, 4=fair, 5=deficient, and 6=insufficient.

bENT: ear, nose, throat.

Characteristics of Raters

The rating patients were mostly female (56.8%), between 30
and 50 years old (42.6%), and covered by Statutory Health
Insurance (81.0%; see Table 6). However, there were some
significant differences between genders, age groups, and health
insurance status. Male patients gave significantly morefavorable
ratings than femal e patients (mean rating 1.61, SD 1.32 vs. mean
1.77, SD 1.48; P<.001). Older patients also gave significantly

https://www.jmir.org/2021/7/e24229

better ratings than younger patients (P<.001). For example,
patients aged 51 years or older left a mean rating of 1.52 (SD
1.22), whereas patients aged 29 years or younger left a mean
rating of 1.93 (SD 1.59). Finally, patients covered by private
health insurance (mean rating 1.43, SD 1.11) gave significantly
more favorable evaluations than did patients covered by
statutory health insurance (meanrating 1.75, SD 1.47; P<.001).
Nevertheless, effect sizes were small for all groups, varying
between 0.114 and 0.289.
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Table 6. Characteristics of raters.

Emmert & McLennan

Characteristic Number of respondents, n (%) Rating evaluation, mean (SD) P value Cohend

Gender (n=1,107,092)
Male 478,592 (43.23) 1.61(1.32) <.001? 0.114
Female 628,500 (56.77) 1.77 (1.48)

Age (years; n=1,063,523)
<29 164,807 (15.50) 1.93 (1.59) <001P 0.117°: 0.289¢:
30-50 452,774 (42.57) 1.75 (1.46) 0.171°
251 445,942 (41.93) 1.52(1.22)

Health insurance (n=981,635)
Statutory health insurance 795,107 (81.00) 1.75(1.47) <.0012 0.245
Private health insurance 186,528 (19.00) 1.43(1.11)

@lann-Whitney U test.

PK ruskal-Wallis test.

<29 years vs 30-50 years.
de29 yearsvs =51 or years.
€30-50 years vs =51 years.

Discussion

This study is one of the most comprehensive analyses of PRW
ratings conducted to date and has resulted in a number of key
findings: (1) just under 2 million ratings were posted on jameda
between 2010 and 2019; (2) atotal of 127,921 physicianswere
rated; (3) the overall average number of ratings per rated
physicians nearly doubled; (4) three-quartersof al ratingswere
in the best rating category of “very good,” and the overall
average rating remained relatively constant; (5) general
practitioners, internists, gynecologists, and orthopedists were
the most frequently rated medical specialties; and (6) therating
patients were mostly female, between 30 and 50 years old, and
covered by Statutory Health Insurance.

Thefindings of thisstudy confirm previousresearch in Germany
that indicated that patient ratings show an increasing trend over
the past decade [26]. For exampl e, the percentage of all German
physicians that had been rated on jameda increased constantly
over time from 13.65% (19,305/141,461) in 2010 to 52.46%
(82,511/157,288) in 2018. McLennan et al [26] also previously
reported that the proportion of physiciansfrom asample of 298
randomly selected physicians from Hamburg and Thuringiathat
had been rated at | east once had increased between 2010 (range
3.3%-27.8%) and 2014 (range 16.4%-83.2%). Similarly, the
average number of ratings per physician also increased between
2010 (range 1.1-3.1) and 2014 (range 1.2-7.5). However, this
study only used a small sample from 2 regions in Germany.
Overdll, thereislittleinternational evidence showing the exact
development of online ratings over time, which makes it
challenging to compare our numbers with those from other
similar studies. To the best of our knowledge, more recent
studies providing detailed information on a yearly basis are
limited. However, 2 studies from the United States [13] and
Canada[27] have presented similar findings. First, in 2012, Gao
and colleagues [13] showed an increase in the number of rated
physicianson RateM Dsin the United States from 2475 in 2005

https://www.jmir.org/2021/7/e24229

to 112,024 in 2010. Second, Liu and colleagues [27] analyzed
a dataset from RateMDs, which included all physicians in
Canadain 2018 and showed an increasein the number of ratings
for physiciansin Canadafrom 138 in 2005 to 640,603 in 2013.
Nevertheless, it should be noted that this study found a plateau
inthetotal number of ratings between 2017 (293,744) and 2018
(292,721). In 2019, a decrease of around 20% in the total
number of ratings was seen in comparison with the previous 2
years. In recent years, jameda has implemented and promoted
new features on its website (eg, making appointments, video
consultations). This has possibly led to lower marketing efforts
for collecting online reviews and may also lead to differences
from PRWs not offering these addition services. Future studies
should investigate whether this latest development can also be
observed for other PRWs in Germany and other countries.

Thisstudy only providesinformation regarding jameda. Previous
research has demonstrated much lower numbers of both ratings
and rated physicians on other German PRWSs [4,26]. For
example, McLennan and colleagues [26] reported that between
16.4% and 71.1% (mean 41.4%) of physicians were rated on
German PRWs overall, compared with 83.2% on jameda.
Another study aso showed a higher percentage of rated
physicians on jameda (90.2%) compared with other relevant
German PRWs (32.4% to 61.2%) [4]. Differencesin the number
of ratings between PRWs can also be shown in theinternational
setting. For example, Trehan and colleagues [44] analyzed
onlineratingsfor 250 hand surgeons from the American Society
for Surgery of the Hand member directory from 3 PRWsin the
United States (HealthGrades, Vitals, RateMDs). Large
differences were reported regarding the average number of
ratings (13.4, 8.3, and 1.9, respectively) [44]. Further research
is required to confirm that this increase in ratings is also true
for other PRWs as well.

Furthermore, the percentages of ratings on both ends of the
rating scale have increased. This may suggest that a“ bimodal”
trend in ratingsis emerging on jameda, similar to that seen with
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therating of products on websiteslike Amazon where* amateur”
reviewers usually only leave a review because they either love
or hate a product [45]. It would be helpful if future research
examines if this trend continues and can be found on other
PRWs, particularly as this trend is usually not seen on PRWs
[26], despite qualitative research in Germany finding that avery
positive or very negative experience in the health care
relationship is a crucial precondition for patients to be willing
to rate a physician [46].

Seven years after the first study on online patient ratings on
jameda[18], general practitioners, internists, and gynecologists
still receive the highest number of ratings in absolute terms.
This does not seem surprising due to the high number of
physiciansin those medical specialty areasin Germany. Similar
to previousresearch [18], it could also be shown that urologists,
general practitioners, and internists were likely to receive more
favorable ratings on jameda. In contrast, ophthal mologists and
dermatologists are till likely to receive far less favorable
ratings. Thisisalso in line with the comprehensive analysis by
Liuand colleagues[27] from Canada. Previous research findings
have al so reported that generalistsare morelikely to have better
online ratings than specialists [10,13]. Qualitative research
conducted in Germany by McLennan et a [46] found that factors
concerning the physician-patient relationship to be some of the
most important influencing people's willingness to rate their
physician on PRWSs. It is likely that differences in patients

relationshipswith physiciansin various specialties (eg, duration
and frequency of contact and the resulting level of trust) is a
key factor for this heterogeneity.

Theanalysisof such alarge number of ratings hasalso provided
amore detailed picture of the association between the number
of ratingsaphysician hasand their overall evaluation. Although
physicians with only 1 rating tended to have very good ratings
(81% of al ratings were in the best rating category), this might
potentially be explained, at least in part, by “fake ratings’ left
by physicians themselves or people connected to the physician.
Regardless, it certainly callsinto question whether results based
on a single rating are meaningful at all [7]. Afterwards, more
critical rating results were found. In line with previous studies
from Germany [18] and the United States [37], the total
performance range was found for physicians with a lower
number of ratings. This possibly represents a more realistic
picture of patient feedback because the percentage of ratingsin
the very best rating category declined constantly, and it is also
likely that those physicians are not using PRWs as amarketing
measureto collect avery high number or ratings[18]. However,
in contrast to previous research, physicians who received a
higher number of ratings were shown to have better ratings.
When there were morethan 51 ratings, ratings started to improve
again, and physicians with more than 100 ratings received by
far the most favorable ratings. It is likely that physician with
more than 100 ratings are aware of PRWs and are using them
as a marketing tool, potentialy specifically asking satisfied
patients to leave a (positive) rating on a PRW. However, it is
possiblethat these physicians are simply providing outstanding
quality of care, leading to the very favorable ratings on PRWs
and, subsequently, more patients choosing to use this physician
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[18]. Future research should examine which assumption istrue
[18].

In 2019, Pikeet a [37] reported a U-shaped rel ationship between
the number of ratings and the overal rating from the
Healthgrades website. A negative relationship between the
number of ratings and the overall rating could be seen until
physiciansachieved 21 ratings; thereafter, apositiverelationship
was seen. It should be noted that, in contrast to jameda, alower
score on Hedthgrades means a worse rating (1=poor;
5=excellent). Although regression analysis on the jameda data
did not find a satisfying fit, the study provides further
broad-scale evidence on the relationship between the number
of ratings and the overall evaluation as discussed earlier in this
manuscript.

Limitations

Thekey limitation of thisstudy isthat it analyzed onlineratings
from only a single German PRW, jameda. Although jameda
has shown to be the most frequently used German PRW, there
are atotal of 25 PRWs in Germany [8], and it is unclear how
generalizable the results are to other German PRWSs or to other
countries. In Germany, it would be particularly helpful for future
longitudinal research to examinetrendsin ratingson PRWsrun
by public health insurers, as previous research has indicated
that these PRWs have been ableto quickly establish themselves
as some of the most used German PRWs alongside jameda[26].
Another limitation of the study isthat it only analyzed publicly
available ratings; it is not known how many additional ratings
jameda received but did not publish or what efforts jameda
made to check whether published ratings are genuine and not
fake. Indeed, jameda has often been criticized with regards to
the number of fake reviews and its business model that offers
physicians paid premium profiles. Recent research has raised
concerns that online patient feedback is being inappropriately
manipulated by many PRWsand that business modelsthat make
PRWs reliant on paying physicians may create financia
incentivesto suppress negative feedback [47]. Although further
work is needed on criteria for determining which feedback is
published [47], it is also important to have a comprehensive
understanding of theratingsthat are being viewed by the public
on PRWs.

Conclusion

In conclusion, it can be stated that online ratings have been
increasing tremendously over the past decade and seem to have
become an essential element for patients to leave feedback on
the carethey receive. Morethan half of all physicians have been
rated online on jameda each year in Germany since 2016.
Indeed, with patients increasingly using the internet in relation
to their health care[48], it islikely that online patient feedback
will become even more important in the future. With online
patient feedback mostly positive, physicians do not haveto fear
online ratings in general; the commonly expressed concerns
regarding PRWs being used for “doctorbashing” or defamation
[31] or as “platforms for denunciation” [32] have not proven
true. Furthermore, less favorable patient ratings often address
important elements of a patient-oriented health care system [1]
and can hel p organizations and professionalsidentify areasthat
need to be improved [21].
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Abstract

Background: Today, many cancer patients engage in online health information seeking (OHIS). However, little is known about
how patients differ in their OHIS levels. In addition, OHIS might influence patient participation during a consultation with a
physician, which might mediate the effects on patient outcomes.

Objective: Theaim of thisstudy istwofold: first, to provide insight into which personal characteristics and psychosocial factors
affect patients’ OHIS levels and, second, to test the hypothesis that the effects of OHIS on patient outcomes are mediated by
patient participation during the consultation.

Methods: Patient participation was operationalized in terms of patients' absolute word count; the relative contribution of the
patient, compared with the health care provider; and the number of questions and assertions expressed during the consultation.
The patient outcomes measured were anxiety after the consultation, satisfaction with the consultation, and information recall.
Participants in this study were patients recently diagnosed with colorectal cancer recruited from 6 hospitals in the Netherlands
(n=90). Data were collected using questionnaires and audio-recorded consultations of patients with health care providers before
their surgery.

Results: Theresults showed that younger patients, higher educated patients, patients with amonitoring coping style, and patients
who experienced more cancer-related stress engaged more in OHIS. In turn, OHIS was related to patient participation in terms
of the patient’s absol ute word count but not to the rel ative contribution to the consultation or expressing questions and assertions.
We did not find arelation between OHIS and anxiety and OHIS and recall mediated by patient participation. However, we found
that patients’ absolute word count significantly mediated the positive association between OHIS and patients' satisfaction with
the consultation.

Conclusions: Results indicate positive implications of OHIS for patients' care experience and, therefore, the importance of
helping patients engage in OHIS. However, the results also suggest that OHIS is only successful in increasing a single aspect of
patient participation, which might explain the absence of relationswith anxiety and recall. Theresults suggest that more beneficia
effects on patient outcomes may be achieved when health care providers support patientsin OHIS.

(J Med Internet Res 2021;23(7):€23670) doi: 10.2196/23670
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Introduction

Background

Today, the internet hosts a growing body of easily accessible
cancer-related information [1]. In linewith this, cancer patients
increasingly engagein online health information seeking (OHIS)
[2,3] about their illness and treatment [4]. OHIS about one’'s
health or medical condition can contribute to feeling informed,
which has been positively associated with patient outcomes[5].
For instance, better informed patients score higher on affective
outcomes, for example, they are more satisfied with their
treatment [6-9] and feel lessanxious[5,10,11]. Moreover, OHIS
can positively influence cognitive outcomes, such as better
information recall [12,13].

Although patients generally seek web-based health information
[14-16], it can be argued that the extent to which they engage
in OHIS is associated with individua differences based on
demographics or psychosocial characteristics [17,18]. For
instance, experiencing feelings of anxiety or stress regarding a
medical diagnosis can result in more information needs [19]
and information seeking to cope with them [20].

Previousresearch did not look at the whole path from individual
differences to OHIS and, in turn, patient outcomes but mainly
focused on either predictors of OHIS in terms of demographics
and psychosocial factors [21-24] or outcomes of OHIS
[5,25-27]. More specifically, research that looked into the effects
of OHISdid not takeinto account what happens between OHIS
and patient outcomesin terms of consultations with health care
providers[5,25]. Thisisanoteworthy omission because patients
often engage in OHIS in preparation for consultations
[15,16,28], which can result in a better informed and more
empowered patient who feels comfortablein taking on an active
role in consultations with health care providers [9,27,29]. In
turn, this may lead to more active patient participation during
consultations [9,30], for example, by patients expressing more
concerns and asking more questions [31].

Subsequently, patient participation can positively influence
factors related to the quality of care, such as satisfaction with
the consultation and understanding of health information
provided [32]. In addition, researchers found that patient
participation is related to lower anxiety [33], increased
satisfaction [34-36], and improved information recall [13,37].
However, knowledge about whether and how the effects of
OHI'S on these outcomes are mediated by patient participation
during consultation is lacking. Therefore, the aim of this study
is to examine the demographic and psychosocial factors that
can predict OHIS and how OHIS, in turn, influences patient
outcomes via patient participation during consultations.

Predictors of OHIS

Cancer patients vary in the extent to which they seek online
health information. The Comprehensive Model of Information
Seeking is one of the most widely adopted models to discuss

https://www.jmir.org/2021/7/e23670

factorsthat could influence health information seeking [22]. In
this model, demographics and psychosocial factors are seen as
important determinants of how much an individual is inclined
to search for health information.

Demographics

In general, studies show that demographics such as age,
education level, and gender correlate with OHIS[16]. However,
results are ambiguous. For example, some have shown that
younger individuals seek more online health information than
older individuals [16,38-40], whereas others find that older
adults tend to seek more information online than their younger
counterparts [41] or find no correlationswith OHIS at all [42].
Frailty, or “the risk for adverse outcomes due to losses in
different domains of functioning” [43], is found to be related
toadeclinein patients’ self-management abilities, more so than
chronological aging. Therefore, the level of frailty, also called
biological age, might better predict a patient’s ability to engage
in OHIS than chronological age. In addition, severa studies
have shown that females seek online health information more
frequently than males|[16,38,40,44], whereas other studies show
no associ ations between OHIS and gender [41,42]. With respect
to education level, there is some evidence that higher educated
individuals seek more online health information than lower
educated individuals[44]; however, other studies show no such
associations[20,42,45]. Finally, thetendency to search for health
information online can also differ according to one’s degree of
health literacy or “the ability to perform basic reading and
numerical tasks required to function in the health care
environment” [46]. Asdescribed in areview study, some studies
show limited evidence that people with low hedlth literacy
search less frequently for health information online, compared
with people with high health literacy, whereas other studies
show no differencesin OHIS based on health literacy [47].

Psychosocial Factors

In addition to demographics, OHIS can aso be explained by
patients psychosocial characteristics such as their degree of
stress or anxiety and strategies to cope with such feelings.
Higher levels of fear and anxiety in cancer patients have both
been associated with the tendency to avoid cancer-related
information [28,48] and with increased information needs[49].
Seeking relevant health information online might help patients
to deal with the feelings of anxiety, and some patients feel
relieved or comforted by the information they find online
[45,50]. However, cancer patients differ in their need for
cancer-related information [48], based on how they cope with
ahealth threat. Some patients prefer only avery limited amount
of information (blunting coping style), whereas others prefer
as much information as possible (monitoring coping style)
[51-56]. Astheresultsareincons stent, more research is needed,
resulting in research question (RQ) 1:

RQ 1: Arecancer patients’ demographic characteristics (ie,
age, gender, education level, frailty, and hedlth literacy)
and psychosocia characteristics (ie, anxiety, cancer-related
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stress, and information-seeking coping style) related to
OHIS?

Direct Relation of OHIS and Patient Participation

Patient Participation

OHIS may potentialy better equip patients to participate in
consultations with health care providers [57-59]. Actively
participating in such consultations reflects patients’ ability and
willingness to express their needs, concerns, preferences, and
expectations [32]. According to the linguistic model of patient
participation in care, patients need a certain repertoire of
informational resourcesto actively communicate during medical
consultations [32]. Patients with sufficient knowledge about a
topic or terminology related to the topic will discuss health
issues more easily with their providers [60]. Therefore, the
knowledge a patient possesses, which might be gained because
of OHIS, influences a patient’s ability to actively communicate
and is an important factor in patient participation [29,32,61].

In addition, providing patients with an opportunity to gather
information and seeking online health information can empower
patients by giving them the feeling that they are better prepared
for their consultations, thereby making them confident enough
to actively participate during consultations [9,29]. A recent
review showed that gathering online health information before
aconsultation resulted in patients feeling more self-assured and
empowered during consultations [9].

In conclusion, seeking health information online can prepare
patientsfor interactionswith health care providers by increasing
knowledge and feelings of empowerment and might, therefore,
be a crucia predictor of patient participation. Therefore, we
argue that more OHIS leads to greater patient participation
during a consultation with a health care provider, resulting in
hypothesis 1 (H1):

« HI1: OHIS is positively related to cancer patients
participation during a medical consultation.

de Looper et a

Indirect Relation of OHISand Patient Outcomes; The
Mediating Role of Patient Participation

Both OHIS and patient participation are believed to beimportant
independent factorsthat influence affective and cognitive patient
outcomes [6,62]. OHIS most likely influences these outcomes
via patient participation because it can increase patients
illness-related knowledge and feelings of empowerment, leading
to more patient participation [32]. Active patient participation
can, inturn, positively affect factorsthat indicate quality of care
[32]. Indeed, studies have found that patient participation results
in less anxiety [6,33], more satisfaction [34-36], and better
information recall [13,37].

Anxiety

OHI S can positively influence emotiona well-beingin general,
for example, by making the patient feel less stressed [5] and
less anxious [10-12]. OHIS can also help patients gain
knowledge about their illness [30], making them feel more
empowered to discuss certain topics during consultations [9],
which, in turn, can lower their stress and feelings of anxiety. If
patients experience feelings of anxiety beforehand, or because
of OHIS, actively participating during the consultation gives
them a chance to discuss their issues with the health care
provider, which might help decrease their anxiety.

On the other hand, in some cases, OHIS can increase feelings
of worry and anxiety [27,63]. Patients can experience confusion
because of seeking health information [27,30], which can result
in feeling less comfortabl e to participate and act more reserved
during consultations. If a patient already feels anxious because
of seeking online health information and does not actively
participate during consultations, the health care provider may
not be able to adequately address the patient’s anxiety. As a
result, their anxiety may remain or increase even further. Inline
with this, we argue that the effect of OHIS on anxiety is
mediated by patient participation during medical consultations
(Figure 1), resulting in hypothesis 2a (H2a):

« H2a Patient participation mediates the effect of OHIS on
anxiety and stress after consultation.

Figure 1. Theoretical model. H1: hypothesis 1; H2: hypothesis 2; RQ1: research question 1.
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Satisfaction

Generally, better informed patients are more satisfied with their
health care processes [6,7,12,64]. Russ et a [8] found that
patients who sought online health information were more
satisfied with the information provided by the provider during
a consultation when compared with patients who did not seek
online health information.

A reason for this increase in satisfaction can be that seeking
online health information before a consultation gives the patient
a feeling of being prepared for the consultation [9]. Online
information can help patients anticipate the discussion of certain
topics during consultations or to consider possible treatments
that will be proposed [65]. Knowing what to expect during the
consultation can result in more active participation, including
the expression of questions or expectations. These can
subsequently be addressed by the health care provider, resulting
in greater satisfaction with the consultation. In line with this,
patients are more satisfied when providers are supportive of
their search for online health information [66,67]. Therefore, it
can beargued that OHI S leads to more satisfied patients through
increased patient participation.

However, as discussed before, OHIS can also cause confusion,
thereby inhibiting active patient participation. Asaresult, issues
relevant to a patient may not be addressed, in which case the
patient can feel disappointed and less satisfied with the
consultation. Accordingly, research has shown that when the
online findings do not match with the information discussed
during consultation, for example, regarding diagnosis or
treatment options, this can result in aless satisfied patient [68].
Therefore, we arguethat the effect of OHI'S on satisfaction with
a consultation is mediated by patient participation (Figure 1),
resulting in hypothesis 2b (H2b):

« H2b: Patient participation mediates the effect of OHIS on
satisfaction with a consultation.

Recall

When patients engage in OHIS before a consultation and this
leads to more participation during the consultation, thisislikely
toimprovetherecall of theinformation discussed [13,37,69-71].
One reason for the positive association between OHIS,
participation, and recall isthat repetition of the sameinformation
can improve information recall [72,73]. When patients search
for online health information before the consultation and discuss
the same information during the consultation by actively
participating, this leads to a repetition in exposure to that
information. In addition, exposureto afirst piece of information
can primetheinterest for a second similar piece of information
[74]. As this double exposure to the same kind of information
stimulates deeper information processing, it is expected to
positively influence information recall [75,76].

It can also be argued that patientswho participate more actively
during the consultation by asking more questions and expressing
more concerns will receive more information from health care
providers and are a'so more likely to understand the rationale
and recommendations of the provider [32]. Moreover, actively
participating patients are more involved and, therefore, process
theinformation they receive during the consultationsin an active

https://www.jmir.org/2021/7/e23670
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manner. Thisactive, deeper processing of information can result
in better information recall [77]. Thus, we argue that the effect
of OHIS on recall of the information provided during the
consultation is mediated by patient participation (Figure 1),
leading to hypothesis 2¢ (H2c):

« H2c: Patient participation mediates the effect of OHIS on
information recall.

Methods

Design

A study was conducted in 6 Dutch hospitals among newly
diagnosed colorectal cancer patients. All patients received the
standard procedure of care provided by the hospitals without
any adterations. All newly diagnosed patients who planned to
undergo surgery were approached to participate in the study.
Health care providers (surgeons and specialized nurses) and
patients signed an informed consent form. Study participants
received a consultation with a surgeon or specialized nurse in
preparation for their surgery. This consultation was
audio-recorded, transcribed, and content coded. Data were
collected using questionnaires before and after the consultation.

This study was registered with Triaregister.nl (NTR5919) and
was approved by the Review Board of the Amsterdam School
of Communication Research (2017-PC-7979) and the medical
ethical review boards of the hospitals that participated in the
study (METC-nr: 13-061). The data collected to answer the
RQs and hypotheses for this study were part of a larger
investigation including multiple measurement moments.

Procedure and Participants

Participantsincluded newly diagnosed colorectal cancer patients,
those who had planned to undergo surgery, possibly in
combination with other treatment and had sufficient command
of the Dutch language, were able to read, and had no cognitive
impairment according to their medical record (eg, dementia);
and those who had provided written informed consent.

Once the consultation with the surgeon was scheduled, a
specialized nurse or medical secretary asked the patientsif they
wanted to receive study information. Patients who agreed to
being contacted about this study were approached,
approximately 3 days before the consultation, by the study
coordinator viaphoneto explain what study participation would
entail. Consenting patients received additional information and
the first online questionnaire at time point 1 (T1) via email.
Patients were asked to complete the first questionnaire 1 day
before the consultation.

The schedul ed consultation was recorded at time point 2a(T2a),
and 2 days thereafter at time point 2b (T2b), the patients
received the second questionnaire partly via email, including
standard questions that were the same for al patients. Patients
were also contacted via telephone 2 to 3 days after the
consultation at time point 2c (T2c) by the research assistant or
researcher to assess recall using recall questions that were
tailored to the consultation.

Thefinal sample consisted of 90 patients, as seen by 23 health
care providers (surgeons and specialized nurses) in 6 Dutch
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hospitals. During the study, 346 patients were reported to be
suitable for participation by the specialized nurses or medical
secretaries of the hospitals. A total of 285 patients were
successfully approached to participate in the study. The other
61 patients either did not meet the inclusion criteria or could
not be reached because of organizational or technical difficulties.
Of the 285 patients who were successfully approached, 119

de Looper et a

consented to participate in the study. As 29 of the consenting
patients did not fill out the first questionnaire before the
consultation, a total of 90 patients were included in the final
analyses. Between the first and the following questionnaires, a
number of patients dropped out, resulting in 72 consultation
recordings, 67 responses on T2b, and 63 responses on T2c.
More detail s about the dropout process are shown in Figure 2.

Figure 2. Flowchart of inclusion and dropout. T1: time point 1; T2a time point 2a; T2b: time point 2b.

:I Dropout (n=14) I

Technical problems

(n=4)
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T2a Audiotaped consultation with surgeon
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A 4
2b Second online questionnaire
(n=67)
A 4
Recall phone questionnaire
T2c (n=63)

MeasuresT1

Demographics

Sociodemographic information was obtained in the first
guestionnaire with questions regarding age, gender, education
level, living situation, and internet use. A total of 3 categories
were formed for education level (low, middle, and high). In
addition, hospital records were used to obtain medical
information about diagnoses and treatments of patients.

Frailty

Frailty was measured using the Groningen Frailty Indicator
[43]. This scale contains 15 items about physical functioning
(mobility, multiple health problems, fatigue, and vision or
hearing problems), cognitive functioning, social functioning,
and psychological functioning (feelings of depression or
anxiety). Thetotal score could range from 0 to 15; however, in
this study, patients scored from 0 to 11 (mean 2.80, SD 2.45),
with a higher score indicating more frailty [43].

Health Literacy

A 3-item questionnaire was used to measure health literacy [46].
The items addressed one's ability to obtain and read medical
information and to fill out medical forms on a 5-point scale
(0=.62). Thetotal scoreranged from 1to 5, with ahigher score
indicating higher health literacy (mean 4.26, SD 0.71).

https://www.jmir.org/2021/7/e23670

Anxiety (Preconsultations)

Anxiety was measured at T1 using the short Dutch version of
the State Trait Anxiety Inventory [10,78]. Patients rated the
degree to which they were currently experiencing anxiety on a
4-point scaleranging from 1 (not at all) to 4 (very much). Higher
scores on the scale indicate higher levels of anxiety. Patients
scored on average 1.95 (SD 0.55), with scores ranging from 1
to 3.67. Cronbach aphawas good (0=.82).

Cancer-Related Stress

Cancer-related stress was measured at T1, with a subscale of
the Dutch version of the Impact of Events Scale [79,80],
comprising 7 items (0=.84). Participants rated the items on a
4-point Likert scale (1=not at all, 2=rarely, 3=sometimes,
4=often), with a higher score indicating higher levels of
cancer-related stress. Scoresranged from 1to 3.71, and patients
scored an average of 2.03 (SD 0.70).

Coping Style

Coping style was measured using the adapted shortened version
of the Threatening Medical Situation Inventory at T1[81,82].
The scale consists of 3 items measuring monitoring intentions
regarding the patients medical situation. ltems addressed
intentions to (1) look for information within the threatening
situation, (2) go deeply into the situation by reading about it,
and (3) get information from the health care provider (0=.82).
Participants responded to the statements with answer options
ranging from 1 (not at all applicable to me) to 5 (very much
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applicableto me) and scored an average of 3.46 (SD 1.07), with
ahigher score indicating higher monitoring intentions.

OHIS

On the basis of previous research [20], patients were asked to
indicate on a 5-point Likert scale how often they had used the
internet to seek information about their illness or treatment
options before the consultation (T1). The answer options were
1 (did not use), 2 (used very little), 3 (used sometimes), 4 (used
regularly), and 5 (used often). Patients on average scored 2.23
(SD 1.32).

Measures T2a

Patient Participation

The audiotaped consultations were transcribed and manually
coded by a research assistant using 3 measures to represent
patient participation. This operationalization isin line with the
methods used in previous research [83-86]. First, the absolute
contribution of the patient to the consultation was measured
using the patient’s absolute word count. Second, the relative
contribution of the patient was measured by calculating theratio
of the number of words used by the patients compared with the
number of words used by the health care provider. For these 2
measures, the coding process involved counting all the words
used by the patient and the health care provider [83,84]. Third,
the number of questions and assertions expressed by the patient
during the consultation was coded using a codebook devel oped
based on the method described by Street and Millay [32] (the
complete codebook isgivenin MultimediaAppendix 1). A total
of 10% (9/90) of the data set was double-coded by a second
independent coder, resulting in acceptableintercoder reliability
(k=0.764; P<.001).

Measures T2b

Anxiety (Postconsultation)

Anxiety was measured postconsultation (T2b) in the same
manner as in the preconsultation (T1). Patients on average
scored 1.80 (SD 0.66). Cronbach alphawas good (0=.86).

Satisfaction With the Consultation

To measure patient satisfaction with the consultation (T2b), the
5-item Patient Satisfaction Questionnaire was used [87]. Items
addressed the following: the extent to which the patient was
satisfied in terms of needs that were met by the surgeon, if the
patient felt actively involved during the consultation, the
information received during the consultation, the emotional
support received during the consultation, and the interaction
during the consultation in general (0=.80) [84]. All the answer
options ranged from 1 (not satisfied at all) to 5 (completely
satisfied), and patients scored an average of 4.39 (SD 0.58).

Measures T2¢

Information Recall

To measure information recal, the Netherlands Patient
Information Recall Questionnaire (NPIRQ) [88] was used to
compose the questions. The correct answers to the questions
were (parts of) statements provided by the surgeon during the
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consultation. Therefore, the answerswereliterally derived from
thetranscribed consultations. Answers provided by the patients
were scored as 0 (not recalled), 1 (partially recalled), and 2
(completely recalled). If the patient did not recal the
information, there were 2 other answer option: “thisinformation
was not discussed” and “this information was discussed, but |
can't remember the details,” both resulting in a score of 0 [88].

Inlinewith the NPIRQ guidelines, asum score was constructed
by cal culating the percentage of the obtained recall score (range
6%-100%) relative to the maximum achievable score (2-26
points), with higher scores indicating better recall. Patients
scored an average of 60% (SD 0.19). A total of 10% of the cases
(7/63) were double-coded by 2 independent coders to check
intercoder reliability (mean k=0.71; P<.001) [89].

Statistical Analyses

Theanalysesare based on a 2-step process. Firgt, the correlations
between demographic and psychosocial variables and outcome
variablesweretested. The variablesthat significantly correlated
with the outcome measures at a significance level of .10 were
selected for follow-up analyses as control variables. Second,
multivariate regression analyseswere carried out to test whether
demographic variables (age, gender, and education level) and
psychosocial factors (frailty, coping style, stress, and anxiety
before the consultation) were related to OHIS (RQL) and if
OHIS was related to patient participation (number of words
used by the patient during the consultation, relative contribution
apatient had in the consultation in terms of theword count ratio,
and number of questions and assertions expressed; H1). For the
mediation effects in H2a, H2b, and H2c, regression analyses
using an SPSS macro allowing for mediation, (PROCESS model
4) [90] were conducted. In addition, to determine whether the
relation between OHIS and the outcome variables differed
depending on clustering within health care providers, multilevel
analyses were carried out if the dependent variable correlated
with health care providers[91].

Results

Sample

The age of patients included in the final analyses ranged from
39 to 88 years (mean 69.93, SD 9.93), and about two-thirds of
the patients were male (59/90, 66%). Half of the patients (45/90,
50%) had amedium level of education. Patients' health literacy
was relatively high (mean 4.25, SD 0.71), and they were not
frail on average (mean 2.80, SD 2.45). Almost half of the
patients (41/90, 46%) indicated that they did not use theinternet,
12% (11/90) used the internet very little, 21% (19/90) used the
internet sometimes, 16% (14/90) used the internet regularly,
and 6% (5/90) used the internet often before the consultation.
Nonresponse analyses revealed that participants did not differ
compared with nonparticipants regarding gender (F; 306=2.92,;
P=.09) but were on average significantly younger (mean 69.75,
SD 9.93) than patients who did not wish to participate (mean
73.15, SD 10.30; F;,9;=7.24; P=.008). The background
information of the participantsis presented in Table 1.
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Table 1. Sample characteristics.
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Background variables? Patients
Demographic information (n=90), mean (SD)

Age (years) 69.93 (9.93)
Gender (n=90), n (%)

Male 59 (66)

Female 31 (34)
Education level (n=88), n (%)

Low 24.(27)

Medium 45 (51)

High 19 (22)
Health background information (n=90), mean (SD)

Health literacy® 4.25(0.71)

Frailty® 2.80 (2.45)
Psychosocial information (n=90), mean (SD)

Coping styled 3.46 (1.07)
Online health information seeking behavior (n=90), n (%)

Never 41 (46)

Very little 11 (12)

Sometimes 19 (21)

Regularly 14 (16)

Often 5(6)

3A|| cells add up to 100% owing to missing data.

ba higher score indicates higher levels of health literacy (maximum range 1-5; reported range 1-5).
CA higher score indicates higher frailty (maximum range 0-15; reported range 0-11).
da higher score indicates a higher information-monitoring coping style (maximum range 1-5; reported range 1-5).

Patient Participation

Recorded consultations (n=72) lasted between 4 minutes 26
seconds and 46 minutes 40 seconds, with an average duration
of 20 minutes 19 seconds (SD 7.47 minutes). The number of
words spoken during these consultations ranged from 488 to
6824 words (mean 2657, SD 1307.89). Patients spoke a
minimum of 29 words and a maximum of 1347 words (mean
472.57, SD 295.46), whereas hedlth care providers spoke at
least 386 words and at the most 5124 words (mean 1998.83,
SD 991.93). Patients scored a relative contribution to the
consultation of 19.12% (472.57/2471.4) on average, ranging
from 3.4% to 43.5% (SD 8.20); therefore, the ratio of health
care providers ranged from 56.5% to 96.6%, with an average
of 80.8% (SD 8.20).

A total of 69 patientsasked at |east one question, and 55 patients
expressed at |east one assertion. The number of questionsranged
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from 1 to 35 per consultation (mean 6.44, SD 6.36), and the
number of assertionsranged from 1 to 10 per consultation (mean
2.30, SD 1.92). Thisresulted in atotal number of questionsand
assertions ranging from 1 to 37 (mean 7.96, SD 7.03).

Predictorsof OHIS

Demographics

Correlation analyses showed that age was negatively related to
OHIS (r=—0.29; P=.005), suggesting that an increasein age was
associated with less OHIS. Education level and OHIS were
positively correlated (r=0.37; P<.001), suggesting that higher
educated patients engage more in OHIS. No significant
correlations were found between OHIS and gender (r=0.01;
P=.91), frailty (r=—0.10; P=.35), and headlth literacy (r=0.15;
P=.14; Table 2).
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Table 2. Correlation matrix.
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Variable 1 2. 3. 4. 5. 6. 7.

10. 11 12. 13. 14. 15. 16.

1. Age

—a

2. Gender? 0.021

3. Education
level®

4. Healthliter-
acy

5. Frailty

-0.057 0.038

0.039 0.074

02200 —

-0157 -0002 -0183 _gug* —

*k

-0.016 0461

6. Anxiety -0.113 -0.041
(preconsulta-

tion)

Sk

7. Cancer-reat-
ed stress

-0.156 0.203

-0.099 0.112 -0115 0013 0198

8. Coping 0205
style

9. Health care
provider

-0.172 -0097 -0162 0119 0109

10. consulta- 0.079 0088 0.06

tiontime

-0076 _gogy'

*k

11. Online 0369

hedthinforma
tion seeking

0.012 0.151 -0.096 0.183

12. Patient
participation
word count

0.099 0.02 -0131 0142 0082

-0061 g

13. Patient
participation
relative contri-
bution

-0074 -0103 0.08 0.077 0111 0039

14. Patient
participation
questions and
utterances

0.147 -0.076 0.147 0114

0.065 _go=g

>k

-0.144 0435

15. Anxiety -0.124
(postconsulta-

tion)

16. Satisfac-
tion

-0067 _go31

0.134 -0200 -0.174 -0.044 -0151

17. Recall -0105 0.021 0.080 -0126 0.073 0150 0161

0.127

0.143

0.168 0.22

5"

>k Hk

0176 o58* oxB

0152 0085

0187 0166 gy

0227 0141 0086 -Q1B

0005 g

ok

0081 0061 0016 0208 0139 0040 -0.018

3Not applicable.
bGender was dummy coded into 1=female and 2=male.

CEducation was dummy coded into 1=low, 2=medium, and 3=high.
*P<.05, **P<.01, ***P<.001.

Psychosocial Factors

In addition, correlation analyses showed that cancer-related
stress was positively correlated with OHIS (r=0.36; P<.001),
implying that higher stress levels can result in more OHIS.
Therewasamarginally significant positive correl ation between
anxiety before the consultation and OHIS (r=0.18; P=.08),
suggesting that patients who report higher anxiety levels might
engage more in OHIS. Regarding coping style, a positive
correlation was found (r=0.45; P<.001), meaning patients with
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higher level s of monitoring coping style engaged morein OHIS
(Table 2).

Regression Analyses

To test whether these variables predict OHIS, a regression
analysis was conducted, including all possible predictors that
significantly correlated with OHIS (age, education level,
cancer-rel ated stress, anxiety before the consultation, and coping
style). Theresults showed that education level (B=0.54; P=.002),
cancer-related stress (B=0.48; P=.02), and coping style (B=0.41;
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P=.001) were positively associated with OHIS. Thus, higher
educated patients, patients experiencing more cancer-related
stress, and patients with higher levels of a monitoring coping
style more frequently engaged in OHIS. There was no relation
between age and OHI S (B=-0.01; P=.24) and between anxiety
before the consultation and OHI S (B=0.08; P=.74) based on the
multivariate regression. To answer RQ1, education level,
cancer-related stress, and coping style are positively related to
OHIS.

Relation Between OHI S and Patient Participation
During the Consultation (n=71)

The correlation analyses showed that gender was significantly
related to the number of words used by the patient (r=-0.23;
P=.005) and the number of questions and assertions expressed
by the patient (r=—0.26; P=.003), suggesting that males used
fewer words and expressed fewer questions and assertions than
females. Coping style was also positively related to the number
of words used by the patient (r=0.37; P=.004), indicating that
patients with a more monitoring coping style used more words
(Table 2). There were no significant correlations between the
other variables and the number of words used, the relative
contribution of apatient in the consultation in terms of theword
count ratio, or the number of questions and assertions expressed
by the patient.

Regression analyseswere carried out to test the rel ation between
OHIS and patient participation outcomes. On the basis of the
correlation analyses, gender and coping style were included as
control variables for the regression analyses regarding the
number of words used by the patient and gender was included
as the control variable for the regression regarding the number
of questions and assertions expressed. No variables were
included as control variablesin the regression regarding relative
contribution of the patient.

Results showed OHIS was positively related to the number of
words used by the patient during the consultation (B=50.58;
P=.02), when controlling for gender and coping style. The
relation between OHIS and the relative contribution of the
patient a patient had in the consultation in terms of the word
count ratio was al so significant (B=1.99; P=.02). OHISwas not
related to the number of questions and assertions expressed
(B=0.74; P=.26), when controlling for gender. In other words,
patients who engaged more in OHIS used more words during
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the consultation and had a larger relative contribution to the
conversation but did not express more questions and assertions.
Regarding H1, we can conclude that OHIS is associated with
some, albeit not all, indicators of patient participation during
consultations.

Relation Between OHI 'S and Anxiety, Satisfaction, and
Recall, Mediated by Patient Participation

The correlation analyses (n=90) showed that gender (r=—0.23;
P=.005), fralty (r=—0.44; P<.001), anxiety before the
consultation (r=-0.60; P<.001), and cancer-related stress
(r=—0.51; P<.001) were significantly related to anxiety after
the consultation. Gender was also significantly related to the
number of words used by the patient (r=—0.23; P=.005) and the
number of questions and assertions expressed by the patient
(r=—0.26; P=.003), whereas coping style was also positively
related to the number of words used by the patient (r=0.37;
P=.004; Table 2). These variables were included as control
variables in the regression analyses regarding anxiety after the
consultation. Health care provider was only significantly related
to satisfaction with theinformation (r=—0.23; P=.005). However,
multilevel analyses showed the relation between OHIS and
satisfaction was not dependent on heath care provider
(F14=-0.04; P=.35). There were no significant correlations
between the other variables and satisfaction with theinformation
or information recall. Therefore, no control variables were
included in the regression analyses regarding satisfaction and
recall.

Anxiety (n=64)

When controlling for gender, fralty, anxiety before the
consultation, and cancer-related stress, OHIS was not related
to anxiety after the consultation (B=0.07; P=.17). Regarding
patient participation, the number of words used by the patient
B=-0.01 P=.44), therelative contribution of the patient in terms
of the word count ratio (B=0.01; P=.14), and the number of
guestions and assertions expressed by the patient (B=0.01;
P=.66) were also not related to anxiety after the consultation.
There was no significant mediation of OHIS on anxiety after
the consultation via the number of words used by the patient,
relative contribution of the patient to the consultation, or the
number of questions and assertions (Table 3); thus, H2a must
be rejected.
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Table 3. Mediation analyses.
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Relations B2 SE 95% Cl values t test (df) P value
Direct effect of OHIS
on word count® 68.9740 27.8861 13.1535t0 124.7945  2.4734 (5,58) .02
Onword count ratio® 1.9918 0.8473 0.2958 to 3.6879 2.3508 (5,58) .02
On questions and assertions® 0.7349 0.6469 -0.5601 to 2.099 1.1360 (5,58) .26
On anxiety 0.0666 0.0517 -0.0369 t0 0.1701 1.2890 (8,55) .20
On satisfaction -0.1029 0.0560 —0.2149 to 0.0091 -0.18377 (4,59) .07
On recall -0.0203 0.0189 -0.0581 t0 0.0175 -1.0747 (4,58) .29
Direct effects on anxiety
Of word count -0.0003 0.0003 -0.0009 to 0.0004 —-0.7810 (8,55) 44
Of word count ratio 0.0141 0.0096 —0.0051 to 0.0333 1.4679 (8,55) 15
Of questions and assertions 0.0051 0.0117 -0.0184 to 0.0286 0.4365 (8,55) .66
Indirect effects of OHIS on anxiety
Mediated by word count -0.0174 0.0231 -0.0385t0 0.0549 N/Af N/A
Mediated by word count ratio 0.0280 0.0219 -0.0196 to 0.0694 N/A N/A
Mediated by questions and assertions 0.0038 0.0162 -0.0470to 0.0225 N/A N/A
Direct effects on satisfaction
Of word count 0.0008 0.0004 0.0001 to 0.0015 2.2207 (4,59) .03
Of word count ratio -0.0223 0.0109 -0.0442 to 0.0005 —-2.0487 (4,59) .04
Of questions and assertions -0.0087 0.0139 -0.0365 to 0.0191 -0.6246 (4,59) .53
Indirect effects of OHIS on satisfaction
Mediated by word count 0.0529 0.0283 0.0053t0 0.1158 N/A N/A
Mediated by word count ratio -0.0319 0.0254 -0.0925 to 0.0068 N/A N/A
Mediated by questions and assertions -0.0068 0.0162 -0.0268 to 0.0416 N/A N/A
Direct effects on recall
Of word count 0.0002 0.0001 0.0000 to 0.0004 1.6737 (4,58) .10
Of word count ratio 0.0004 0.0036 -0.0068 to 0.0076 0.1033 (4,58) .92
Of questions and assertions -0.0025 0.0047 -0.0119 to 0.0069 -0.5359 (4,58) .59
Indirect effects of OHIS on recall
Mediated by word count -0.0131 0.0091 -0.0029 to 0.0333 N/A N/A
Mediated by word count ratio -.0004 0.0051 -0.0092 to 0.0127 N/A N/A
Mediated by questions and assertions -0.0015 0.0043 -0.0084 to 0.0101 N/A N/A

8B: Standardized p.
POHIS: online health information seeki ng.
“Number of words used by the patient.

dRelative contribution of the patient in terms of words used by the patient compared with words used by the health care provider.
ENumber of questions and assertions expressed by the patient.

N/A: not applicable.

Satisfaction (n=64)

OHISwas marginally negatively related to satisfaction with the
consultation directly (B=—0.10; P=.07), suggesting that the more
a patient engaged in OHIS, the less satisfied the patient was
with the consultation. The number of words used by the patient
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was positively related to satisfaction with the consultation
(B=0.0008; P=.03), meaning the morewords a patient used, the
more satisfied a patient was. The relative contribution of the
patient to the consultation in terms of the word count ratio was
negatively related to satisfaction (B=-0.02; P=.05), suggesting
that the higher the relative contribution of the patients (and
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therefore automatically the lower the contribution of the health
care provider), the less satisfied the patient was. There was no
significant relation between the number of questions and
assertions expressed by the patient and satisfaction (B=—0.01;
P=.54). The indirect relation between OHIS and satisfaction,
based on the number of words used by the patient, was also
significant (B=0.05; 95% CI 0.0053-0.1158). This means that
patients who engaged in OHIS used more words during the
consultations, which, in turn, was positively related to more
satisfaction with the consultation. Therefore, H2b is partly
supported.

Recall

The analyses showed no significant correlation between OHIS
andinformation recall (B=—0.02; P=.28). In addition, therewas
no significant relation between the number of words used by
the patient (B=0.00; P=.10), the relative contribution of the
patient to the consultation (B=0.01; P=.92), the humber of
guestions and assertions expressed (r=-0.01; P=.59), and
information recall. In addition, there was no significant
mediation of OHIS on information recall via 1 of the patient
participation measures (Table 3). This implies that H2c must
be rejected.

Discussion

Review of Findings

The aim of this study is twofold. First, this study examined
which demographic and psychosocial factors could predict OHIS
of newly diagnosed cancer patients. Second, we investigated
how OHIS subsequently relates to patient participation during
consultations and how this, in turn, affects patients anxiety,
satisfaction, and information recall. Regarding demographic
factors, the results showed that patients with higher levels of
education were more inclined to engage in OHIS. With respect
to psychosocia factors, higher levels of cancer-related stress
are associated with more OHI S, and patients with amonitoring
coping style also engage more in OHIS. In turn, OHIS was
positively related to patient participation in terms of the number
of words used by the patient during the consultation and the
relative contribution of the patient in the consultation but not
to the number of questions and assertions expressed.

The negative direct relation between OHIS and satisfaction
shows that more OHIS leads to lower patient satisfaction. In
addition, the number of words used by the patient was related
to higher levels of satisfaction with the consultation, whereas
the relative contribution of the patient in the consultation was
related to lower levels of satisfaction. The results also showed
a positive indirect relation between OHIS and satisfaction via
the number of words used by the patient, meaning that patients
who engaged more in OHIS used more words during the
consultation, which, in turn, was positively related to satisfaction
with the consultation. On the basis of these results, it can be
concluded that OHI'S can lead to both more and | ess satisfaction
with the consultation, depending on the mediation of the number
of words used by the patient.

Our results indicate that not all patients engage in OHIS. In
particular, lower educated patients search less for health
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information online. This is in line with previous research in
which education has been shown to positively influence OHIS
[92]. Therefore, concernsraised almost 20 yearsago by L enhart
et al [31,93] regarding the digital divide still appear to bevalid.
As our findings suggest that OHIS is related to patient
participation and satisfaction with the consultation, it can be
seen as problematic that agroup of patients still does not engage
in OHIS.

Our results show different relations between the different
measures of patient participation and OHIS. First, our results
seem to suggest that patients who engage in OHIS are inclined
to use more words during the consultation, which, inturn, results
in greater satisfaction with the consultation. This mediation may
occur regardless of the reaction of the health care providers.
However, satisfaction with the consultation might also be
influenced by the interplay between the patient and health care
provider. For example, patient participation can elicit aresponse
in the health care provider, for example, discussing more
information during consultations [94-96]. On the other hand,
the health care provider may disregard the patient’sinput, which
is more in line with studies that have shown health care
providers to insufficiently meet the patient’s needs [93-95]. If
the relative contribution of the patient is higher, it could mean
that even though the patient uses more words, the health care
provider does not respond to the patient’s input. This could
explain why an increasein the relative contribution of the patient
to the consultation is related to a decrease in satisfaction with
the consultation.

Second, the undemonstrated relation between OHIS and the
expression of questions and assertions contradicts previous
research, suggesting that OHIS facilitates patients to express
their needs and concerns [97-99]. One reason for this could be
that online health content is often incorrect, incomplete, and
biased [97] and is usually experienced by patients as difficult
to comprehend [97-99]. If patients engage in OHIS but find
information that confuses them, this might inhibit their
expression of questions or assertions. In particular, if patients
do not feel empowered and confident during the consultation,
they might ask fewer questions and express less assertions. It
might also be possible that patients did not find the right
information to support them in asking questions or expressing
assertions or that OHIS fulfilled patients’ information needs
and already answered questions patients had. This could have
resulted in patients asking fewer questions during consultations.
On the other hand, finding ambiguousinformation online could
also lead to confusion resulting in patients asking more questions
during the consultation. We swiftly examined the content of the
transcripts to obtain a better understanding of the differences
in relations between OHI S and the separate indicators of patient
participation. The transcripts showed that patients who used
more words but did not express more questions and assertions
mostly engaged in small talk and discussed side issues unrel ated
to their ongoing situation. This implies that patients who are
more active in OHIS are also more active during consultations
in terms of using more words; however, the information they
found online did not seem to empower them enough to express
treatment-related questions or assertions.
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We expected that OHIS would result in less anxiety after the
consultation (H2a), viamore patient participation, but our results
did not support this. The fact that OHIS did not influence the
expression of questions and assertions might explain why we
also did not find an indirect relation between OHI S and anxiety
via patient participation, as feelings of anxiety could not be
partly dismantled by discussing them with the health care
provider.

The aforementioned line of reasoning may also explain why
OHIS did not lead to better information recall, indirectly via
patient participation. By not expressing questions or assertions,
but just talking more about other subjects, more information
was added to the consultation. The amount of information this
added to the consultation could have overshadowed the most
important information about the diagnosis and treatment.
Previous research has shown that the amount of information
discussed during a consultation can negatively influence recall
of the information discussed [88].

Strengths

This study is, to the best of our knowledge, the first to show a
significant mediation of OHIS on satisfaction with the
consultation via patient participation. Established models
regarding theinfluence of OHIS on patient participation mainly
focused on the ways in which patient participation can be
increased by OHIS, for example, by increasing knowledge and
feelings of empowerment [62], or how patient participation can
influence patient outcomes [31,84,93]. Our findings help to
connect and extend these models by linking these 2 processes
together, considering both the influence of OHIS on patient
participation and the relation between patient participation and
patient outcomes.

A distinguishing feature of this study was the participants.
Including newly diagnosed cancer patients is challenging
because of the emotional burden the patients face. Therefore,
another strength of this study isthat we succeeded in collecting
these data in a vulnerable population. The fact that this is a
multicenter study, with participating patients being treated in 1
of 6 Dutch hospitals, madeinclusion of the patients even harder.
Although thisisbeneficial for the external validity of the study,
differences occurred in the recruitment process between the
hospitals and inclusion was more troubled in some hospitals
than in others, resulting in varying inclusion rates between
hospitals.

Limitations and Future Research

First, patient participation was operationalized using only
guantitative measures. Therefore, we could only draw
conclusions based on the quantity of patient participation and
not on the quality of patient participation. Future research should
aso qualitatively address patient participation during
consultations to gain more insight into the content of patient
participation. In addition, only the utterances of the patients
were analyzed. The utterances of health care providers were
only included in terms of relative contribution to the consultation
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but not in terms of content. Asit seems plausible that patients
communication is dependent on the interplay between the
partakers in that consultation [31,84,92], it is advisable to
analyzethe behavior of all partiestaking part in the consultation
in future research. In addition, only behavioral measures were
used in this study to measure patient participation. Adding
measures of perceived participation would be aval uable addition
and is, therefore, recommended for future research.

A limitation that could have influenced the relations with
information recall is that in this study, the number of recall
guestions was based on the amount of information the patient
received from the health care provider during the consultation.
This means that the more information was provided, the more
recall questions the patient had to answer. The amount of
information is known to be negatively related to the ability to
correctly recall thisinformation [100,101], and ahigher number
of questions can mean ahigher chance of making mistakes. The
researchers of this study deliberately chose to tailor the recall
guestions to the consultations of each separate patient because
asking a fixed set of recall questions meant asking questions
about topicsthat were not discussed with the patient, which was
seen as unethical. Researchers can decide on asking amaximum
number of questions per topic in the case of long consultations.

Finaly, as our results show that OHIS does not lead to
expressing questions or utterances, we encourage researchers
to further investigate the effects of other types of online health
information, such as online tools specifically developed and
offered to patients. Previous research has shown that online
health information developed and offered to a specific patient
population, including preparatory tools such as question prompt
lists or information tailored to a patient’s situation, can be
effective in increasing patient participation [99,100].

Practically, as we see a relation between some measures of
patient participation and satisfaction, but not al, this study
shows the importance of providing patients with the right tools
to search for online health information that stimulates
participation by means of expressing questions and utterances
during consultations. In particular, because OHIS can aso
increase worry and confusion [27,30,63], health care providers
are advised to guide patients with clear instructions on how to
search for information online. For example, hospitals could
provide patientswith flyers, including information about which
websites are reliable and which websites are not.

Conclusions

This study showed that younger patients, higher educated
patients, patients who experience more cancer-related stress,
and patients with a monitoring coping style are more likely to
engage in OHIS. OHIS is positively related to the patient’s
absolute contribution during a consultation, which, in turn,
resultsin the patient being more satisfied with the consultation.
The results are an important addition to established models
regarding the influence of OHIS.
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Abstract

Background: Advancesin information technology have paved the way to facilitate accessibility to population-level health data
through web-based data query systems (WDQSs). Despite these advances in technology, US state agencies face many challenges
related to the dissemination of their local health data. It is essential for the public to have accessto high-quality data that are easy
to interpret, reliable, and trusted. These challenges have been at the forefront throughout the COVID-19 pandemic.

Objective: The purpose of this study isto identify the most significant challenges faced by state agencies, from the perspective
of the Behaviora Risk Factor Surveillance System (BRFSS) coordinator from each state, and to assess if the coordinators from
states with aWDQS perceive these challenges differently.

Methods: We surveyed BRFSS coordinators (N=43) across all 50 US states and the District of Columbia. We surveyed the
participants about contextual factors and asked them to rate system aspects and challenges they faced with their health datasystem
on aLikert scale. We used two-samplet tests to compare the means of the ratings by participants from states with and without a
WDQS.

Results: Overall, 41/43 states (95%) make health data available over the internet, while 65% (28/43) employ a WDQS. States
with a WDQS reported greater challenges (P=.01) related to the cost of hardware and software (mean score 3.44/4, 95% CI
3.09-3.78) than stateswithout aWDQS (mean score 2.63/4, 95% Cl 2.25-3.00). The system aspect of standardization of vocabulary
scored more favorably (P=.01) in states with a WDQS (mean score 3.32/5, 95% Cl 2.94-3.69) than in states without a WDQS
(mean score 2.85/5, 95% Cl 2.47-3.22).

Conclusions:  Securing of adequate resources and commitment to standardization are vital in the dissemination of local-level
health data. Factors such as receiving data in a timely manner, privacy, and political opposition are less significant barriers than
anticipated.

(J Med I nternet Res 2021;23(7):€16750) doi: 10.2196/16750

KEYWORDS
web-based data query systems, WDQS; health data; population health; dissemination of local health data

opportunities to disseminate local level health data more
efficiently [1,2]. The growth of theinternet, mobiletechnologies,

Itiswidely acknowledged in the public health field that progress  tificial intelligence, and other technological advances have
in information technology has paved the way for exciting enabled health information to become more easily accessible
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and widely available to a broader population [2-4]. There has
been growing enthusiasm for the application of big dataand its
utility in public health, particularly for population-level health
data [5]. Access to high quality population-level health datais
essential for public health, asit informs us of disease tracking,
health problems, and health surveillance at the subpopulation
level [6,7]. Hedlth informatics has enabled public health
practitionersto assess public and population health information
by accurately combining data from a wide range of disparate
sources [7]. Despite the vast advances in technology, there are
many challenges associated with availability of high-quality
population-level health data [7,8]. These problems have been
even further exacerbated during the COVID-19 pandemic, as
there is a lack of consistency in the data and their reporting
[9,10].

Aseach US state isresponsible for its own health surveillance,
decisions regarding technology implementation have varied
from stateto state[11]. One popular optionisfor state agencies
to design and develop dynamic web-based data query systems
(WDQSs), which alow users to customize data queries by
choosing data sets, variables, measures, and the format for
presenting query results [12]. There are many benefits to
WDQSs, as state agencies are able to respond to data requests
in atimely manner, provide data to a broader population, and
contribute to the devel opment of community health assessments
and policy decisions [13]. Another popular option is for states
to make static reports availabl e to the public on the World Wide
Web. Static reports are generally manually compiled by staff
and are available in formats such as PDF, Microsoft Excel, and
HTML. Static reportslimit user choiceto precal cul ated statistics
and do not allow users to choose parameters for a query [14].
Given the advances in information technology, deployment of
these outdated technologies, which can be difficult to use and
plagued by missing or incomplete data, by US states is
unfortunate[15]. In the private sector, industries such asfinance
have been successful in maximizing the potential of theinternet,
as changes in stock prices are made available within seconds
to end users.

WDQSs were first implemented in the late 1990s, as states
developed systems in which queries could be specified and
results returned on the World Wide Web without requiring any
additional software [12]. At thetime, strong efforts were being
made to achieve data liberation and use of open-source
information technology solutions and collaboration to promote
public health [15]. Collaboration has contributed to states
sharing developments, ideas, and knowledge to meet a variety
of public health assessment needs [16-18]. To reduce the cost
burden, there has been a push toward open-source software,
which costs little or no money to procure [19]. Open-source
code can be easily shared, and its key benefits include free
redistribution, inclusion of source code, easy modification of
the code, and lack of need for an additional license [20]. For
example, in 2000, Utah's legacy Indicator Based Information
System—Public Heath (IBIS-PH) was developed using
open-source code, and states such as New Mexico and Kentucky
adopted the system within thefirst few years of its development.
However, over the last decade, efforts toward WDQS
implementation have stalled, and progress has slowed. Public
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hedlthisat risk of falling behind from atechnological standpoint
[21]. Despite the significant advances in technology, including
faster processors, improved bandwidth, and lower cost of
storage, state agencies commonly face data sharing barriers
between organizations within their state [21]. The purpose of
this study wasto investigate the barriersfaced by state agencies
to the implementation of WDQSs from the perspectives of
Behavioral Risk Factor Surveillance System (BRFSS)
coordinators from each state. We aimed to understand how
challenges and perceptions of systems differ between statesthat
have implemented a WDQS and states that have not. We
hypothesized that the perceptions and challenges reported by
the BRFSS coordinators would vary across states because of
the coordinators' significance in releasing health data and their
role in technology decisions in their states [14].

Methods

Study Design and Sampling

We designed and administered a web-based questionnaire to
BRFSS coordinators from all 50 states and the District of
Columbia (n=51). The BRFSS, established in 1984, is a
health-related telephone survey that collects state datafrom US
residents in all 50 states regarding their health-related risk
behaviors, chronic health conditions, and use of preventive
services. The BRFSS coordinator in each state is responsible
for gathering information about health behaviors and is
responsible for the management and oversight of the BRFSS
survey [22,23]. First, we queried the coordinators on how states
disseminate their data. In January 2015, each prospective
participant was sent an invitation letter by US Mail. We found
thenames and contact information of al the BRFSS coordinators
on the US Centers for Disease Control and Prevention website
[24]. The |etter provided details of the study and indicated that
participation was confidential, as the results would not be
disclosed to anyone except the study staff. The letter specified
that the coordinators’ participation was voluntary and that they
could withdraw at any point of the survey. Each participant was
sent a follow-up email containing a link to the survey with a
secure user name and password within 1-2 weeks upon receipt
of the letter.

We queried the participants on the basic characteristics of their
data dissemination, including how their health data are
disseminated, which technology is used, and which types of
data are available. We asked, “Does your state present health
data over the internet?’ and participants answered yes or no.
We also queried if their state presents data using an interactive
WBQS, which types of dataare publicly available (eg, BRFSS,
births, deaths), and finally, which path they took to develop
their software (eg, in-house, adopted from an outside vendor).
We also asked participants to rate the level of challenges they
face regarding the dissemination of their dataon a4-point Likert
scale (1, not at al chalenging; 2, not very chalenging; 3,
somewhat challenging; 4, very challenging). A Likert scaleis
a set of statements (items) offered for a hypothetical situation
under study, in which participants are asked to show their level
of agreement (eg, strongly agree, somewhat agree). We
presented 2 to 4 questions for three different categories. cost,
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staffing and support, and other challenges. We then asked the
coordinators how they would rate various system-rel ated aspects
of their health data systems. They were presented alist of items
and rated each item on a 5-point Likert scale (1, poor; 2, fair;
3, good; 4, very good; 5, excellent). For the system aspects, 3
to 4 questions were presented for each category, including
website performance, data quality, and accessibility and support.

Data Analysis

We obtained descriptive statistics and profile characteristicsfor
the participants from each state. We also compared the means
of theratings of participants from states that have implemented
aWDQS and from states that have not implemented aWDQS.
The means were compared using two-sample t tests between
states with and without aWDQS, with P<.05 used as the level
of significance.

Table 1. Profile of health data characteristics at the state level (n=43).

Ahuja& Asdtine Jr

Ethics Approval and Consent to Participate

Ethics approval for the study protocol was received from the
Human Subjects Protection Office at the University of
Connecticut Health Center.

Results

Profile characteristics at the state level can be found in Table
1. A total of 43 of the 51 coordinators completed the survey,
for an overall response rate of 84%. Of the 43 participants, 42
completed the web-based survey, while 1 participant compl eted
the survey over the telephone. Of the 43 states, 41 (95%) had
some form of health data available on the web, while 28 (65%)
reported having implemented aWDQS. Dataavailableincluded
BRFSS (33/43, 77%), births (31/43, 72%), deaths (30/43, 70%),
lead screening (5/43, 12%), and hospitalizations (4/43, 9%).

Characteristic and responses

Value, n (%)

Health data are made available on the internet
Yes

No

41 (95)
2(9)

Health data are made available using an inter active web-based query system

Yes

No
Types of data that are publicly available®

BRFSS
Births
Desaths
Lead screening
Hospitalization
Softwar e development path
In-house
Outside vendor
Adopted from another state

Off the shelf commercial software

28 (65)
15 (35)

33(73)
31(72)
30 (70)
5(12)
4(9

13(37)
8(19)
6 (14)
4(9

3\iore than one response is acceptable for this question, as a state may have multiple data sources.

PBRFSS: Behavioral Risk Factor Surveillance System.

We report the mean ratings for the challengesfaced and system
aspectsin Table 2. On a4-point Likert scale, participants rated
the cost of system development (mean score 3.33),
consultants/'vendors (mean score 3.05), and the cost of
hardware/software (mean score 2.89) as the most challenging.
The overall mean scorefor all challengesfaced was 2.68 on the
4-point Likert scale. Participants reported the lack of political
support (mean score 1.77) and issues with data privacy (mean
2.55) as less of a challenge. We analyzed the mean results of

https://www.jmir.org/2021/7/€16750

the reported challenges between states with and without a
WDQS (Table 2). Participants from states without a WDQS
reported the cost of hardware and software to be a greater
challenge than those from states with a WDQS (mean score
3.55, 95% CI 3.09-3.78, vs mean score 2.63, 95% Cl 2.25-3.00;
P=.01). System aspects were rated higher (P=.01) for the
standardization of vocabulary by participants from states with
a WDQS (mean 3.32, 95% CI=2.94-3.69) versus those from
states without a WDQS (mean=2.85, 95% CI 2.47-3.22).

JMed Internet Res 2021 | vol. 23 | iss. 7| e16750 | p. 3
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Table 2. Participant ratings of challenges faced by state agencies and of system aspects (N=43).
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Grouping and item Overall mean  \yjth wDQSP (n=28), ~ Without WDQS (n=15),  p yqjye’
score? mean (95% Cl) mean (95% CI)
Challenges faced (scored on a 4-point Likert scale)
Cost
Cost of system development 3.33 3.05(2.68-3.41) 3.6 (3.28-3.91) .06
Cost of hardware/software 2.89 2.63 (2.25-3.00) 3.44 (3.09-3.78) 01¢
Cost of vendors/consultants 3.06 2.93(2.44-3.41) 3.25(2.63-3.86) A2
Staffing and support
Lack of internal information technology staff 297 2.90 (2.37-3.42) 3.10 (2.48-3.71) .67
Help desk support 2.60 2.40 (1.80-3.02) 3.00 (2.25-3.74) 27
Lack of trained staff who understand the data 2.62 242 (1.98-2.85) 3.00 (2.49-3.50) A2
Receiving datain atimely manner 2.40 2.36 (2.07-2.76) 2.42 (1.98-2.85) .85
Other challenges
Privacy 2,55 2.37 (2.06-2.67) 2.9 (2.28-3.51) 11
Political opposition 1.77 1.6 (1.10-2.11) 2.14 (1.47-2.80) 23
System aspects (scored on a 5-point Likert scale)
Website usability
User-friendliness 315 3.15(2.73-3.56) 3.00 (2.69-3.32) .64
Website performance 3.34 3.54(3.15-3.93) 2.92 (2.47-3.36) .06
Standardization of vocabulary 3.14 3.32(2.94-3.69) 2.85(2.47-3.22) .01
End user satisfaction 3.03 3.37 (2.89-3.84) 2.40 (2.08-2.71) 11
Data quality
Availability of race, gender, and other socia determi-  3.91 4.05 (3.63-4.46) 3.64 (3.24-4.03) A1
nants
Quality of data 3.90 4.00 (3.62-4.37) 3.69 (3.28-4.09) 33
Breadth of data 333 3.42(2.96-3.87) 3.15(2.71-3.58) 46
Ability to link to multiple data sources 281 3.28 (2.57-3.98) 1.75 (1.26-2.24) .01
Accessibility and support
Accessibility to researchers 3.67 3.92 (3.56-4.27) 3.15 (2.66-3.63) .06
Accessihility to nonresearchers 3.58 3.76 (3.39-4.12) 3.23(2.69-3.76) A1
Timeliness of support requests 3.53 3.68 (3.28-4.07) 3.27 (2.73-3.80) .23

#The overall mean score represents the full sample.
b\NDQS: web-based data query system.

“Two-sample t tests were used to compare the mean scores between states with and without a WDQS.

ditalic text indicates statistical significance at P<.05.

Discussion

To our knowledge, thisisthe first national study to investigate
barriers faced by state agencies to the dissemination of their
health data using informantsin key roles. Thefindingsrevealed
that BRFSS coordinatorsrated their systems more favorably in
states where a WDQS was implemented. Interestingly, despite
the high cost of technology, staffing, implementation, and
maintenance of technology-based systems and other factors,
BRFSS coordinators from states that implemented a WDQS
perceived their systems more favorably. We hypothesize that

https://www.jmir.org/2021/7/€16750
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these findings are indications of a favorable assessment of the
cost-benefit ratio of implementation of technology-based
systems relative to low-cost health data systems. Adequate
staffing and funding for state health data systems is lacking,
which has impeded or dowed progress or hated data
dissemination efforts in these states [25,26]. Our findings are
more important than ever, given the reliance of society on
trusted, reliable, and accurate public health data [27,28].

Prior research has indicated that organizations are reluctant to
share their data due to organizational, technical, and political
barriers [15]. In the current study, respondents reported that
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state agencies are generally willing to share their data and do
not perceive political barriers as a significant challenge to data
sharing. However, these findings should be taken with caution,
as there may be bias because these perspectives were based
exclusively on the experience of BRFSS coordinators, which
may not be representative of that of other key stakeholders
across states. Respondents al so reported lack of interoperability
between systems, as datamay be transmitted in formatsthat are
incompatible with the originating system. These findings are
inlinewith prior work, in which it was reported that departments
lack adequate staffing and resources to profile, “cleanse,” and
mani pul ate these data so they are usable [15,29]. If data are not
usable, they have limited utility and do not create significant
opportunitiesfor public health research. According to the latest
Public Health Workforce Interests and Needs Survey (PH
WINS), a nationally representative survey of the public health
workforce, state agencies lack adequate trained staff who are
able to handle and interpret these data [30,31]. Public health
agencies are lacking workers in areas such as data-informed
decision-making, health informatics, and data quality, which
are essential in the dissemination of public health data[30-32].

Our findings should be interpreted with certain limitations in
mind. First, the results may not be generalizable beyond the
perspective of the BRFSS coordinator in each state. As each
state may have multiple stakehol derswho have avested interest
in the WDQS, the opinion of the BRFSS coordinator may not
be representative of the consensus from that state. Secondly,
our study may reflect bias, as BRFSS coordinatorsin stateswith
a WDQS may rate their systems higher due to the additional
investments states have made in thistechnology. Third, because
the study includes a small number of participants, there is
insufficient statistical power to detect small differencesinratings
among states with and without a WDQS. Fourth, as BRFSS
coordinators from 7/51 states (14%) did not respond to the
survey, there may be systematic bias related to the missing
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information from these states. The reasons that the BRFSS
coordinators from those states refused to participate are also
unknown. Fifth, questions may be interpreted differently from
one state to the next. Web-based expertise and technical maturity
may also vary from one state to another, depending on their
experience. Finally, athough measures such as quality,
timeliness, satisfaction, and access were assessed for multiple
constructs, their definitions were not presented in the survey.
Respondents may have interpreted these measures differently,
potentially resulting in bias. For example, the definition of
“quality” may be perceived differently from one state to the
next. Despite these limitations, the current study is, to our
knowledge, thefirst to compare system ratings and assessments
of challenges to presenting health data to the public among
states with more primitive versus more advanced data systems.
Directions for future research include more comprehensive
efforts to evaluate the utility of WDQSs, as evidence of their
usefulness and their potential impact on public health may help
justify the additional expenditures required. Additionally, it is
recommended that state agencies aim toward collaboration and
investigate open-source software options. This model has been
successful in the clinical setting. For example, open-source
software has been adopted by severa hospitals and clinics. A
similar model can be applied for future WDQS devel opment,
as states should aim to collaborate and work toward building
robust systems that are easy adoptable. In summary, it is
important to design systemsthat facilitate accessto local health
data; these data provide information regarding health challenges
at the subpopulation level, which will ultimately help guide
future public health research. These problems have been at the
forefront during the COVID-19 pandemic [33,34] and should
be urgently addressed moving forward.
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