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Abstract

Background: Over the recent decades, Vietnam has attained remarkable achievements in all areas of health care. However,
shortcomings including health disparities persist particularly with a rapidly aging population. This has resulted in a shift in the
disease burden from communicable to noncommunicable diseases such as dementia, cancer, and diabetes. These medical conditions
require long-term care, which causes an accelerating crisis for the health sector and society. The current health care system in
Vietnam is unlikely to cope with these challenges.

Objective: The aim of this paper was to explore the opportunities, challenges, and necessary conditions for Vietnam in
transforming toward a patient-centered care model to produce better health for people and reduce health care costs.

Methods: We examine the applicability of a personalized and integrated Bespoke Health Care System (BHS) for Vietnam using
a strength, weakness, opportunity, and threat analysis and examining the successes or failures of digital health care innovations
in Vietnam. We then make suggestions for successful adoption of the BHS model in Vietnam.

Results: The BHS model of patient-centered care empowers patients to become active participants in their own health care.
Vietnam’s current policy, social, technological, and economic environment favors the transition of its health care system toward
the BHS model. Nevertheless, the country is in an early stage of health care digitalization. The legal and regulatory system to
protect patient privacy and information security is still lacking. The readiness to implement electronic medical records, a core
element of the BHS, varies across health providers and clinical practices. The scarcity of empirical evidence and evaluation
regarding the effectiveness and sustainability of digital health initiatives is an obstacle to the Vietnamese government in
policymaking, development, and implementation of health care digitalization.

Conclusions: Implementing a personalized and integrated health care system may help Vietnam to address health care needs,
reduce pressure on the health care system and society, improve health care delivery, and promote health equity. However, in
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order to adopt the patient-centered care system and digitalized health care, a whole-system approach in transformation and
operation with a co-design in the whole span of a digital health initiative developing process are necessary.

(J Med Internet Res 2021;23(6):e24601) doi: 10.2196/24601
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Introduction

Overview
Following broad economic reforms known as Doi Moi in 1986,
Vietnam has attained remarkable health care improvement,
reflected in core health indicators [1]. From 1988 to 2018, life
expectancy at birth increased from 69.9 years to 75.3 years,
under-5 mortality rate decreased from 56‰ to 20.7‰, and infant
mortality reduced from 39.6‰ to 16.5‰ [2]. Health care
expenditure gradually increased and was forecasted to triple
from US $15.6 billion in 2018 to US $42.9 billion in 2028 [3].
Despite these improvements, the health care system still faces
significant challenges including wide disparities in health and
growing health care costs. The disparities in core health
indicators are particularly observed between urban and rural
residents, across different regions, and among population groups
[4]. For example, the maternal mortality ratio and infant
mortality rate in some mountainous areas are 3 to 4 times higher
than those in lowland and urban areas and almost double the
national average rates [4].

Vietnam is undergoing a dramatic demographic transition
resulting in an aging population. The number of people aged
65 years and over is estimated to increase from 10% of the
population in 2015 to 28% in 2050 [5]. The combination of an
aging population, increased industrialization, and changes in
population lifestyle have created a double disease burden, with
a shift from communicable to noncommunicable diseases
(NCDs). Specifically, the mortality rate caused by NCDs rose
from 45.5% in 2010 to 77% in 2016 and is projected to climb
[3,4,6]. The double disease burden means that Vietnam is facing
more costly health conditions such as dementia, cancer, and

multimorbidity. In addition to this, the country still faces
significant burden of infectious conditions and a number of new
epidemics such as COVID-19. These health challenges must
be addressed using a systemic approach by the whole
government of Vietnam to improve health for its population.

To improve health care problems and the health status of the
population, there is a critical need for a well-functioning health
care system that can deliver services equitably and efficiently
[7]. The World Health Organization (WHO) developed an
evidence-based building blocks framework as a tool to help its
member states analyze their health care systems. This framework
allows nations to consider the multifaceted nature of their health
systems and interdisciplinary and multilevel responsibility in
health care [7]. The WHO framework assesses health systems
using 6 core components or building blocks. Each building
block and its indicators were initiated by a group of agency
representatives and technical experts, shared broadly with
country experts, and followed by evaluations through a series
of case studies and reviews of country experiences [7]. These
components focus on the key chains of the monitoring and
evaluation framework developed by the International Health
Partnership, namely inputs, processes, and outputs [8]. The
relation between the 6 building blocks and this monitoring and
evaluation framework is summarized in Figure 1. In the
following section, the 6 building blocks and corresponding
indicators are used to describe Vietnam’s health care system,
comprising financing and health workforce components (inputs
and processes), medical products, technologies, and service
delivery components (immediate outputs), and cross-cutting
components: leadership/governance and health information
systems [7].

Figure 1. Health system strengthening: relationship between the World Health Organization building blocks (6 core components, top) and International
Health Partnership monitoring and evaluation framework (inputs, processes and outputs, bottom).
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Health Care System in Vietnam

Health Financing
Health financing is a key building block in a national health
system, largely influencing the inputs, thus affecting the
availability, affordability, and accessibility of health services.
A good health financing system should move toward universal
health coverage, where all people have access to needed health
services without financial hardship. This could be achieved
through increasing total health expenditure (THE) and
decreasing the proportion of households facing financial
catastrophe as a result of out-of-pocket payments (OPP) [7].

With multiple health financing reforms, Vietnam’s THE per
capita increased from US $14 in 1995 to US $113 in 2014
[9,10], thus within the internationally defined range and enough
for universal coverage of key health interventions [7]. The
increase in public health expenditure (mainly comprising state
budget [11] and social health insurance [12]) has increased
health care coverage for some groups including the poor, ethnic
minorities, under–6-year-old children, over–80-year-old people,
and socially vulnerable groups through the government’s
subsidized schemes [13]. However, patient OPP remained high,
accounting for 40.8% of THE in 2015, which was higher than
that of other countries in the Asia Pacific region and the WHO
recommended level [10,11]. The high OPP led to catastrophic
expenditure and pushed many Vietnamese families into poverty,
resulting in health care inequity [14,15]. The current model of
the health care system and financing needs further reforms to
address a surge in health care expenditure caused by the aging
population and shifting disease pattern in Vietnam.

Health Workforce
The health workforce is another key building block to provide
inputs and processes to the monitoring and evaluation chain of
health systems. The ability of a country to meet its health goals
largely depends on people in charge of organizing and delivering
health services. Evidence of the direct and positive link between
numbers of health workers and population health outcomes has
been demonstrated in several studies [16,17].

The health workforce in Vietnam has gradually improved in
both quantity and quality. The number of doctors and
pharmacists increased from 7.2 and 1.76 per 10,000 people in
2010 to 8.0 and 2.2 per 10,000 people in 2015, respectively [4].
In 2015, 65% to 95% of the health facilities and about 90% of
the health workers in hospitals at central and provincial levels
were licensed [4]. Despite this significant improvement,
Vietnam’s health workforce was still insufficient to meet staffing
norms and clinical needs [4] and inappropriately distributed
across regions and levels/areas of care. The aging population
and shifting disease burden to those requiring long-term care
for chronic NCDs are likely to lead to severe shortages in health
resources, which occur in highly specialized fields such as
cancer, palliative care, and mental health and in hard-to-reach
areas such as North West, Central highlands, and Mekong Delta
regions [4,18-20]. The mountainous and remote areas lack not
only specialists trained in advanced diagnostic and treatment
approaches but also standard medical and diagnostic equipment,
which diminishes the quality of health care services in these

areas compared to urban regions [4]. This wide disparity in
health care between the rich and the poor, urban and rural, is
demonstrated in the disparity of core health indicators such as
life expectancy at birth and infant and under-5 mortality rates
[4].

Overcrowding in health facilities, especially in urban and
specialized hospitals, is a main cause of health worker
exhaustion. Nearly one-fifth of Vietnamese clinical nurses
experienced burnout and occupational stress [21]. Clinician
burnout directly reduces the quality of life of clinicians and
adversely affects the quality of care to patients. It also indirectly
contributes to the reduction of health staffing [22]. Hence, a
vicious negative cycle for Vietnam’s health sector is created.

Health Service Delivery
Health service delivery is reflected in the availability and
readiness of services across the health care continuum. Vietnam
has achieved significant service improvement in health care:
for example, the ratio of hospital beds per 10,000 people
increased from 21.5 in 2011 to 24.0 in 2015 [4]. The hospital
quality management system was established in 2013 and
available in 55.4% of hospitals throughout the country in 2015
[23].

Service provision is immediate outputs of the inputs into the
health system such as financing, workforce, procurement, and
supplies [7]. It will be difficult to achieve the outputs if the
inputs are insufficient. Even if the inputs are adequate, whether
the outputs are obtained depends very much on the efficiency
of the health system’s functioning. According to Bentley et al
[24], there are 4 key inefficiencies: duplication of services,
inefficient processes, overly expensive inputs, and medical
errors. All of these forms of inefficiency occur in Vietnam’s
health sector.

Vietnamese patients’ laboratory tests and results are not usually
archived at medical facilities or shared between different health
care providers. This poses a challenge as patients experience
multiple visits to doctors and specialists for the same health
conditions thus leading to duplication of services [3]. Public
hospitals, especially in large cities, are usually overcrowded
with 2 to 3 patients sharing a bed. Limited quality of health care
services at the commune level leads to reduced patient trust in
primary care. Also, if patients use OPP, the health care system
allows them to easily bypass lower level facilities (eg, commune
health stations) and seek health care services in leading tertiary
hospitals in big cities without referrals (ie, inefficient processes),
even just to treat common diseases that primary care is well
equipped to manage (ie, overly expensive inputs) [4,25].
Consequently, higher level hospitals are drained of resources,
while there is waste at lower levels due to underuse [26].
Overcrowding in high-level health facilities is associated with
medication errors. A large prospective study in two urban
hospitals in Vietnam revealed that medication errors occurred
in more than one-third of all medication doses [27].

There are also discrepancies in health service readiness and
quality across areas of health care. Vietnam has an extensive
primary health care system that reaches almost every
administrative jurisdiction and acts as the main entry point to
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public health care. However, grassroots level facilities have
inadequate infrastructure required for basic health care delivery.
For example, only 76% of commune health stations in Dien
Bien province (a Northern mountainous province) have a source
of clean water, and a significant number of district hospitals
lack essential equipment such as child ventilators and
electrocardiograms [28]. Also, there have been increasing
concerns about the equity and quality of basic health service
provisions in primary health care. These limitations were
reflected in key health indicators, with the infant mortality rate
among the ethnic minority population being over 4 times higher
than that of Kinh and Hoa ethnic groups, who mostly live in
urban areas [28].

Access to Essential Medicines
According to WHO, a well-functioning health system should
be able to provide the population it serves with equitable and
affordable access to essential medicines, medical products, and
technologies and use this resource efficiently [7]. However,
published literature consistently reported that medicine prices
in Vietnam were high and unaffordable for many Vietnamese
people [29-31]. A fragmented medical information system
within and between health care and other sectors such as General
Department of Vietnam Customs and Ministry of Finance, as
well as a shortage of personnel and resources for enforcing
medicine pricing policies was one of the reasons for their high
price in Vietnam [32]. Because of high medicine prices,
irrational selection and use of medicines, unsustainable
pharmaceutical production and distribution systems, and a lack
of financial support systems for medicine procurement, access
to the right medicines at the times people need them remains a
major challenge for the majority of the Vietnamese people
[33-37].

Health Information
The health information system (HIS) is a crosscutting building
block because it creates a foundation for all decision-making
processes in a health system. Vietnam has achieved significant
progress in this area. A number of health statistics are generated
annually: for example, the Annual Health Statistic Yearbook,
Joint Annual Health Review, and Statistical Yearbook.
Information technology is applied widely in the health
administration and management of all 63 provinces and cities
across the country. Vietnam is also strongly promoting the
development of a health management database for its over 90
million citizens [4].

Vietnam’s HIS, however, still faces a number of issues and
challenges, including data generation, validation, and uses. For
example, data from health care facilities, especially from private
and industrial sectors, are neither timely nor complete.
Information from local death registration is incompatible with
WHO recommendations. There are discrepancies in the quality
of medical records across regions and levels of care, which
creates challenges for continuing health monitoring, disease
prevention and treatment, and management of medical errors
and adverse drug reactions. Even after the data are collected,
the unclear data dissemination mechanism in Vietnam will likely
restrict data use [4]. Given the importance of this crosscutting
building block of the health system, reform is needed to operate

HIS more effectively, especially in the new era of information
technology.

Leadership and Governance
Health leadership and governance is another crosscutting
building block in a health care system. It mediates other building
blocks by connecting all issues surrounding the accountability
of various stakeholders in the system to ensure adequate
resources (finance, workforce, medical supplies, and
information) are available to deliver essential health services.
In terms of health care governance, Vietnam has attained
remarkable progress, demonstrated in the development of a
strong policy framework in health care. The enactment of
important laws and policies, such as health insurance and
pharmacy laws [38,39], and the Health Sector Strategy for
2011-2020 with a Vision to 2030 [40] provided a solid
foundation and led to the formation of regulations, guidelines,
initiatives, and plans in these areas. The organizational structure
of Vietnam’s health system has been adjusting to meet health
care needs at various levels, such as establishing information
technology administration at central levels and formally
affirming the function and tasks of community health services
at local levels [4]. Nevertheless, health policies in Vietnam are
sometimes overlap, inconsistent and lack evidence. Lack of
detailed plans and information cause difficulty for the effective
implementation of policies. Additionally, insufficient sanctions
and a weak inspection network for policy enforcement are also
shortcomings of Vietnam’s health care governance [4].

In summary, Vietnam has attained significant achievement and
improvement in all 6 areas of the health system framework.
However, shortcomings persist. To address all these systemic
challenges and achieve optimal and equitable health outcomes
for the population, the Vietnamese government must consider
adapting the current model of health care operation to meet
rapidly changing population trends, patterns of disease, and
health care needs and use existing resources more efficiently
while improving health infrastructure. The application of digital
health technologies to underpin the health care system
transformation is critical to success [41]. “The use and scale-up
of digital health solutions can revolutionize how people
worldwide achieve higher standards of health and access
services to promote and protect their health and well-being”
[42]. As in many other countries, Vietnam’s health care system
will need to be migrated to the patient-centered care model,
which focuses on patients and their particular health care needs,
and patients will need to be empowered to become active
participants in their care to optimize health and economic
outcomes [43]. This study was conducted to explore the
opportunities, challenges, and necessary conditions for Vietnam
in transforming toward a patient-centered care model to produce
better health for people and reduce health care costs.

Methods

Approach
In this paper, we explored a Bespoke Health Care System (BHS)
developed by Schofield et al [44] as an ideal example of a
comprehensive patient-centric care model. The current
Vietnamese digital health and health care landscape was
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examined using a strength, weakness, opportunity, and threat
(SWOT) analysis to argue for the potential of developing a BHS
in Vietnam. We then discuss necessary and sufficient conditions
and challenges for Vietnam in transforming toward this
patient-centered care model to produce better health for people
and reduce health care costs.

Bespoke Health Care System
In 2019, Schofield et al [44] first introduced the concept of the
BHS in the context of Australian health care, which has been
adapted to other contexts [45,46]. The development of the BHS
was based on the pedagogical model of flipping the classroom
in modern education [47] and its application in health care [48].
In Australia, this approach has been applied by many health
professionals [47]. Patients were equipped with necessary
knowledge before consultations. Therefore, the consultation
time was effectively used to solve health problems and make
joint decisions [47]. The core component of the BHS is
“increasing patient involvement in health care decisions and
self-management assisted by the use of technology” [49]. In
this model, patients will be educated about their illness and
management options, flipping their role from passengers to
drivers to manage their own health care, with clinicians playing
more of a support role being the “guide by the side.” Although
the BHS was proposed as an ideal comprehensive patient-centric
care system with several advantages and benefits, there is no
one-size-fits-all approach. Novel health care solutions will work
best when they are adapted to suit a country’s specific conditions
and have broad-based acceptance among the community, health
care providers, and government agencies.

SWOT Analysis
The SWOT analysis has been used widely in policy research to
provide policy makers with a sound basis for strategy
development and formulation and identify new avenues for
national health care reform [50]. The technique examines 4
parameters: strengths, weaknesses, opportunities, and threats.
In this paper, strengths and weaknesses refer to internal factors
of the proposed BHS that place it at an advantage or
disadvantage over the current Vietnamese health care system,
respectively. Opportunities and threats refer to external factors
to the BHS that support or prevent it from being adopted in
Vietnam.

Results

Strengths
The BHS brings a number of potential benefits to a health care
system. First, the BHS proposes integrating electronic medical
records (EMRs) into a patient-centered management platform.
Currently, EMRs act as passive information depositories mainly
for the purposes of health data storage or analysis. In the
proposed BHS, every person would have their EMR containing
all relevant personal and medical information that is shared
across health care providers. As such, relevant health workers
and agencies would have access to patients’ real-time health
information, saving time in managing people’s health, saving
costs of unnecessary or duplicated examinations and laboratory
tests, and reducing medication errors. Studies have revealed

that one-fifth of medical errors were due to insufficient patient
medication information [48,51]. Clinical access to patients’
real-time health information would enable tailored precision
and holistic health solutions for individuals.

Second, the BHS proposes that the EMR is an active tool in
promoting optimal health management. The proposed platform
would remotely track symptoms, prompt patients to perform
routine screening tests, allow patients to book medical
appointments and remind them to attend, and provide scheduled
reminders for adherence to medical recommendations. Electronic
prompts and reminder alerts have been shown to assist
individuals in adhering to clinical intervention effectively,
particularly in managing long-term chronic conditions [49].

Third, the BHS serves as an education platform, upskilling
patients and health workers. In the BHS, patients would
optimally be equipped with a comprehensive understanding of
their conditions, treatment options, and self-management
strategies. This is an effective way to empower people to have
greater ownership in managing their health. Additionally,
clinicians would be provided with up-to-date, evidence-based
optimal health care pathways suitable for their specific patients’
conditions. This offers an ongoing mechanism to support
clinicians’continuing professional development using their own
case studies. Moreover, the platform might be used to upskill
patient families and carers, which would strengthen community
care and lessen the health care burden due to staff shortages
[51]. Potentially, the BHS would facilitate reducing the health
inequities in terms of accessing optimal health care, particularly
for the economically disadvantaged or those living in remote
areas.

In summary, adopting the BHS model may assist Vietnam in
addressing the health crisis and achieving the country’s health
care goals in the new decade. This model can increase patient
accessibility to health care facilities and state-of-the-art health
management, including the most vulnerable and hard-to-reach
people, thus enhancing health equity across the country. It can
also increase operational efficiencies for both health care
providers and users, resulting in lessening overcrowded hospitals
and enabling coordinated health care, which is currently missing
[3,52]. Moreover, digital solutions can assist teaching, tertiary,
or specialized hospitals to deliver training or conduct eHealth
consultations with satellite, primary, or secondary hospitals.
Therefore, the quality of health care would be strengthened
across the country.

Weaknesses
Although the BHS model has many strengths, we need to
articulate inherent weaknesses in the model. First, the high cost
and complexity of implementing digital health information
systems, such as EMRs, may be a barrier to broad dissemination.
Second, the digitalization of data and services represents a
potential cybersecurity threat to privacy and trust of people in
a new health care system [3]. Finally, the establishment of
nationwide unique health IDs (unique codes used to identify
individuals within the health care system) often takes time,
especially for socially disadvantaged members of the
community.
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Opportunities
Vietnam has a high-level policy framework (ie, political and
legal environment) supporting the transition toward the BHS.
The 2017 Resolution 20-NQ/TW of the Communist Party of
Vietnam has provided a strategic orientation for reforming the
health care system. This includes systemic implementation of
information technology in management of primary health care,
prevention, disease management, and the establishment of
electronic health records (EHRs) for all citizens that link to their
health insurance card.

Based on this strategic orientation, the Vietnamese Ministry of
Health (MOH) in 2017 set out national goals for the protection,
care, and improvement of people’s health in the period to 2030.
One of the 5 key priorities for action to achieve the national
health care goals was developing human resources, medical
sciences, and technology [4,53]. Since then, a national agenda
for digitalization of the health care system has been driven by
MOH with a number of initiatives that aim to adopt digital
solutions in health care network across the country. Vietnam is
rapidly embracing digital health. Digitalized health care is
perceived as a useful solution that could help to address the
rapidly growing gap between service demand and capacity [44].

To implement health care digitalization, MOH issued Circular
54/2017/TT-BYT regarding assessment criteria for information
technology applications in health care facilities [50] and a plan
to develop smart health care during the period 2018-2025, with
a vision toward 2030 [54]. In this plan, targeted smart health
outcomes were specified, such as development of a national
health care data center, electronic health and medical records,
and electronic government and smart medicine management
systems. Particularly in the field of examination and treatment,
telemedicine is regulated by Circular 49/2017/TT-BYT, which
provides guidelines for a range of telemedicine consultations
in Vietnam (eg, allowing doctors to provide telemedicine
services to patients under certain infrastructure requirements
[55]).

To accelerate the application of information technology in the
health sector, in 2018, MOH issued Circular 46/2018/TT-BYT
regulating EMRs. According to Häyrinen et al [56], EMR was
defined as “a repository of patient data in digital form, stored
and exchanged securely, and accessible by multiple authorized
users. It contains retrospective, concurrent, and prospective
information, and its primary purpose is to support continuing,
efficient, and quality integrated health care.” In the circular,
EMRs include inpatient records, outpatient records, and other
medical records prescribed by MOH, such as traditional
medicine medical records and medical records of abortion. This
is the first time Vietnam has specific guidance for EMR
establishment, use, and management at health care facilities
[57]. As the health care system in Vietnam is centralized under
MOH and provincial health authorities, the integration of EMRs
within the existing system, at least in the 47 central-level
hospitals and possibly also at 419 provincial-level hospitals
[58], will be easier than in countries with a more fragmented
health care system.

The plan for implementing EHRs was approved by MOH in
2019 in Decision 5349/QĐ-BYT [59]. According to this

decision, EHRs are medical documents that record the health
care process of a person from birth to death in the form
prescribed by MOH. This plan guides and directs all 61 cities
and provinces of Vietnam to simultaneously deploy and make
EHRs available for use by 80% and 95% of population in 2020
and 2025, respectively. If this aim is achieved, Vietnam will be
perfectly positioned to adapt and adopt the BHS model. EHRs
may be able to assist every citizen to understand and manage
their health information continuously for life, enabling them to
prevent disease proactively, and actively manage their health
conditions if used as the basis for a BHS. EHRs will also support
physicians in providing health care for people in real time and
according to best practice health care recommendations.
Importantly, EHRs will provide complete, accurate, and timely
data on population health, enabling policy makers to advance
evidence-based health policy and health authorities to examine
the relative efficacy of treatments to manage health care
expenditure more efficiently.

Supportive social and technological environments also place
Vietnam in a good position to adopt advanced digital health
solutions of the BHS. Today, Vietnam is benefiting from a
golden population proportion with 70% of the population being
of working age (aged 18 to 65 years) [6]. This generation is
rapidly embracing new communication technologies. In 2020,
Vietnam was the seventh highest number of Facebook users in
the world [60]. On average, Vietnamese people spend about 7
hours per day on the internet [61]. The high uptake is associated
with a high acceptability of digital technologies by Vietnamese
people. Studies have shown that people’s attitudes toward
mobile health solutions is highly positive. Two-thirds of
Vietnamese youth and adolescents found mobile health apps
useful [62,63].

Online communication is backed by a rapid and strong
development of the country’s information and communication
technology infrastructure: penetration rate of internet access is
67%, which is among the highest in the Asia Pacific region [64],
and 95% of households are now able to use 4G network [3].
Vietnam’s technology infrastructure is also embracing
cloud-based services, which will facilitate innovative and
cost-effective health care delivery solutions. In recent years, a
number of projects have initiated and implemented digital health
services in large urban hospitals, including teleradiology,
teleconsultation, telediagnosis, and videoconferencing. Examples
of these initiatives include raising disease awareness and
encouraging people to adopt heathier behaviors [65-69],
improving accessibility to health care services among
disadvantaged and vulnerable target groups [70-72], and
upskilling health care workers [73-80].

A supportive economic environment has resulted in an increased
need for high-quality health care services and precision
medicine. Strong economic growth with an average annual gross
domestic product growth rate of 6.4% [81] is creating a booming
middle class in the society. It is estimated that this population
will increase sharply from 10% in 2015 to more than 50% in
2035 [82]. The growth in disposable income among digitally
literate, educated, and wealthy individuals creates economic
conditions for higher personal expenditure on easily accessible,
high-quality health care. Public health facilities often do not
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meet their needs due to long waiting times, inadequate
consultation time, overcrowding, and high-occupancy bed rates
[3]. This has resulted in the rapid expansion of a private health
system, which was projected to grow from US $6.6 billion in
2016 to US $8.7 billion in 2020 [83]. Smart solutions that use
big data, cloud computing, and mobile technology are strongly
encouraged to alleviate overcrowded public hospitals and
increase quality health care overall [4].

Together, all these supportive policy, social, technological, and
economic environments provide a good foundation for the health
care system in Vietnam to shift toward innovative models of
care that are being proposed in developed countries, such as the
BHS, which focus on patient-centered care.

Threats
In Vietnam, patient medical records remain paper-based at all
levels of the health care system and currently are required for
legal purposes [84]. Moreover, although electronic
administration management has been adopted in some large
hospitals, the quality of medical records and databases varies
across hospitals and clinics. In most health care facilities, the
medical record system is not centralized [52]. As such, one
patient can have multiple medical records. This is a barrier for
timely medical information exchange and sharing between
hospitals [69]. In addition, the development of EMRs and EHRs,
a precondition for BHS adoption, is still in the early stages
[4,44]. Although MOH has taken initial steps toward the
development of EMR and EHR systems, the readiness to
implement the EMR nationally in real clinical practice still
requires considerable preparatory effort.

First, Vietnam needs to assign a unique patient identifier to
every citizen, which is a core requirement for successfully
introducing EHRs [52]. In 2019, MOH issued Decision
4376/QĐ-BYT, regulating the establishment, use, and
management of IDs [85]. According to the decision, an ID will
be created, comprising two series of numbers separated by a
dot. The first series is the social insurance code of the individual
while the second series is a product of an algorithm of
administrative information including the social insurance code,
full name, date of birth, gender, and place of birth. The social
insurance, however, is a compulsory income protection
insurance for employed people only to fully or partially offset
their income that is reduced or lost due to sickness, maternity,
labor accident, occupational disease, retirement, or death [86].
Although Vietnam has made significant progress in expanding
social insurance coverage in recent years, enrollment rates are
still low, especially in small- and medium-size enterprises due
to multiple barriers such as cost of contribution, lack of trust in
the government system, and administrative factors [87]. Despite
large increases in government subsidies, low enrollment rates
in compulsory social and health insurance still persist [88]. In
May 2020, only 27% of Vietnam’s workforce had social
insurance [89,90], which is far short of the government’s target
of 50% social insurance coverage [87] and 80% health insurance
coverage by 2020 [91,92]. The IDs, when established, therefore,
will only cover a small proportion of the population.

Second, although many health workers and patients are aware
of the advantages of using EMRs and EHRs, there are concerns

about the risks of privacy violation. The Law on Network
Information Security No. 86/2015/QH13, enacted in 2015,
includes a requirement of “providing an adequate level of
protection for personal data, following the technical standards
for protection of personal data.” However, there are no clear
definitions of “an adequate level of protection” and “technical
standards” [93]. As such, there is a lack of regulatory rigor and
sanctions in managing data processors. Strengthening the legal
and regulatory system to protect patient privacy and information
security is fundamental for the success of EMR development
and application.

Finally, since Vietnam is still in the very early stage of health
care digitalization, there is no empirical evidence about the
effectiveness and sustainability of digital health initiatives. Over
the past few years, there have been a growing number of
organizations and health startups delivering digital health
solutions to improve the quality of medical services. For
example, eHospital software, developed by the Corporation for
Financing and Promoting Technology, was first launched in
2000 [94]. This is a comprehensive hospital management system
providing supports to manage all activities relating to patients
in health care facilities. In 2018, eHospital with the application
of the latest 4.0 technologies such as artificial intelligence and
big data was introduced. Until now, this system has been used
in more than 400 hospitals and clinics in Vietnam. [95].

Another example is the Hospital Information System of the
Vietnam Posts and Telecommunications Group, which was
introduced in 2015. This solution with its three levels of
management—state, hospital and patient—aims at supporting
provincial health authorities and hospital managers to make
well-informed decisions for health care improvement and
assisting patients to facilitate and adhere to their health care
appointments online. This allegedly leads to increasing
transparency and reducing overcrowding in health care facilities
[96]. Nevertheless, these initiatives have not been rigorously
evaluated. Lack of evaluation results will prevent the
government from evidence-based policymaking and hinder the
broader implementation of existing projects or development of
new initiatives.

Discussion

Necessary Conditions for Successful Adoption of the
BHS Model in Vietnam
Vietnam has identifiable opportunities to adopt the BHS model
and implement digitalization in health care. To grasp these
opportunities, the following strategies are recommended.

First, establishing a national ID for each individual based on
their social insurance code is one core requirement for
successfully introducing EHRs. In a recent Organisation for
Economic Co-operation and Development policy report,
recommendations have been proposed for the Vietnamese
government to increase the enrollment rates of social insurance.
They include reducing obstacles to participation (eg, simplifying
administration processes for paying insurance), introducing
incentive scheme for employees to participate (eg, providing
government subsidies for participation of low-income people
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in the voluntary system), and adopting a systematic approach
to social protection (eg, considering the interaction between
various social protection mechanisms) [87].

Second, successful adoption of the BHS requires a whole-system
approach involving the support of different sectors in the society.
Obviously, MOH would have to play a key role in this adoption
process but would need to collaborate with related ministries—in
particular, the Ministry of Science and Technology and the
Ministry of Information and Communications—in developing
and implementing a digital health strategy. The resources needed
to improve the health care system are sizeable. MOH would
need to garner funding from different sources, both domestic
and foreign agencies: government, social entrepreneurs, or
private businesses [69,70].

Third, integrating personal data in EHR and EMR systems will
increase the risk of privacy violation and cybersecurity breaches.
The Vietnamese government needs to improve the security of
information technology platforms in general and health care in
particular to protect patient privacy and information security
[70].

Fourth, to improve the adoption of evidence-based practices, it
will be necessary to provide resources to demonstrate the
effectiveness and impact of digital health initiatives and establish
a network of collaborators including health care administrators,
clinicians, community representatives, digital health researchers,
information technology developers, and public health education
experts [69]. This will be a great opportunity for further
enhancing strong collaborations between multisectors and
multistakeholders at various levels, which are essential for
successfully reforming the health care system in Vietnam. BHS
implementation would require the involvement of local
educators to provide education for communities, raising
awareness of the benefits the system could bring to individuals

and society, coaching to enhance self-management behaviors,
and increasing engagement with the system [97]. Strong
evidence about the effectiveness of digital health initiatives in
Vietnam will encourage the government to develop appropriate
health policies and increase opportunities for ongoing projects
to scale-up by attracting funding and support [70]. Thus, there
is a substantial need for further research in this area in the future.

Finally, to increase the acceptability and feasibility of digital
health initiatives, a co-design approach is crucial. Co-design is
defined as the “collective creativity as it is applied across the
whole span of a design process” [98]. In the design process,
diverse experts such as researchers, designers or developers and
potential customers and users work closely together to
understand the needs and preferences of end users [99,100]. A
co-design approach is likely to increase scalability and
dissemination of the initiative [99].

Conclusions

The overarching goal of the BHS is, with the support of digital
technologies, to deliver best practice health care and reduce
pressure on the current health care system by empowering
people to direct their own health care, regardless of their
geographical location and economic status [44]. The BHS offers
a promising and intelligent health care that which may be
efficient and suitable for Vietnam in the new era of the Fourth
Industrial Revolution [101]. Vietnam has tremendous
opportunities and a favorable policy, social, technological, and
economic environment to adopt this model of comprehensive
patient-centric health care. In order to uptake, adapt, and
implement the BHS successfully, Vietnam needs to apply a
whole-system approach in transformation and operation
processes.
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Abstract

Background: With the rapid development of information technology and web-based communities, a growing number of patients
choose to consult physicians in online health communities (OHCs) for information and treatment. Although extant research has
primarily discussed factors that influence the consulting choices of OHC patients, there is still a lack of research on the effects
of log-in behaviors and web reviews on patient consultation.

Objective: This study aims to explore the impact of physicians’ log-in behavior and web reviews on patient consultation.

Methods: We conducted a longitudinal study to examine the effects of physicians’ log-in behaviors and web reviews on patient
consultation by analyzing short-panel data from 911 physicians over five periods in a Chinese OHC.

Results: The results showed that the physician’s log-in behavior had a positive effect on patient consultation. The maximum
number of days with no log-ins for a physician should be 20. The two web signals (log-in behavior and web reviews) had no
complementary relationship. Moreover, the offline signal (ie, offline status) has different moderating effects on the two web
signals, positively moderating the relationship between web reviews and patient consultation.

Conclusions: Our study contributes to the eHealth literature and advances the understanding of physicians’web-based behaviors.
This study also provides practical implications, showing that physicians’ log-in behavior alone can affect patient consultation
rather than complementing web reviews.

(J Med Internet Res 2021;23(6):e25367) doi: 10.2196/25367

KEYWORDS

online health communities; digital health; patient consultation; log-in behavior; web reviews; offline status

Introduction

Background
With the development of Health 2.0 technologies, the number
of people using the internet to meet their health-related needs
is increasing [1]. Online health communities (OHCs) have
become prevalent in recent years, and research has focused on
two of them: web-based physician-patient communities and
web-based patient communities. A web-based physician-patient
community is a platform that connects physicians with patients
where patients can consult physicians on health issues and
disease treatments anytime and anywhere. The object of this

study is this kind of OHC, namely, the web-based
physician-patient community.

Unlike other types of services, health care services have several
characteristics. First, the disease of each patient is unique [2].
Second, life and death matter [3]. Third, serious information
asymmetry exists between physicians and patients [4]. The
choice of an appropriate physician has always been the focus
of research in the health care field. The emergence of OHCs
has effectively alleviated the problem of information asymmetry
between physicians and patients. Unlike traditional health care
services, OHCs give patients the opportunity to review the
abundant amount of information about various physicians and
then use this information to choose the physician whom they
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want to consult [5]. Although numerous studies have explored
the factors that influence patients’ choices of consulting [5-14],
they are not the only ones; thus, more research is needed.

As health care service providers, physicians’ web behaviors,
such as knowledge-sharing behaviors [9], interactions with
patients [5,6], and written and telephone consultations [13],
provide important information when patients make consulting
choices. However, for physicians, the premise of providing
web-based health care services and conducting these behaviors
involves logging into their accounts of the OHC. As physicians
work full time in hospitals or clinics [14], they can only use
off-duty hours to provide web-based services [15], which
suggests that there are different log-in patterns in OHCs.
Web-based behaviors reflect the degree of the physician’s
activeness and effort, as well as the quality of the service process
[5,6,14,16]. In addition, as one kind of information generated
by patients who have experienced health care services, web
reviews can reflect the service outcome [14,16] and influence
patients to make consulting choices [8-10]. The assessment of
service quality should focus on both the outcome and delivery
process they receive [17]. Log-in behavior and web reviews
were evaluated in this study. Therefore, whether log-in behavior
is related to patient consultation and its relationship with web
reviews is worth studying.

As a web-based health platform may provide multiple signaling
mechanisms simultaneously [18], there are multiple signals that
influence patient consultation. This study focuses on both
web-based and offline signals. According to the signaling theory
[19], which indicates how the information receiver interprets
signals along with information from the sender, log-in behaviors
and web reviews can be considered as two web signals provided
by a physician to assist patients in making consulting choices
[6,11,20]. In addition, considering that people live in a mixed
environment comprising web-based and offline worlds, the

status of a physician’s offline world (ie, offline status) as an
offline signal may affect the relationship between web signals
and patient consultation.

The objective of this study is to investigate how a physician’s
log-in behavior and web reviews affect patients’ choices for
consultation using data from a Chinese OHC. The main research
questions are as follows:

1. How does a physician’s log-in behavior affect patient
consultation in OHCs?

2. How does a physician’s log-in behavior and web reviews
complement each other in affecting patient consultation?

3. How does the offline status of physicians moderate the
effects of web signals (ie, log-in behavior and web reviews)
on patient consultation?

To answer these three research questions, we collected data
from 911 physicians over five periods and proposed a research
model based on the signaling theory.

Related Research
With the development of information technologies, many
physicians and patients are using OHCs. An OHC is a web-based
community that presents a medical ecosystem, including patients
and physicians, and is a core communication platform wherein
patients can obtain physicians’ web-based services, knowledge
about diseases, and emotional support [20,21]. As health care
service characteristics [2-4], the patient’s choice of an
appropriate physician for health care consultation has been the
focus of research in the health care field. Table 1 summarizes
the studies on patient consultation with OHCs. Although there
are many factors that influence patients’ choices of consulting
[5-14], not all of them have been studied. More research is
needed to better understand how information affects patient
consultation in OHCs.

Table 1. Studies of patient consultation in online health communities.

Influencing factorsTheoryStudy

The number of current patients who repeatedly interact with the physician,
voting heating, service star, disease knowledge, and disease risk

ELMaCao et al [5]

Physician effort and web reputationN/AbDeng et al [6]

Technical quality, interpersonal quality, votes, high-privacy disease, and
private doctor service

ELMLi et al [7]

Web-based rating and activenessN/ALi et al [9]

Technical skills, interpersonal skills, and genderN/ALi et al [8]

The physician’s web reputation and offline reputation; the hospital’s web
reputation and offline reputation

Signaling theoryLiu et al [11]

Web-based service reviews, offline service reviews, and disease riskN/ALiu et al [10]

Technical quality, functional quality, and disease riskService quality theoryLu and Wu [12]

Written consultation, telephone consultation, and doctor reputationN/AWu and Lu [13]

System-generated information and patient-generated informationSignaling theoryYang et al [14]

aELM: elaboration likelihood model.
bN/A: not applicable.
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An OHC is a web-based platform wherein physicians can
provide more types of health care services than offline hospitals
or clinics [22], such as network consultation, phone consultation,
and appointment registration. Furthermore, physicians can
update their personal information, publish articles, respond to
consultations, and manage patients. In the literature, many
scholars have investigated physicians’ web-based behaviors,
such as knowledge-sharing behaviors [9,23,24], interactions
with patients [5,6], written and telephone consultations [13],
and contribution behaviors [25-27].

Although several web-based behaviors of physicians have been
studied, not all of them have been evaluated. Log-in behavior
is a web-based behavior of physicians that involves launching
profile home pages in health websites and logging into their
accounts. Log-in behavior is the first step for physicians to
participate in OHCs and conduct other web-based behaviors.
Many physicians offer services in both OHCs and hospitals or
clinics. Owing to the heavy workload at hospitals or clinics
(offline services), they can only use their spare time to provide
patients with web-based services [15]. Thus, physicians have
unique log-in behaviors. Previous research has shown that
information about physicians’ web-based behaviors is an
important factor influencing patients’ consultation choices
[5,6,13]. However, less attention has been paid to log-in
behaviors in OHCs. Therefore, the aim of this study is to explore
physicians’ log-in behaviors and their roles in OHC consulting
choices.

Research Model and Hypotheses

Signaling Theory
The signaling theory is used to describe the behaviors of two
parties (individuals or organizations) when accessing different
information and has been applied in studies of investment
decisions, entrepreneur-investor relationships [4], and web-based
social trading [28]. The primary parties in the signaling theory
include signalers and receivers as well as the signal itself. A
signaler sends signals to the receiver to reflect quality [19]. The
receiver evaluates the quality of the signaler and acts. As the
two parties hold different amounts and levels of information,
significant information asymmetry exists between the signalers
and receivers [29]. Hence, the signal conveyed by signalers
affects the degree of information asymmetry and can affect the
receivers’ behaviors.

Parties in OHCs include physicians and patients. Patients are
at a disadvantage, as they must rely on physicians to provide
health care services [30]. Physicians, as signalers, can provide
information (eg, titles, workplaces, web-based behaviors, or
reviews) to receivers (patients) [11], which can help patients
choose physicians to serve their needs. Referring to past studies
[11,14], this study used the signaling theory to explain the
effects of log-in behavior and web reviews on patient
consultation choices.

Log-in Behavior and Web Reviews
For patients, web-based behavior is often an important factor
in choosing a physician. On the one hand, web-based behavior
indicates the level of active participation that stems from internet
motivation within the web-based community. Activeness has a

certain influence on the number of patient consultations [9]. On
the other hand, web-based behavior is a positive indicator of a
physician’s effort and popularity. Patients can gain insight into
a physician’s past efforts through web-based behaviors, which
may influence their attitudes toward the physician, thereby
influencing the likelihood of selecting that physician [6]. Most
importantly, physicians’ web-based behaviors are important
cues for evaluating service process quality [14,16]. Combined
with health care service characteristics [2-4], patients prefer to
choose physicians who can provide a high-quality service
process.

As the web-based behavior of a physician, log-in behavior
reflects the degree of active participation in the OHC and the
physician’s efforts. Given that a physician may log in many
times each day to check for new messages, log-in is the basis
for any active actions for physicians in OHCs. Li et al [31]
believed that log-in behavior belongs to the central working
sphere, and log-in patterns could indicate a physician’s central
efforts related to the work, as well as the physician’s attitude
toward service provision, participation degree, and
responsibility. Bitner et al [32] revealed that customers’
perceptions of service depend on service providers’ efforts, and
their behaviors will raise the purchase intentions or continuous
purchase intentions of customers [33], thus having a positive
effect on marketing sales or organizational performance [34].
Physicians as providers of web-based health care services also
apply to this phenomenon [9]. On the one hand, physicians with
a higher-frequency log-in are more likely to make more
task-related efforts to attract a greater number of patients, and
subsequent patients would consider this for references. On the
other hand, a higher-frequency log-in appears to be more
responsive and involved than others [35], with those physicians
logging in more frequently being more likely to ensure
timeliness in service delivery, leading to attracting more patients.
Therefore, the following hypothesis is proposed:

Hypothesis 1: a physician’s log-in behavior has a
positive effect on patient consultation.

Web reviews are a particular type of user-generated content or
electronic word-of-mouth, are the most important information
source in customers’ decision-making processes [36], and are
deemed more successful in influencing customer behaviors than
traditional marketing, information provided by products or
service providers, or promotion messages from third-party
websites [37-39].

OHCs provide a feedback channel where patients can express
their views on the physician’s service and share treatment
experiences on the web. This information can help patients
understand a physician’s service quality at a minimal cost. In
OHCs, web reviews are generated by patients who have
experienced health care services. The more web reviews about
a physician presented in the OHC, the more patients have
selected the physician for consultation [16]. The web reviews
generated by patients with similar experiences are more
objective and credible signals than traditional information from
acquaintances [40], which can increase other patients’ trust in
the physician and reduce perceived risks [41]. Web reviews are
signals that reflect a physician’s service outcome [14,16].
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Positive web reviews mean a higher outcome quality of the
physician, which has been shown to influence patients to make
consulting choices [5,8,9,12,14].

The coexistence of log-in behavior and web reviews may
complement each other in driving patient consultation. As
service is delivered via the interaction between the service
provider and the receiver, the assessment of service quality
includes not only the delivery process but also the outcome [17].
As per the preceding discussion, log-in behavior may send web
signals reflecting the service delivery process from the
physicians themselves. A physician with a positive log-in
behavior is usually associated with a positive attitude toward
the consultation service. Furthermore, web reviews send another
web signal from patients who have visited the physician before,
which represents the service outcome. A physician with positive
web reviews is usually associated with positive outcome quality.
On the basis of the characteristics of health care services [2-4],
patients judging a physician rely on two types of web signals:
service process quality (ie, log-in behavior) and service outcome
quality (ie, web reviews). Physicians with both high outcome
quality and process quality are scarce resources [18], and the
demand of these physicians on the platform should be large, so
a large number of patients choose these patients. As a result,
log-in behavior and web reviews should complement each other.
From the preceding discussion, we propose the following
hypothesis:

Hypothesis 2: a physician’s log-in behavior and web
reviews have a complementary relationship that
affects patient consultation.

Moderating Effect of Offline Status
Offline status reflects a physician’s abilities and performance
in providing health care services in hospitals or clinics [11,13],
referring to a physician’s career titles, ranking, and position in

the hospital [11,42]. Such information can help patients evaluate
a physician’s offline competence [9].

In traditional health care services, patients can only judge a
physician’s ability through limited information. In the case of
other factors being considered to be the same, patients tend to
choose physicians with a higher status or professional titles
[18]. To a certain extent, physicians with a high-level offline
status might have a heavy workload but not enough time to
contribute via the internet [18]. For this reason, the log-in
behaviors of physicians with high-level offline statuses have a
weaker impact on patient consultation. Therefore, the following
hypothesis is proposed:

Hypothesis 3: the relationship between log-in
behavior and patient consultation is negatively
moderated by the physician’s offline status.

When patients choose physicians on the web, they rely mostly
on offline and web signals. However, most patients regard
offline signals as more reliable sources and treat web signals as
additional information sources that supplement offline signals.
Status may have a negative moderating effect on web signals
[18]. When a physician has a high status, the offline signal will
be sufficient for patients to make a decision. People are willing
to accept the services of physicians with a high-level status as
credence services instead of considering the service outcome
reflected in web signals [25]. As physicians with high-level
statuses may attract more patients, the effect of web reviews on
patient consultation will be weakened. Hence, the following
hypothesis is proposed:

Hypothesis 4: the relationship between web reviews
and patient consultation is negatively moderated by
a physician’s offline status.

The research model is shown in Figure 1.

Figure 1. Research model.

Methods

Research Context and Data Collection
The data used in this study were collected from Good Physician
Online, which is one of the most popular and professional OHCs
in China. It was founded in 2006 and, currently, more than 8000

hospitals and 500,000 physicians’ information is presented on
this website. Studying such a large and popular OHC can
increase the generality of the results. Moreover, physicians
registered on the Good Physician Online website have a profile
home page, which contains information, such as physicians’
background (name, medical title, academic title, hospital
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department, specialty, brief introduction, etc), patients’ reviews,
and information about web-based services. The information in
a physician’s profile home page is considerable and can help

patients understand the physician and make a decision. Figure
2 shows an example of physician information shown on the
OHC.

Figure 2. An example of physician information in online health communities.

To reduce the influence of disease types, we only included
physicians who treated patients with coronary heart disease as
our sample. Using web crawler technology, we collected data
from February 2019 to July 2019 (once every month during
these six periods), which covered public information of hospitals
and physicians presented on this website. We designed a
longitudinal study to investigate whether a physician’s log-in

behavior and web reviews would change patient consultation
choices. The data collection process is illustrated in Figure 3.
After deletion of invalid data, short-panel data from 911
physicians over five periods were obtained for a total of 4555
physician data points. These physicians were currently active
on the website, and the most recent log-in time was within 1
month.
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Figure 3. Data collection and processing.

Variable Measurement
Table 2 presents the variable description. The dependent variable
in this study was patient consultation. We used the number of
patients before time t as a proxy for patient consultation, in
accordance with previous research [5,14]. The number of

patients included those who only consulted via the internet and
those who consulted again after offline consultation. This study
used the difference between the two periods as the dependent
variable to reduce the causal relationship between the dependent
and independent variables.

Table 2. Variable description.

ProxyDescriptionVariables

Dependent variable

PatientsPatients evaluate the information about a physician and
make the decision to consult online.

Patient consultation

Independent variable

Last web dateOne kind of online behavior that a physician launches his
profile home page and log-ins his accounts.

Log-in behavior

Thank-you lettersPositive reviews written by patients who have experienced
a physician's health care service.

Positive web reviews

Moderating variable

Medical title, academic title,
or hospital ranking

The offline prestige of a physician in the career.Offline status

Control variable

GenderThe gender of a physician, 0 is male, 1 is female.Gender

Usage yearsThe number of years that a physician using the OHCa.Usage years

VisitsThe number of patients for visiting a physician’s profile
home page.

Visits

ArticlesThe number of articles that a physician post on his or her
profile home page.

Articles

Service starsThe number of service stars displayed on a physician’s
profile home page.

Service stars

Written consultationOne type of online service. If a physician provided online
written service, then 1; If not provided then 0.

Written consultation

Phone consultationOne type of online service. If a physician provided online
phone service, then 1; If not provided then 0.

Phone consultation

aOHC: online health community.

The independent variables included physician’s log-in behavior
and positive web reviews. In this study, log-in behavior was
measured by the last date a physician was on the web at time t.
If the physician logged in today, the log-in behavior is marked
as 30; if the last on the web date is 30 days ago, the log-in

behavior is marked as 0. The values are decremented
individually. Figure 4 shows the frequency statistics of
physicians’ log-in behaviors over five periods. It can be seen
that physicians’ log-in patterns are different, and it is worth
studying.

J Med Internet Res 2021 | vol. 23 | iss. 6 | e25367 | p. 6https://www.jmir.org/2021/6/e25367
(page number not for citation purposes)

Chen et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Figure 4. The frequency of physicians’ log-in behaviors in online health communities.

After the web-based consultation on the Good Physician Online
website, patients can express their satisfaction or dissatisfaction
with the physician’s service by sharing their treatment
experience and writing a thank-you letter. The difference
between a treatment experience and a thank-you letter is that
the latter is a positive web review, and the patient who chooses
to write a thank-you letter is definitely satisfied with the
physician’s service. Referring to previous research [14,27], we
used the number of thank-you letters a physician received from
patients at time t to measure the physician’s positive web
reviews.

The moderating variable in our research model is offline status,
which mainly reflects the offline prestige in the physician’s
career. According to previous research [27,42], we used the
physician’s occupational title ranking and hospital standing at
time t as a proxy for physicians’ offline status. A physician’s
occupational title indicates the duties of a physician in a hospital,
which is a manifestation of the physician’s professional
expertise, health knowledge, and experience. A physician’s
occupational title ranking includes medical title (chief physician,
deputy chief physician, attending physician, and resident
physician, coded from 4 to 1) and academic title (professor,
deputy professor, and lecturer, coded from 3 to 1). Hospital
standing can reflect an advantage in human capital, experience,
health facilities, and technology, which is ranked as 3, 2, and
1. According to the methodology of previous research [43], this
study integrated three variables to represent offline status. We
standardized three variables by subtracting the means and

dividing by the SEs, as shown in equation (1). Thus, the offline
status of a physician was measured using equation (2).

Offline status = STD [STD (medical title) + STD
(academic title) + STD (hospital ranking)] (2)

The control variables included the physician’s gender, usage
years, number of visits, articles, service stars, written
consultation, and phone consultation provided before time t.
This information about the physician has been shown to be
relevant to patients making consulting choices [5,7-9,13,14].
Gender is coded with “0” for male and “1” for female. Usage
years are measured by the difference between the launching
time of a physician’s personal website and time t. The number
of visits, articles, and service stars is the information displayed
on the physician’s profile home page before time t. Written
consultation and phone consultation are two important types of
services that physicians can provide on the Good Physician
Online website. As the distributions of visits and articles are
nonnormal, ln (x+1) transformations were also used for them.

Results

Descriptive Statistics and Correlation Results
Tables 3 and 4 show the descriptive statistics and correlations
of variables, respectively. As shown in Table 4, log-in behavior
is positively correlated with patient consultation and positive
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web reviews, and the β coefficients were .169 and .219,
respectively. Log-in behavior and web reviews have positive

correlations with offline status, with β coefficients of .047 and
.284, respectively.

Table 3. Descriptive statistics of variables (n=4555).

ValuesVariables

MaxMinMean (SD)

100.157 (0.364)Gender

11.34005.127 (3.176)Usage years

1.80e+0727718,657.100 (1,780,896.000)Visits

1314018.704 (72.534)Articles

500.818 (1.217)Service stars

100.503 (0.500)Written consultation

100.643 (0.479)Phone consultation

30028.025 (4.105)Last web-based date

1606038.225 (93.953)Thank-you letters

403.095 (0.850)Medical title

301.186 (1.241)Academic title

302.940 (0.351)Hospital ranking

678018.013 (38.372)Patients

Table 4. Correlations of variables (n=4555).

Consulta-
tion

StatusReviewsLog-in
behavior

Phone
consulta-
tion

Written
consulta-
tion

Service
stars

ln(Arti-
cles+1)

ln(Vis-
its+1)

Usage
years

GenderVariables

——————————a1Gender

—————————1−0.056Usage years

————————10.717−0.068ln(Visits+1)

———————10.5020.321−0.150ln(Articles+1)

——————10.1880.2230.082−0.041Service stars

—————1−0.068−0.148−0.203−0.1180.021Written consul-
tation

————10.750−0.088−0.195−0.268−0.1520.037Phone consulta-
tion

———1−0.037−0.0390.2590.1090.1310.066−0.035Log-in behavior

——10.219−0.174−0.1280.4980.2920.6470.448−0.088Reviews

—10.2840.047−0.050−0.0290.0970.1170.3880.4430.148Status

10.1680.4550.169−0.048−0.0200.5620.2100.2880.125−0.032Consultation

aNot applicable.

Estimation Model
As can be seen from Table 3, the dependent variables (patients)
were nonnegative integers and their variance was greater than
the mean; therefore, the negative binomial regression model
was suitable for this study. The negative binominal probability
function is as shown in equation (3), which has two parameters,
θ and λ. Parameter θ captures overdispersion in the data, and
parameter λ is the expected value of the distribution.

To test the hypotheses, the negative binomial regression model
with fixed effects is explicitly expressed as shown in equation
(4).

△Patient consultation = Patient consultationi,t+1 −
Patient consultationi,t
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= α0 + α1Genderi + α2Usage yearsi,t + α3ln(Visitsi,t

+ 1) + α4ln(Articlesi,t + 1) + α5Service starsi,t +
α6Written consultationi,t + α7Phone consulatationi,t

+ α8Log-in behaviori,t + α9Positive web reviewsi,t +
α10Service starsi,t × Positive web reviewsi,t +
α11Offline statusi,t + α12Log-in behaviori,t × Offline
statusi,t + α13Positive web reviewsi,t × Offline statusi,t

+ εi,t(4)

Let i=1, 2, 3,..., n be the index of physicians. For equation (4),
α0 to α13 are the parameters to be estimated.

Regression Results
This study estimated the models using STATA software version

15.0 (StataCorp). The result of the Hausman test (χ2
14=534.0;

P<.001) indicated that the fixed effects model was suitable for
this study. Table 5 shows the results of the fixed effects model
hierarchically. Model 1 contains only constant and control
variables, and model 2-model 5 add independent variables and
interaction terms.

Table 5. Regression results (fixed effects model).

Model 5Model 4Model 3Model 2Model 1Variable

P valueα (SE)P valueα (SE)P valueα (SE)P valueα (SE)P valueαa (SE)

.42−.280
(0.347)

.003−1.074
(0.357)

.02−1.059
(0.474)

<.001−1.449
(0.344)

.002−1.005
(0.324)

Constant

.001−.338
(0.100)

<.001−.367
(0.101)

.01−.241
(0.097)

.007−.266
(0.098)

.006−.269
(0.098)

Gender

.32.016 (0.017).37.015 (0.017).03.035 (0.016).04.033 (0.016).04.034 (0.016)Usage years

.002.110 (0.036)<.001.176 (0.031)<.001.135 (0.036)<.001.199 (0.031)<.001.199 (0.031)ln(Visits+1)

<.001−.106
(0.027)

<.001−.118
(0.027)

<.001−.110
(0.027)

<.001−.126
(0.027)

<.001−.126
(0.027)

ln(Articles+1)

<.001.106 (0.015)<.001.111 (0.015)<.001.101 (0.015)<.001.112 (0.015)<.001.118 (0.015)Service stars

.001.104 (0.030).001.107 (0.031).001.106 (0.031).001.106 (0.031).001.104 (0.086)Written consultation

<.001−.319
(0.085)

<.001−.323
(0.087)

<.001−.303
(0.085)

<.001−.311
(0.086)

<.001−.302
(0.086)

Phone consultation

——<.001.016 (0.004).20.014 (0.011)<.001.016 (0.004)——bLog-in behavior

.001.128 (0.037)——.39.105 (0.122)————Positive reviewsc

————.86.001 (0.004)————Log-in behavior×pos-
itive reviews

.80−.023
(0.088)

.12.220 (0.142)——————Offline status

——.80−.001
(0.005)

——————Log-in behavior×of-
fline status

.009.070 (0.027)————————Positive reviews×of-
fline status

—−9329.970—−9331.336—−9336.253—−9341.811—−9349.410Log likelihood

—334.1 (10)—317.9 (10)—311.9 (10)—296.0 (8)—282.6 (7)Wald chi-square (df)

—<.001—<.001—<.001—<.001—<.001P value

aCoefficient of the variable.
bNot applicable.
cPositive reviews: positive web reviews.

From model 2, the coefficient of log-in behavior (α=.016;
P<.001) is positive and statistically significant, which supports
hypothesis 1. The effects of log-in behavior on patient
consultation are shown in Figure 5. As the number of log-in
behaviors increases, the number of △patient consultation

increases. When log-in behavior was less than 10 or 15,
△patient consultation was 0 or <0. A comprehensive view of
the regression lines of the five periods shows that the value of
log-in behavior is ≤10, with the lowest number of patients
making consulting choices.
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Figure 5. The effect of log-in behavior and patient consultation on online health communities.

The results of model 3 show that the interaction between log-in
behavior and web reviews (α=.001) is positive but not
significant. This finding suggests that log-in behavior and web
reviews do not have a complementary relationship that affects
patient consultation. Therefore, hypothesis 2 is not supported.

The results of model 4 show that the interaction between log-in
behavior and offline status (α=−.001) is negative but not
significant. This means that the relationship between a
physician’s log-in behavior and patient consultation is not
negatively moderated by offline status. Therefore, hypothesis
3 is contradicted.

The results of model 5 show that the interaction between web
reviews and offline status (α=.070; P=.009) is positive and
significant. This finding means that the effect of web reviews
on patient consultation is stronger for physicians with a high
status. Therefore, hypothesis 4 is contradicted.

Robustness Check
This study added the time effect to the estimation model,
equation (5), and used the two-way fixed effects model to
recheck the robustness of the results. Time is defined as a

dummy variable, and t1 (February 2019) is used as the base
period. The new estimation model is shown in equation (5).
Table 6 shows the results of the robustness check, which are
consistent with the results of the previous model (Table 5). In
addition, the joint significance of the time dummy variable was
tested, and it was confirmed that the time effect should be
included in the estimation model. The robustness check results
suggest that hypothesis 1 is supported.

△Patient consultation = Patient consultationi,t+1 −
Patient consultationi,t

= β0 + β1Genderi + β2Usage yearsi,t + β3ln(Visitsi,t +
1) + β4ln(Articlesi,t + 1) + β5Service starsi,t +
β6Written consultationi,t + β7Phone consulatationi,t

+ β8Log-in behaviori,t + β9Positive web reviewsi,t +
β10Service starsi,t × Positive web reviewsi,t +
β11Offline statusi,t + β12Log-in behaviori,t × Offline
statusi,t + β13Positive web reviewsi,t × Offline statusi,t

+ β14t2 + β15t3 + β16t4 + β17t5 + εi,t(5)

Let i=1, 2, 3,..., n be the index of physicians. For equation (5),
β0 to β17 were the parameters to be estimated.
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Table 6. Robustness check (fixed effects model).

Model 5Model 4Model 3Model 2Model 1Variable

P valueβ (SE)P valueβ (SE)P valueβ (SE)P valueβ (SE)P valueβa (SE)

.69.141 (0.356).009−.966
(0.368)

.11−.736
(0.466)

<.001−1.283
(0.356)

.008−.896
(0.338)

Constant

.001−.329
(0.101)

<.001−.392
(0.104)

.02−.236
(0.098)

.003−.294
(0.100)

.003−.298
(0.101)

Gender

.002.055 (0.018).01.046 (0.018)<.001.072 (0.017)<.001.065 (0.018)<.001.067 (0.018)Usage years

.10.062 (0.038)<.001.200 (0.033).02.084 (0.038)<.001.220 (0.032)<.001.219 (0.032)ln(Visits+1)

.049−.056
(0.029)

.006−.081
(0.029)

.049−.056
(0.028)

.002−.090
(0.029)

.002−.090
(0.029)

ln(Articles+1)

<.001.112 (0.014)<.001.128 (0.014)<.001.109 (0.014)<.001.128 (0.014)<.001.133 (0.014)Service stars

.98−.001
(0.038)

.97−.001
(0.040)

.98.001 (0.039).94.003 (0.040).96.002 (0.040)Written consul-
tation

.04−.196
(0.093)

.04−.202
(0.097)

.06−.178
(0.094)

.04−.197
(0.096)

.06−.185
(0.096)

Phone consul-
tation

N/AN/A<.001.015 (0.004).06.020 (0.010).001.014 (0.004)N/AN/AbLog-in behav-
ior

<.001.278 (0.040)N/AN/A.002.346 (0.114)N/AN/AN/AN/APositive re-

viewsc

N/AN/AN/AN/A.46−.003
(0.004)

N/AN/AN/AN/ALog-in behav-
ior×positive
reviews

.13−.141
(0.092)

.03.294 (0.135)N/AN/AN/AN/AN/AN/AOffline status

N/AN/A.36−.004
(0.004)

N/AN/AN/AN/AN/AN/ALog-in behav-
ior×offline
status

<.001.109 (0.028)N/AN/AN/AN/AN/AN/AN/AN/APositive re-
views×offline
status

T

<.001−.390
(0.023)

<.001−.392
(0.024)

<.001−.389
(0.024)

<.001−.391
(0.024)

<.001−.391
(0.024)

2

<.001−.451
(0.031)

<.001−.444
(0.033)

<.001−.452
(0.032)

<.001−.442
(0.033)

<.001−.443
(0.033)

3

<.001−.467
(0.024)

<.001−.451
(0.025)

<.001−.472
(0.024)

<.001−.456
(0.025)

<.001−.461
(0.025)

4

<.001−0.552
(0.024)

<.001−.530
(0.025)

<.001−.560
(0.025)

<.001−.537
(0.025)

<.001−.540
(0.025)

5

N/A−9064.380N/A−9087.928N/A−9075.380N/A−9096.944N/A−9103.221Log likelihood

N/A1161.3 (14)N/A1040.8 (14)N/A1103.6 (14)N/A1015.4 (12)N/A1001.0 (11)Wald chi-
square (df)

N/A<.001N/A<.001N/A<.001N/A<.001N/A<.001P value

aCoefficient of the variable.
bN/A: not applicable.
cPositive reviews: positive web reviews.
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Discussion

Principal Findings
In contrast to previous studies on physicians’ web-based
behaviors, our research focused on log-in behavior and found
that it had a positive effect on patient consultation. The results
were consistent with those of Li et al [31], who believed that
physicians with higher-frequency log-ins are more likely to
attract patients, because they seem to be more responsible and
have a timely service process. The results also indicated that
physicians’ web-based behaviors positively influence patients’
consulting choices [6,9,13], including log-in behavior. Our
research also found that when a physician did not log in to the
OHC for more than 20 days, the number of patients who chose
them was small, even 0.

Our research used web reviews generated by patients after
receiving health care services as a web signal to represent
service outcomes. Our research found that a physician’s log-in
behavior and web reviews did not have a complementary
relationship in affecting patient consultation, which was different
from the findings of previous research on service quality [12,14].
On the one hand, it may be that log-in behavior and web reviews
have separate effects on patient consultation, and patients do
not consider both. On the other hand, although log-in behavior
is a web-based behavior, it may not be directly related to the
delivery process of a physician’s response to consultation.

Patients mostly rely on both offline and web signals to choose
a physician. This study found that web reviews were positively
moderated by offline status. This is inconsistent with the
findings of previous research, which suggests that web signals
should be negatively moderated by offline signals [18].
However, offline status cannot moderate log-in behavior. A
possible explanation is that most patients view offline signals
as a more reliable source than web signals. Compared with the
degree of initiative and effort, offline prestige (ie, offline status)
in a physician’s career can better reflect the service outcome
quality.

Theoretical Implications
This study offers theoretical contributions in the following ways.
First, previous studies have explored the influencing factors
related to patients’ consultation choices, including some
web-based behaviors of physicians, such as publishing articles,
providing written consultation, and phone consultation.
However, the literature on the role of physicians’ log-in behavior
is inadequate. Logging is the central working sphere and is the
first step for a physician to provide health care services. Log-in
behavior represents the central effort, activeness, and service
process quality. Our research found that log-in behavior could
influence patients’ consulting choices. This finding extends the
understanding of physicians’ web-based behaviors and may
also be used in other service fields.

Second, although some signaling literature in the context of
eHealth has discussed web reviews, no research considers web
reviews as service outcomes with the log-in behavior of
physicians. However, this study found that log-in behavior and
web reviews did not have a complementary relationship that

affected patient consultation. Therefore, these findings
contribute to research on patient consultation in OHCs.

Third, a clear distinction exists between web and offline signals.
This study investigated the main effects of web signals (log-in
behavior and web reviews) and their interactions with offline
signals (offline status). The results revealed that the moderating
effects of offline status on these two signals were different.
From this perspective, this study extended the understanding
of multiple signal interactions.

Implications for Practice
This study has several practical implications. First, for health
care service providers, our evidence-based research demonstrates
that log-in behavior is also an important factor in influencing
patients’ choice of consultation. Apart from other web-based
behaviors, patients can judge a physician’s activeness, efforts,
and service process quality by relying on their log-in behavior.
Physicians should value their web-based behaviors and log in
to OHCs proactively, transmitting signals of active participation
and timely responses to patients. Furthermore, operators of
OHCs should pay attention to physicians’ log-in issues. The
more actively physicians participate in web-based platforms,
the more successful the OHCs will be.

Second, the results show that log-in behavior and web reviews
do not have a complementary relationship that affects patient
consultation. Physicians should distinguish between log-in
behavior and other web-based behaviors. Although web-based
behaviors can reflect a physician’s activeness and effort, there
may be differences in service process quality.

Third, the results show that multiple signals from different
signaling mechanisms affect patient consultation. Offline signals
can have positive moderating effects on web signals. Hence,
physicians should value the impacts of both web-based and
offline service quality, and offline service quality is more
credible than web-based service quality for patients.

Limitations and Future Research
This study has certain limitations. First, this study used physician
data from only one OHC and one disease type. However,
interpretation of the results may be limited. Therefore, it is
necessary to collect data from physicians with various expertise
on different platforms simultaneously to further verify the
research model. Second, the study used the physician’s last date
displayed on the web on the day of crawling data to measure
log-in behavior, which has certain limitations. In future research,
we could measure log-in behavior through other methods, such
as counting physicians’ log-in times within a month. Third, the
control variables selected in this study may have ignored some
important variables, especially those related to patients. As
websites tend to obscure customer names to protect privacy, it
is difficult to obtain these data from the website.

Conclusions
Drawing on the signaling theory, this study explores the effects
of physicians’ log-in behavior and web reviews on patient
consultation in OHCs. This study hypothesized that two signals
(ie, log-in behavior and web reviews) and their interaction affect
patients’ consultation choices, and the relationships between
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web signals and patient consultation were moderated by offline
signals (ie, offline status). Short-panel data over five periods
were used to test these hypotheses. Our research found that a
physician’s log-in behavior positively affects patient
consultation, and a physician’s no–log-in days should be no

more than 20 days. Log-in behavior and web reviews had no
complementary relationship that affects patient consultation.
Furthermore, offline status could only positively moderate web
reviews instead of log-in behavior.
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Abstract

Background: Digital health interventions (DHIs) are increasingly being adopted globally to address various public health issues.
DHIs can be categorized according to four main types of technology: mobile based, web based, telehealth, and electronic health
records. In 2006, Norman and Skinner introduced the eHealth literacy model, encompassing six domains of skills and abilities
(basic, health, information, scientific, media, and computer) needed to effectively understand, process, and act on health-related
information. Little is known about whether these domains are assessed or accounted for in DHIs.

Objective: This study aims to explore how DHIs assess and evaluate the eHealth literacy model, describe which health conditions
are addressed, and which technologies are used.

Methods: We conducted a scoping review of the literature on DHIs, based on randomized controlled trial design and reporting
the assessment of any domain of the eHealth literacy model. MEDLINE, CINAHL, Embase, and Cochrane Library were searched.
A duplicate selection and data extraction process was performed; we charted the results according to the country of origin, health
condition, technology used, and eHealth literacy domain.

Results: We identified 131 unique DHIs conducted in 26 different countries between 2001 and 2020. Most DHIs were conducted
in English-speaking countries (n=81, 61.8%), delivered via the web (n=68, 51.9%), and addressed issues related to noncommunicable
diseases (n=57, 43.5%) or mental health (n=26, 19.8%). None of the interventions assessed all six domains of the eHealth literacy
model. Most studies focused on the domain of health literacy (n=96, 73.2%), followed by digital (n=19, 14.5%), basic and media
(n=4, 3%), and information and scientific literacy (n=1, 0.7%). Of the 131 studies, 7 (5.3%) studies covered both health and
digital literacy.

Conclusions: Although many selected DHIs assessed health or digital literacy, no studies comprehensively evaluated all domains
of the eHealth literacy model; this evidence might be overlooking important factors that can mediate or moderate the effects of
these interventions. Future DHIs should comprehensively assess the eHealth literacy model while developing or evaluating
interventions to understand how and why interventions can be effective.

(J Med Internet Res 2021;23(6):e23473) doi: 10.2196/23473

KEYWORDS

eHealth literacy; digital health interventions; consumer health information; scoping review; mHealth; mobile phone

J Med Internet Res 2021 | vol. 23 | iss. 6 | e23473 | p. 1https://www.jmir.org/2021/6/e23473
(page number not for citation purposes)

El Benny et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

mailto:marco.bardus@gmail.com
http://dx.doi.org/10.2196/23473
http://www.w3.org/Style/XSL
http://www.renderx.com/


Introduction

Digital Health Interventions
In the last 20 years, digital health or eHealth has emerged as an
important research field. At the intersection of medical
informatics, public health, and business, eHealth refers to the
use of “health services and information delivered or enhanced
through the Internet and related technologies” [1]. Technologies
such as web based, mobile based, telehealth, and electronic
health records (EHRs) have become widely adopted in the
so-called digital health interventions (DHIs). DHIs can be
defined as “health services delivered electronically through
formal or informal care. DHIs can range from electronic medical
records used by providers to mobile health (mHealth) apps used
by consumers” [2]. The World Health Organization has recently
produced a classification of DHIs, identifying four main types:
clients, health care providers, health systems, and data services
[3]. On PubMed, as of August 3, 2020, the number of records
mentioning eHealth or DHIs in their title or abstract has
consistently increased over the past 20 years, starting from 65
in 2000 to 11,395 in 2019, reaching a total of 6720.

Some systematic reviews and meta-analyses have described the
effectiveness of DHIs in addressing various public health
problems, such as somatic diseases [4], or health literacy and
health outcomes [5]. Nevertheless, it is still unclear what makes
DHIs superior to nondigital interventions or what components
of these interventions facilitate positive outcomes reported [6].
In addition, it is unclear whether DHIs are effective because of
their content or the manner in which they are delivered.
Regarding the content of interventions, some systematic reviews
have focused on exploring the way people process and
understand information available on the internet [7,8]. In fact,
with so many resources and information available on the
internet, patients and users enrolled in DHIs may face challenges
in understanding and making sense of the information they
receive. Some research has focused on problems related to the
ability to process information derived from web-based sources
or delivered through technologies.

The eHealth Literacy Model
In 2006, Norman and Skinner [9] proposed a conceptual model
that encompasses six different domains of literacy required to
process information from technology sources: traditional
literacy, health literacy, information literacy, scientific literacy,
media literacy, and computer literacy. According to Norman
and Skinner [9], traditional or basic functional literacy includes
simple and primitive literacy skills, including the ability to read
and understand text and the ability to speak and write in a certain
language. Information literacy includes the ability to know how
knowledge is structured and how information can be used in a
certain way that informs other people. Media literacy is the
capability to critique a media subject and place information in
different contexts. Health literacy, coined in the 1970s, can be
generally defined as “the degree to which individuals can obtain,
process, understand, and communicate about health-related
information needed to make informed health decisions” (as
reported by Berkman et al [10]). According to Norman and
Skinner [9], health literacy is the ability to perform basic reading

and numerical tasks required to function in the health care
environment; patients with adequate health literacy can read,
understand, and act on health care information. More recent
evolutions of the concept include a variety of competencies and
skills, including knowledge, motivation, and competencies
related to accessing, understanding, appraising, and applying
health-related information in health care, disease prevention,
and health promotion settings [11]. Several systematic reviews
have analyzed the relationship between health literacy and a
variety of health outcomes, indicating that a good level of health
literacy is generally associated with positive health outcomes
in various health domains, such as vaccination [12],
noncommunicable diseases (NCDs) such as chronic kidney
disease or coronary artery disease, heart failure [13-15], oral
health [16], quality of life [17], and excess body weight [18].
Some other review evidence has shown how interventions
promoting critical health literacy [19] could be very beneficial
for the community [20] or among specific segments of the
population, such as adolescents [21] or older adults [22].

Strictly related to the concept of eHealth is computer or
technology literacy, which is the capability to use new
technologies and software and the ability to access electronic
health information [9]. Recent conceptualizations expand this
domain to look at the ability to process information, to engage
with patients’own health, at the motivation and ability to engage
with digital devices, at feeling safe and in control, at having
access to health care and technological systems that work, and
at meeting digital services that suit individuals’ needs [23].
Norman and Skinner [24] have developed a scale to assess
eHealth literacy, called eHealth literacy scale (eHEALS), which
has been one of the most adopted and cited, with 449 citations
on the Journal of Medical Internet Research page and more
than 1320 results on Google Scholar (as of August 3, 2020).
The last domain of the eHealth literacy model, scientific literacy,
involves the ability to allocate health-related findings in the
right context by systematically understanding the “nature, aims,
methods, applications, limitations, and politics” of building
knowledge [9]. Several systematic reviews have analyzed the
relationship between health literacy in mHealth apps and
interventions [5,7,8,25,26], generally reporting positive
associations among health literacy, digital literacy, and health
outcomes. Other reviews have specifically examined how
technology can affect health literacy in health programs [27-29].

According to the developers of the eHealth literacy model, the
six domains can be grouped into two main categories: analytic
(traditional, media, and information) and context-specific
(health, scientific, and computer). The analytical category refers
to a set of competencies that can be applied to a wide range of
information sources, whereas context-specific categories include
competencies that can only be applied to a specific problem in
a specific context [9]. For example, the ability of a person living
with type 2 diabetes to process information related to diabetes
is different from their ability to process information related to
vaccines, mental health, or other chronic conditions. Similarly,
the ability to use a mobile phone to call someone does not
necessarily translate into the ability to use a mobile app, navigate
a website, or evaluate the information retrieved while searching
on the internet.
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Related Work and Study Aims
Arguably, researchers developing DHIs should always take into
account the domains of computer or technology literacy and
health literacy, as these are potential pathways for more effective
and equitable interventions [30]. Health literacy can be viewed
as both an outcome and a mediator in interventions intended to
improve health outcomes [31]. Technologies or delivery modes
can also be seen as interacting or moderating factors [32],
depending on the type of technology used to deliver an
intervention on a specific health topic. DHIs can be developed
to improve health literacy (outcome) or they can be developed
to improve clinical outcomes in which one or more dimensions
of the eHealth literacy model are considered as mediators or
moderators of the effects of the intervention. Researchers
developing DHIs could then assume that people enrolling in
these interventions should have good levels of functional,
scientific, media, and information literacy to understand how
to write or read information they are exposed to.

However, to what extent are these assumptions tenable? In other
words, is the eHealth literacy model purely conceptual or does
it find a concrete application in DHIs? To the best of our
knowledge, there are no systematic reviews that specifically
discuss the application of the complete eHealth literacy model
in DHIs. When we were developing the search strategies for
this project, we searched for existing systematic reviews in
PubMed and PROSPERO databases with the keyword eHealth
literacy and identified only four systematic reviews [33-36].
However, all these reviews have focused on the domain of
digital literacy, looking at specific health outcomes in specific
segments of the population, such as people living with HIV
[33], underserved populations in the United States [34], older
adults [35], or college students [36]. Therefore, this scoping
review aims to identify and describe DHIs that assess any
domain of the eHealth literacy model and to identify which
domains are assessed and evaluated the most. We considered
DHIs that were developed to improve clinical outcomes or that
were aimed at different literacies, according to the eHealth
literacy model. In other words, we considered interventions that
looked at eHealth literacy either as an outcome or as a mediator
of intervention effects, as long as the domains of the eHealth
literacy model were assessed.

Methods

Overview
We followed the scoping review framework by Arksey and
O’Malley [37], which encompasses five stages: (1) identification
of the initial research questions; (2) identification of relevant
studies; (3) study selection; (4) charting the data; and (5)
collating, summarizing, and reporting the results. The stages
are described further in the following sections.

Stage 1: Identifying the Research Question
The main review question, based on the eHealth literacy model,
was “To what extent are DHIs assessing the 6 domains of the
eHealth literacy model?” More specifically, we wanted to
answer the following research questions: What domains of the
eHealth literacy model (ie, computer, health, traditional, media,

information, and science literacy) are assessed and reported in
the literature? What health conditions have been investigated?
What technologies are used?

Stage 2: Identifying Relevant Studies
We searched four electronic databases that cover most of the
medical and public health literature: MEDLINE, CINAHL,
Embase, and Cochrane Library.

We used a predefined search strategy, encompassing keywords
and medical subject headings to cover three main concepts:
eHealth literacy model, digital health, and the study design for
interventions. The eHealth literacy model concept entailed terms
such as health literacy, literacy, computer literacy, information
literacy, basic, functional, scientific, media, information,
computer, health, eHealth, literacy, literate, illiteracy, and
illiterate. The second concept, digital health, expanded on the
above and entailed keywords, such as telemedicine, internet,
mobile, phone, digital, medium or media, mHealth, eHealth,
telemedicine, and computer, based on other systematic reviews
recently conducted by one of the authors [6,38,39]. The third
concept, that is, the research design, entailed a predefined set
of keywords and operands that Cochrane has developed to
identify randomized controlled trials (RCTs); this is because
we wanted to identify the best level of evidence available [40].
The search strategy used for MEDLINE is provided in
Multimedia Appendix 1. Database searches were completed,
and references were retrieved on January 24, 2020.

In addition, we used the reference list of identified systematic
reviews on the topic to identify other potentially relevant studies.

Stage 3: Study Selection
We followed the Joanna Briggs’ Institute’s PCC
(Population-Concept-Context) framework [41,42] to define our
inclusion criteria, as it applies to scoping reviews. We included
studies that discussed DHIs (concepts) and reported the
assessment of at least one domain of the eHealth literacy model
(context). In this context, we conceived the dimensions of the
eHealth literacy model as either outcomes or mediators of DHIs.
The assessment of the different types of literacy was considered
a sufficient indicator for DHIs considering such dimensions as
outcomes or mediators of intervention effects. We did not
restrict the results to any population, with the idea of inductively
categorizing the results according to health condition, hence
defining the population of reference in the analytical phase.

The screening process consisted of two stages: title and abstract
as well as full-text screening. The first stage involved 2
reviewers (MEB and MB) and one research assistant, who
independently screened all records identified by the searches.
This task was completed using a web-based application for
systematic reviews, Rayyan [43]. The interrater reliability was
excellent (agreement 96%; Cohen κ=0.834; Gwet AC1=0.950).
All records with disagreement among the 3 reviewers were
automatically included in the full-text screening stage. The
full-text screening stage was completed by the first author with
the help of a research assistant and verified by the fourth author.
All disagreements were resolved through discussion.
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Stage 4: Charting the Data
For each retrieved record, 2 authors (MEB and MB) extracted
the following information into a Microsoft Excel spreadsheet:
first author name, year of publication, article title, journal, and
number of trial registry (if available), principal investigator
name (if available), country of the first author or of the principal
investigator (if available). This information was used to identify
and map articles pertaining to the same study. In the full-text
stage, we also extracted text to verify whether the record
included a digital component, was based on a randomized
controlled design, focused on specific health conditions, and
measured and reported results related to one of the domains of
the eHealth literacy model (health, computer, basic or functional,
information, media, and scientific literacy).

When multiple records were available for one study, we chose
the country of origin of the first author or of the principal
investigator listed in the study protocol; we chose the year of
publication of the first published article available.

On the basis of the information extracted, we categorized studies
according to the domains of the eHealth literacy model (ie,
health, computer, basic or functional, information, media, and
scientific literacy). We also inductively categorized the studies
according to the health conditions described. When multiple
conditions were reported, we categorized the study as having
multiple conditions. Finally, we inductively categorized the
interventions according to four main types of technology: (1)
mobile-based, including mobile apps, text messages, and
interactive voice response, exclusively designed for mobile or
other handheld devices; (2) web-based, including those designed
for being accessed via computer, explicitly labeled as web- or
internet-based, online, and e-learning, delivered through
bespoke websites or social media outlets, such as social
networking sites (eg, Facebook or Twitter)—social media are
web-based apps that can be accessed via different devices
connected to the internet, including smartphones [39,44,45];
(3) telehealth, comprising telerehabilitation, telemedicine, or
other interventions focused on distributing services and
information via electronic information and telecommunication
devices [46]; (4) EHRs, focusing on EHRs that are defined as
“a repository of patient data in digital form, stored and
exchanged securely, and accessible by multiple authorized
users” [47]. Telehealth and EHR interventions use the internet
to connect various devices, including tablets and mobile phones,
yet they represent a different type of delivery mode and format:

EHRs. We labeled interventions using a combination of the
modes described earlier, as reported in other studies [6,48].
When studies reported a combination of the abovementioned
categories, we categorized the study as a hybrid.

The first author and a research assistant independently
completed the classifications; in case of inconsistencies or
disagreements between the classifications, the fourth author
acted as a third reviewer and resolved the disagreements through
discussion. All the authors agreed with the final categorization.

Stage 5: Collating, Summarizing, and Reporting the
Results
We performed a descriptive analysis of the characteristics of
the included papers and reported the results by year of
publication, the country of origin of the study authors, eHealth
literacy domain, health condition, and type of technology used.

Results

Search Results
The electronic database search yielded 4135 records. The
selection process is summarized in the PRISMA (Preferred
Reporting Items for Systematic Reviews and Meta-Analyses)
flow diagram shown in Figure 1. Briefly, after removing
duplicates, the titles and abstracts of 3138 records were
independently screened by 3 reviewers. During the title and
abstract screening, we excluded 2661 records that were deemed
irrelevant. The remaining 477 records were assessed for
eligibility in the full text. Scanning the reference lists of two
relevant systematic reviews [5,49] allowed us to identify seven
other eligible records. We evaluated the eligibility of 484 records
that were screened in full text. Of these, 326 records were
excluded for the following reasons: 48 did not discuss DHIs
(wrong context); 72 reported on digital interventions but did
not use an RCT or randomized clinical trial design (wrong study
design); 193 records discussed DHIs but did not report any type
of literacy (no relevant outcome assessed or reported); 4 were
duplicate records; and for the remaining 9 records, we could
not retrieve a PDF file. The list of excluded references is
provided in Multimedia Appendix 2. Overall, we included 158
records: 79 records reported concluded interventions and 79
records reported protocols of ongoing studies, without reporting
results. These were included because they described the
assessment of some domains of the eHealth literacy model. The
158 records described a total of 131 unique studies.
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Figure 1. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flow diagram. RCT: randomized controlled trial.

Characteristics of the Included Studies

Publication Year and Geographic Distribution
As shown in Figure 2, most of the selected studies were
conducted in the last 4 years (86/131, 65.6%), followed by an
exponential trend, peaking in 2019 (30/131, 22.9%) and ranging
from 2001 to 2020.

The studies were conducted in 26 countries (Table 1). Most
studies were conducted across 3 countries (81/131, 61.8%),
including the United States (43/131, 32.8%), Australia (28/131,
21.3%), and the United Kingdom (10/131, 7.6%).
Approximately one-third of the studies (38/131, 29%) were
conducted in European countries such as the United Kingdom

(10/38, 26%); Germany (8/38, 21%); Denmark (5/38, 13%);
Sweden (4/38, 11%); the Netherlands (3/38, 8%); Norway (2/38,
5%); and Belgium, Finland, Luxemburg, Ireland, Slovakia, and
Switzerland (1/38, 3% each). Asian countries were represented
by Iran (4/16, 25%); Turkey (3/16, 19%); Hong Kong (2/16,
13%); Singapore (2/16, 13%); Japan (2/16, 13%); and Jordan,
Malaysia, and Pakistan (1/16, 6% each). Overall, only 0.8%
(1/131) of studies were conducted in Africa (South Africa) and
22.1% (29/131) in Oceania (New Zealand: 1/29, 3%; Australia:
28/29, 97%).

In the following sections, we have reported the results according
to our research objectives, whereas a table with the detailed
characteristics of the selected studies is provided in Multimedia
Appendix 3.
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Figure 2. Distribution of selected studies (N=131) by year of publication.

Table 1. Distribution of included studies by country (N=131).

Studies, n (%)Country

43 (32.8)United States

28 (21.3)Australia

10 (7.6)United Kingdom

8 (6.1)Germany

5 (3.8)Denmark

4 (3.1)Sweden

4 (3.1)Iran

3 (2.2)Netherlands

3 (2.2)Turkey

2 (1.5)Brazil

2 (1.5)Canada

2 (1.5)Hong Kong

2 (1.5)Japan

2 (1.5)Norway

2 (1.5)Singapore

1 (0.7)Belgium

1 (0.7)Finland

1 (0.7)Ireland

1 (0.7)Jordan

1 (0.7)Luxemburg

1 (0.7)Malaysia

1 (0.7)New Zealand

1 (0.7)Pakistan

1 (0.7)Slovakia

1 (0.7)South Africa

1 (0.7)Switzerland
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Domains of the eHealth Literacy Model Assessed
Figure 3 presents the years of publication of the included studies
grouped by domain of the eHealth literacy model. In total, 2.2%
(3/131) of the included studies were published before 2006,
when the seminal publications of the eHealth literacy model
appeared [9,24]. These studies included an assessment of
computer literacy. Studies published in 2008 mostly reported
assessments of health literacy.

Of the 131 studies included, none assessed or measured all six
domains of the eHealth literacy model. Most of the studies

(124/131, 94.6%) focused on one of the six domains of the
eHealth literacy model; only 5.3% (7/131) of studies reported
the assessment of two domains, namely health literacy and
digital or computer literacy. Most of the studies that reported
on one literacy domain (124/131, 94.7%) focused on health
literacy (95/124, 76.6%), followed by digital or computer
literacy (19/124, 15.3%), basic or functional literacy (4/124,
3.2%), media literacy (4/124, 3.2%), information literacy (1/124,
0.8%), and scientific literacy (1/124, 0.8%).

Figure 3. Distribution of studies (N=131) by eHealth literacy model domain.

Health Conditions Addressed and Technologies Used
Table 2 provides a summary of the selected studies grouped by
technology category and health condition category.

A large number of studies (61/131, 46.5%) discussed
interventions addressing NCDs, such as hypertension, obesity,
end-stage kidney disease, type 2 diabetes, chronic kidney
disease, heart disease (vascular disease, cerebrovascular
disorders, ischemic heart disease, coronary artery disease, and
heart failure), fibromyalgia syndrome, and asthma. Of these 61

NCD-focused studies, 3 (5%) also discussed mental health
topics, and 1 (2%) covered sexual and reproductive health. The
second most covered category of health conditions was mental
health (26/131, 19.8%), including depression, eating disorders,
mental and behavioral disorders, anxiety, and suicide prevention.
Other topics included health education (16/131, 12.2%), such
as health promotion, health communication, patient provider
communication and literacy, aging and maternal and infant
health (4/131, 3.0% of studies), sexual and reproductive health,
and substance use (3/131, 2.2% of studies each). The remaining
11.4% (15/131) studies covered a variety of health topics.
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Table 2. Number of studies by health condition category and type of technology used.

Total (N=131),
n (%)

Hybrid (n=8), n
(%)

EHRsa (n=5), n
(%)

Telehealth
(n=10), n (%)

Mobile based
(n=40), n (%)

Web based
(n=68), n (%)

Health condition and technology used

56 (42.7)6 (75)3 (60)6 (60)19 (47.5)22 (32.4)NCDsb

3 (2.3)0 (0)0 (0)0 (0)2 (5)1 (1.5)NCDs—mental health

1 (0.8)1 (12.5)0 (0)0 (0)0 (0)0 (0)NCDs—sexual and reproductive health

26 (19.8)0 (0)0 (0)1 (10)4 (10)21 (30.9)Mental health

4 (3.1)0 (0)0 (0)1 (10)1 (2.5)2 (2.9)Aging

16 (12.2)0 (0)2 (40)1 (10)4 (10)9 (13.2)Health education topics

4 (3.1)0 (0)0 (0)0 (0)2 (5)2 (2.9)Maternal and infant health

3 (2.3)0 (0)0 (0)0 (0)1 (2.5)2 (2.9)Sexual and reproductive health

3 (2.3)0 (0)0 (0)0 (0)1 (2.5)2 (2.9)Substance use

15 (11.5)1 (12.5)0 (0)1 (10)6 (15)7 (10.3)Other health topics

aEHR: electronic health record.
bNCD: noncommunicable disease.

With regard to the technologies used, most studies included
web-based interventions (68/131, 51.9%), followed by
mobile-based (40/131, 30.5%), telehealth (10/131, 7.6%) EHRs
(5/131, 3.8%), and hybrid interventions (8/131, 6.1%). Examples
of web-based technology included e-learning portals for
specialized training [50,51], experimental websites, and social
media platforms [52-54], which are used to deliver motivational
or informational campaigns. Mobile-based interventions
included health apps [55-57], SMS text messaging or WhatsApp
[58], games [59,60], and interactive voice response [61,62].
Telehealth interventions included rehabilitation programs
[63,64] or remote counseling [65]. Hybrid interventions included
combinations of mobile apps and EHRs [55-57], SMS text
messaging and EHRs [66], or a mix of web- and mobile-based
technologies [67].

Among web-based interventions (n=68), most focused on NCDs
(22/68, 32%), mental health (21/68, 31%), and health education
topics (9/68, 13%). Mobile-based interventions (n=40) followed
a similar pattern, with approximately half of the studies focusing
on NCDs (19/40, 48%) or other health topics (6/40, 15%). Most
telehealth (6/10, 60%), EHR (3/5, 60%), and hybrid (6/8, 75%)
interventions focused on NCDs.

Discussion

Principal Findings
This is the first scoping review examining the extent to which
DHIs have assessed, accounted for, and reported any of the six
domains of the eHealth literacy model by Norman and Skinner
[9]. We identified a sizable literature discussing DHIs developed
in 26 countries, spanning two decades. The eHealth literacy
model [9] and eHEALS [24] date back to 2006, but we included
3 studies that were published before that year and all assessed
computer literacy. This might indicate that attention toward the
ability to use technology was a research interest in the early
2000s. However, this interest has not grown exponentially and
concomitantly with the growth of DHIs. It is interesting to
observe that the assessment of digital literacy has grown only

after 2015, but it has remained below the assessment of health
literacy, which was the domain assessed the most over time.
There is no clear explanation for these trends. A bibliometric
analysis of the studies cited in the seminal papers mentioned
above could reveal the connections between publications and
demonstrate when the eHealth literacy model has received more
citations.

Most of the evidence comes from the Global North, that is, from
English-speaking countries including the United States,
Australia, and the United Kingdom. A few studies have been
conducted in countries of the Global South, such as Africa,
Latin America, or South East Asia. This finding is consistent
with that reported in a recent scoping review on digital health
innovations [68] and in a recent bibliometric analysis of research
on mHealth apps [69], which showed a predominance of articles
published in the United States, the United Kingdom, Australia,
and Canada. Publication bias and limited evidence from
developing countries or the Global South has been previously
reported in the literature [70-72], yet there seems to be a lack
of evidence on DHIs from Africa, the Middle East, South
America, or Southeast Asia. There may be various reasons for
this absence of evidence. First, research on digital technologies
might not have reached an advanced stage to produce
interventions with the highest level of evidence (ie, RCTs).
Second, the existing digital divide might persist in many
countries, both low- and high-income countries [30]; however,
mobile phones and telemedicine are becoming more widely
adopted [46,73]. Third, researchers based in low- and
middle-income countries (LMICs) may be published in
languages other than English or might have limited English
language proficiency, but this latter assumption does not seem
to be grounded in evidence [74,75]. Another reason might be
that researchers in LMICs might choose to publish in journals
that are not indexed in the databases we searched. Alternatively,
researchers in LMICs might not have the possibility to publish
their results because of a lack of funding for open access
publications or because editors demonstrate publication bias
[72]. Regardless of the reasons, we call for digital health
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researchers based in countries of the Global South to publish
more study protocols and diffuse intervention results; we also
call the international community of editors and publishing
houses to incentivize or support research published from these
underrepresented countries, so that stronger conclusions can be
drawn from a truly global evidence base.

Domains of the eHealth Literacy Model Assessed
Our findings showed that none of the 131 selected DHIs
conducted in the last 20 years accounted for or assessed all six
domains of the eHealth literacy model. Although these
interventions were included because they assessed at least one
domain of the model, only 5.3% (7/131) of studies included the
assessment of more than one domain. These 7 studies assessed
only digital and health literacy. Our study also shows that most
DHIs have assessed and evaluated health literacy [19] among
intervention participants, which is an important factor that can
determine the health outcomes of a study [21,31,32]. Although
the focus on health literacy in DHIs is consistent with some
literature reviews combining the study of health literacy
identified through our searches [5,22,26,34,35,49], it is
somewhat surprising that none of the other four domains of the
eHealth literacy model were concomitantly addressed.

There are numerous explanations for these findings. First,
researchers specialized in DHIs might not be familiar with or
might have ignored the original model, even though the seminal
paper by Norman and Skinner [9] and the paper describing the
eHEALS [24] are highly cited (as of October 17, 2020, Google
Scholar showed 1128 and 1450 citations, respectively). Second,
researchers might have decided to focus on other domains of
the model while making implicit or explicit assumptions about
the levels of literacy in other domains. For example, the limited
evidence related to the assessment of the domains of scientific,
information, media, and functional literacy might be based on
the assumption that digital literacy instruments, such as the
popular eHEALS [24], include questions related to the use of
information on the internet as a medium of search information;
hence, these could be associated with media and information
literacy domains. However, there exist several instruments that
specifically assess media literacy [76,77], scientific literacy
[78,79], and information literacy [80,81]. Moreover, Norman
and Skinner [9] did not consider overlapping elements when
they developed the eHealth literacy model, which considers the
six domains as distinct and separate.

Although intervention designers should aim to develop content
that is understood by people with low functional literacy [82,83],
this fact should be proven or verified by the same intervention
designers. One way to do so is to assess functional literacy or
to report the level of literacy rather than to just develop the
content of the intervention through formal readability and
usability testing. The fact that other domains of the eHealth
literacy model were not always conducted raises concerns about
the generalizability of such interventions across the eHealth
literacy spectrum. DHIs tend to attract tech-savvy, healthy
volunteers who have access to technology and who might have
different sociodemographic and psychological profiles compared
with people who belong to vulnerable segments of the
population and do not have access to technology [30].

Another important finding was that few identified DHIs assessed
digital literacy (n=26). Not assessing digital literacy is based
on the assumption that all participants are equally able to use
technology and are able to make sense of the information
delivered. This assumption might not be tenable in all contexts,
and it does not allow researchers to understand whether
participants appropriately received the intervention. In other
words, health literacy is context-specific and varies according
to different situations and topics. Arguably, health and digital
literacy might act as moderators of intervention effects and not
including these factors might underestimate or overestimate
intervention effects [84].

The limited assessment of digital literacy in DHIs also raises
some ethical considerations in terms of equity and social justice,
as these interventions tend to attract highly educated, healthy,
and digitally literate individuals who have easy access to
technology, leaving out less-educated and poorer segments of
the population, who may be most in need of the interventions
themselves [30,85]. This selection bias isolates segments of the
population that are traditionally difficult to reach [86,87], yet
it is important to acknowledge that the results of DHIs might
be less generalizable than interventions that do not use
technology.

Another reason for the absence of a comprehensive and accurate
assessment of the six domains of the eHealth literacy model
might be due to the fact that this assessment will be unfeasible
and daunting for the participants. Holding constant the basic or
functional literacy (ie, numeracy and ability to read), assessing
all six domains using existing scales for media, scientific, health,
digital, and information literacy would require longer
questionnaires that will take more time to complete, which might
discourage participation in these studies. For example, one of
the most used instruments to assess digital literacy is the
relatively short (8 items) eHEALS [24]. However, for
context-specific domains such as health literacy [9], there are
many more instruments available, which vary in length and
complexity [25,88]. A recent review identified 43 different
instruments [89], and the Health Literacy Toolshed database
included 200 measures [90]. Similar issues of measurement
pertain to the assessment of literacy in a digital world [91],
including media literacy [92]. Nevertheless, we urge digital
health researchers to find ways to assess and evaluate the
different domains of the eHealth literacy model, so that they
can gain a better understanding of the study participants’
characteristics, abilities, and needs. If measuring all domains
might appear unfeasible, we suggest that DHI researchers
prioritize the assessment of digital literacy—using the short
eHEALS [24]—and health literacy, which is context specific,
according to the model by Norman and Skinner [9]. Once the
health topic or context is defined (mental health, breast cancer,
etc), the choice of a short, yet valid instrument to assess health
literacy in that context would become easier. As digital health
and health literacy can change due to the intervention itself, we
recommend assessing these constructs before and after the
intervention. Finally, media, scientific, and traditional literacy
are analytical skills that are not specific to any context; it would
be easier for researchers to routinely assess these domains before
the start of any intervention.
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Health Conditions Addressed and Technologies Used
This scoping review showed that the selected DHIs published
in the last 20 years focused mostly on NCDs, delivered via web-
or mobile-based platforms. This is consistent with the findings
of a few recent scoping reviews focusing on research on DHIs
for behavior change [93,94] or in a recent bibliometric analysis
of mHealth apps [69]. Although most DHIs have covered NCDs
and mental health, there are many avenues for digital health.
Further systematic reviews could be developed to specifically
qualify and quantify the effectiveness of DHIs delivered via
web or mobile phones in reducing NCDs and mental health
issues. These systematic reviews could also anticipate sensitivity
analyses based on the modes of delivery, length of the
interventions, or the assessment of eHealth literacy model
domains. This scoping review provides a valuable map of the
evidence and sets the research agenda for DHIs in the coming
years.

Strengths and Limitations
To the best of our knowledge, this is the first scoping review
that systematically examined evidence pertaining to the
application of the eHealth literacy model by Norman and
Skinner [9] in DHIs. We looked at the highest quality of
evidence, following a predetermined search strategy and a
systematic approach to appraise the literature, without restricting
our searches to specific periods, populations, countries, or health
conditions. Nevertheless, this study has some limitations that

are common to many other systematic or scoping reviews. These
limitations include the fact that we looked only at peer-reviewed
articles available in English. It is possible that some evidence
on the use of the eHealth literacy model could have been
reported in non–peer-reviewed or gray literature. Another
limitation is related to the use of an RCT filter and focus on the
RCT study design. Although RCTs provide the highest level of
evidence, according to Grading of Recommendations
Assessment, Development and Evaluation standards [40], it
might be possible that some relevant research entailed the use
of other types of study designs.

Conclusions
This review suggests that future DHIs should focus more on
the assessment of the eHealth literacy domains when developing
a DHI, especially the domains that are assessed the least, such
as scientific, media, basic, and information literacy. Even though
assessing all domains of the eHealth literacy model might be
unfeasible, it would allow researchers to account for factors that
might moderate or mediate the effects of the interventions on
the targeted health outcomes.

Future systematic reviews should be conducted to examine the
effects of DHIs on various health outcomes identified in this
review by anticipating subgroup or sensitivity analyses
comparing different types of intervention, delivery modes, and
most importantly different levels of health literacy or digital
literacy.
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Abstract

Background: Multiple symptoms of suicide risk have been assessed based on visual and auditory information, including flattened
affect, reduced movement, and slowed speech. Objective quantification of such symptomatology from novel data sources can
increase the sensitivity, scalability, and timeliness of suicide risk assessment.

Objective: We aimed to examine measurements extracted from video interviews using open-source deep learning algorithms
to quantify facial, vocal, and movement behaviors in relation to suicide risk severity in recently admitted patients following a
suicide attempt.

Methods: We utilized video to quantify facial, vocal, and movement markers associated with mood, emotion, and motor
functioning from a structured clinical conversation in 20 patients admitted to a psychiatric hospital following a suicide risk attempt.
Measures were calculated using open-source deep learning algorithms for processing facial expressivity, head movement, and
vocal characteristics. Derived digital measures of flattened affect, reduced movement, and slowed speech were compared to
suicide risk with the Beck Scale for Suicide Ideation controlling for age and sex, using multiple linear regression.

Results: Suicide severity was associated with multiple visual and auditory markers, including speech prevalence (β=−0.68,

P=.02, r2=0.40), overall expressivity (β=−0.46, P=.10, r2=0.27), and head movement measured as head pitch variability (β=−1.24,

P=.006, r2=0.48) and head yaw variability (β=−0.54, P=.06, r2=0.32).

Conclusions: Digital measurements of facial affect, movement, and speech prevalence demonstrated strong effect sizes and
linear associations with the severity of suicidal ideation.

(J Med Internet Res 2021;23(6):e25199) doi: 10.2196/25199

KEYWORDS

digital phenotyping; digital biomarkers; digital health; depression; suicidal ideation; digital markers; digital; facial; suicide;
suicide risk; visual; auditory
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Introduction

Timely, efficient, sensitive, and noninvasive measurement
approaches are required to improve suicide risk assessment [1].
One promising avenue is the use of remote digital monitoring
methodologies that utilize smart devices, such as phones and
wearables, in conjunction with deep learning algorithms to infer
behavioral and physiological states associated with suicide risk
[2,3].

While suicide risk is often comorbid with other mental disorders,
in particular, major depressive disorder (MDD) and
schizophrenia, suicidal behavior is increasingly recognized as
unique in presentation and risk profile [4-7]. Based on prior
knowledge, visual and auditory data sources represent a
compelling direction in the objective measurement of behavior
associated with suicide risk. Emil Kraepelin first observed that
suicide risk was associated with melancholic states characterized
by slowed speech, where patients appeared to “become mute
in the middle of a sentence,” and further observed how “the
facial expression and the general attitude are sleepy and languid,
the speech is low…” [8]. More contemporarily, reduced facial
expressivity and movement measured using standardized coding
schemes based on videos of patient interviews differentiated
depressed patients with and without suicide risk [9], and altered
vocal characteristics have been observed in acutely suicidal
patients [5].

A number of visual and auditory characteristics can be directly
quantified, including gross motor activity [10], head movement
variability [11-13], facial activity [14], and properties of speech
[15]. The automated measurement of these clinical features
introduces the possibility of objective digital assessment of
visual and auditory markers of suicide risk. Given that audio
and video data sources can be captured remotely, this further
introduces the possibility of greatly scaling the reach and
frequency of assessment. Increased scale and objectivity can
facilitate increased accuracy and accessibility of clinical risk
and treatment response assessment.

Visual and auditory biomarkers were selected based on a
mechanistic theory that reduced serotonin, a key risk factor for
suicidal behavior and a primary biological target for treatment
of MDD, will affect behavioral characteristics, including an
individual’s speech, head movement, and facial activity.
Serotonergic tone is known to mechanistically impact motor
functioning directly and via interactions with dopamine and
norepinephrine signaling [16-18]. Depleted serotonin has been
observed in the postmortem brains of individuals with MDD
[19] and those who have committed suicide [20]. Furthermore,
direct pharmacological manipulation of serotonin using selective
serotonin reuptake inhibitors (SSRIs) increases suicide risk
[21,22].

While novel measurements are promising, validation is required
before such metrics can be interpreted clinically. Key steps for
validation include comparison to traditional clinical measures,
both cross-sectionally and as they change alongside treatment
and disease course [23]. Such measures should strive to be easy
to collect, should have increased sensitivity to facilitate frequent
and accurate assessment, and should be validated in relationship

to narrower biological phenotypes and treatment targets than
traditional endpoints offer. This will lead to improved dynamic
treatment research and clinical decision making based on
modulation of underlying neurobiological deficits [24,25].

In this study, we examined measurements extracted from video
interviews using open-source deep learning algorithms to
quantify facial, vocal, and movement behaviors in relation to
suicide risk severity in patients interviewed soon after admission
to a psychiatric hospital following a suicide attempt.

Methods

Study Participants
Participants were recruited from the Psychiatric University
Hospital, Zurich, Switzerland, as part of the “SIMON–Suicide
Ideation MONitoring” study. The SIMON study has been funded
by the Digital Lives initiative of the Swiss National Science
Foundation (SNSF) and was approved by the ethics committee
of the Faculty of Philosophy, University of Zurich (approval
number: 19.2.1). The study aims to develop a digital protocol
to monitor and predict suicidal ideation and hospital readmission
in high-risk psychiatric patients. Digital markers of
psychopathology are set to be derived from smartphone-based
experience sampling, mobile passive sensing, and video
recordings of patient free speech.

Patients were included in the study if they met the following
criteria: (1) admission to the hospital after a suicide attempt or
in the context of suicidal ideation, and suicidal ideation was
identified in the first diagnostic intake interview, (2) sufficient
knowledge of the German language, (3) being a smartphone
user, and (4) discharge from the clinic after identification of
suicidal ideation, with established outpatient care contact with
a physician or psychologist. Patients were excluded if they met
the following criteria: (1) planning to leave the greater Zurich
area within the study period, (2) sharing a smartphone with
another person, and (3) being active military personnel.
Researchers kept track of all patients admitted to the hospital
and contacted the treating psychologist or physician in case of
eligibility. Patients who met the inclusion criteria and for whom
an approval from the psychologist or physician was granted
were informed about the study. If patients agreed to participate
in the study, they were invited for a baseline assessment
appointment that entailed the following: (1) detailed information
about the study, (2) collection of informed consent signed by
the patient, (3) assessment of current mental disorders with the
Mini International Neuropsychiatric Interview (MINI; version
6), (4) a short videotaped semistructured qualitative interview
(for which additional informed consent signed by the patient
was obtained) upon agreement, (5) electronic/pen and paper
questionnaires evaluating relevant psychological variables, and
(6) smartphone app installation. Participants were reimbursed
with up to CHF 120 (US $127).

At the time of the video assessment, all patients had an inpatient
status at the Psychiatric University Hospital Zurich. We recruited
patients admitted to the psychiatric hospital to ensure an
appropriate reach and a sufficient sample size of the high-risk
psychiatric patient group. For practical reasons and because of
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the format of the semistructured interviews (ie, questions asked
by the researcher and video recordings with a tablet), we
obtained video recordings during the baseline interview, when
patients were still inpatients. However, the remaining parts of
the study (ie, remote patient monitoring using smartphones)
commenced after patients were discharged from the hospital.
In that way, we assessed patient well-being and behavior in an
ecologically valid manner outside the hospital. However, this
study only focused on the video recordings from the time
patients were inpatients.

Participants were recruited for the study on a rolling basis. At
the time of the analysis, 30 patients agreed to participate in the
videotaped interview, of whom 20 completed the necessary
baseline questionnaires. Ultimately, the analysis was conducted
on a sample of 20 patients.

Clinical Assessment of Suicidality
Assessment of suicide risk was completed at baseline. The Beck
Scale for Suicide Ideation (BSS) questionnaire (German
validated version) [26] was administered to evaluate patients’
current intensity of attitudes, plans, and behaviors to commit
suicide. Patients’ history of nonsuicidal self-injury and suicide
attempts was assessed using the following two self-report items
from the Self-Injurious Thoughts and Behaviors Interview
(SITBI): (1) “In your life, have you purposefully hurt yourself
without wanting to die?” and (2) “How many times in your
lifetime have you made an attempt to kill yourself during which
you had at least some intent to die?” [27,28].

Collection of Video and Audio Data
At baseline, patients were given the choice of additionally
participating in a video-recorded interview. Upon agreement,
patients signed an informed consent form specific to this part
of the study. A short videotaped semistructured qualitative
interview was performed. A laptop was placed on the table in
front of the patient, and 1-minute video and audio samples were
recorded. During the qualitative video interview, participants
answered introductory questions assessing their current state,
as well as questions about experiences with different valences
(ie, neutral, positive, and negative) and temporal dimensions
(ie, past, present, and future). Overall, the following six video
and audio samples, each at 1 minute, were recorded per
participant: introduction (neutral present), neutral, positive past,
positive future, negative past, and negative future. Multimedia
Appendix 1 displays exemplary questions asked for each
category. The conversation for each category starts with the
central question (first in order) asked by the researcher, followed
by additional questions to keep the participant involved and
talking during the 1-minute recordings.

Machine Learning Computer Vision and Voice
Analysis
All analyses were conducted in a Python environment using
open-source tools. No novel machine learning models were
trained for the purposes of this study, rather existing tools for
the measurement of facial expressivity [29], vocal acoustics
[30], and patterns of movement [31] were utilized. The code
used to calculate the biomarkers has been compiled into its own
open-source package, which allows for other researchers to

replicate the methods used in this manuscript [32]. The videos
were segmented to only include the participants’ responses to
the questionnaires, with behaviors during free speech cropped
out and then concatenated for analysis of digital markers.

Facial Activity Analysis
Initially, all videos were segmented into frames, resulting in a
minimum of 33 image frames per second. Thereafter, OpenCV,
an open-source computer vision software package [33], was
used to segment each image into three matrices consisting of
red, blue, and green spectrum pixels. Subsequently, each frame
was analyzed using OpenFace [29], an open source software
package that has demonstrated validity next to expert human
ratings of Facial Action Coding Scheme (FACS) [34], a
standardized methodology to measure facial movements that
reflect activity in the underlying human facial musculature
utilized in the production of basic emotions. Specifically, for
each frame, OpenFace outputs (1) a binary value indicating the
presence of an action unit and (2) a continuous value indicating
the intensity with which the action unit is being expressed.
Action unit intensities were used to derive measures of
individual emotional expressivity (ie, happiness expressivity,
sadness expressivity, fear expressivity, anger expressivity,
surprise expressivity, and disgust expressivity). Action unit
intensities were also used to calculate overall expressivity
regardless of emotion.

Movement Analysis
The angle of the head’s pitch (up and down movement) and
yaw (side to side movement) was acquired for each video frame
using OpenFace. The standard deviations of the frame-wise
pitch and yaw measurements were used as indicators of head
movement (ie, head pitch variability and head yaw variability).

Voice Analysis
Recordings were segmented into speech and nonspeech parts
using Parselmouth, an open-source software package utilized
for vocal analysis [30]. The percentage of the audio file where
speech was recorded as opposed to no speech (ie, speech
prevalence) was calculated to represent how much the
participant was talking given the length of the recording.

Data Analysis
Initially, BSS scores were regressed on all movement, facial,
and audio markers controlling for age and sex using separate
multiple linear regressions. Facial activity, movement, and voice
are all behavioral characteristics that are influenced by both age
and sex. Hence, it was important to conduct a multiple linear
regression controlling for age and sex in order to remove the
influence of those factors on the final comparisons between
digital measures and BSS scores. In addition to significance
testing, unique variance accounted for in BSS scores by the
digital measures was assessed using Cohen d [35]. Following
analysis of overall expressivity, the BSS was regressed on
expressivity of each emotion correcting for multiple comparisons
using false discovery rate adjustment to reduce P-value inflation
due to chance.
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Results

Suicide Severity
Suicidal ideation severity on the BSS across subjects was, on
average, above the clinical cutoff of 9, indicating severe suicide
risk (µ=10.9, σ=10.2, range 0-31) and an average count of three
past suicide attempts (σ=6.9, range 0-30).

Facial Activity
Controlling for age and sex, overall expressivity demonstrated
a significant negative linear association with BSS scores,
indicating that decreased facial activity is associated with greater

suicide risk (β=−0.46, P=.01, r2=0.27). This indicates that facial

activity decreases as suicide severity increases, with the
strongest evidence in the context of facial expressions without
emotional expressions.

To better understand if particular emotions contributed to the
observation of composite expressivity, we regressed BSS scores
with individual emotional expressivity, sex, and age. P values
were adjusted using false discovery rate adjustment. Post-hoc
analyses demonstrated significance using Benjamini-Hochberg
adjusted P values for sadness expressivity (β=−0.68, P=.01,

r2=.43), surprise expressivity (β=−0.74, P=.002, r2=0.53), and

disgust expressivity (β=−0.64, P=.04, r2=0.35), but not for fear,
anger, and happiness expressivity (Table 1).
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Table 1. Results from multiple linear regression between Beck Scale for Suicide Ideation questionnaire scores and digital measurements of facial
expressivity, vocal behavior, and head movement, controlling for age and sex.

P valueAdjusted R2R2F (df)P valuet (df)Standard errorCoefficientPredictor

.46−0.0170.1530.9013 (1)Regression 1

.600.531 (18)0.3800.2020Constant

.46−0.762 (18)0.322−0.2456Anger expressivity

.350.960 (18)0.0070.0068Age

.510.680 (18)0.1720.1167Sex

.080.2200.3502.6930 (1)Regression 2

.620.506 (18)0.2400.1213Constant

.04−2.305 (18)0.278−0.6401Disgust expressivity

.071.980 (18)0.0060.0120Age

.350.972 (18)0.1460.1422Sex

.400.0070.1731.0430 (1)Regression 3

.500.692 (18)0.3800.2628Constant

.34−0.978 (18)0.328−0.3210Fear expressivity

.410.842 (18)0.0070.0060Age

.540.620 (18)0.1700.1056Sex

.58−0.0560.1200.6834 (1)Regression 4

.990.018 (18)0.2920.0051Constant

.93−0.089 (18)0.255−0.0228Happiness expressivity

.251.194 (18)0.0070.0083Age

.410.852 (18)0.1780.1517Sex

.040.3110.4263.7140 (1)Regression 5

.121.629 (18)0.2700.4394Constant

.01−2.830 (18)0.240−0.6785Sadness expressivity

.161.480 (18)0.0060.0082Age

.82−0.228 (18)0.1520.0345Sex

.0080.4400.5335.7130 (1)Regression 6

.83−0.223 (18)0.198−0.0441Constant

.002−3.645 (18)0.204−0.7437Surprise expressivity

.022.734 (18)0.0050.0143Age

.081.912 (18)0.1270.2421Sex

.190.1200.2671.8200 (1)Regression 7

.350.961 (18)0.3000.2881Constant

.10−1.734 (18)0.264−0.4585Overall expressivity

.420.833 (18)0.0060.0054Age

.241.234 (18)0.1580.1947Sex

.0460.2850.4043.3890 (1)Regression 8

.221.285 (18)0.2560.3291Constant

.02−2.674 (18)0.255−0.6808Speech prevalence

.340.991 (18)0.0060.0057Age

.0472.170 (18)0.1580.3429Sex

.020.3710.4764.5330 (1)Regression 9
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P valueAdjusted R2R2F (df)P valuet (df)Standard errorCoefficientPredictor

.111.689 (18)0.2480.4192Constant

.006−3.189 (18)0.391−1.2465Head pitch variability

.042.294 (18)0.0050.0124Age

.81−0.239 (18)0.143−0.0342Sex

.120.1810.3170.1170 (1)Regression 10

.690.411 (18)0.2450.1006Constant

.06−2.081 (18)0.260−0.5408Head yaw variability

.071.979 (18)0.0060.0125Age

.271.146 (18)0.1500.1723Sex

Voice Analysis
Controlling for age and sex, speech prevalence demonstrated a
significant negative linear association with BSS scores,
indicating that suicide severity scores increased as speech

decreased (β=−0.68; P=.02, r2=0.40; Table 1).

Movement Analysis
Controlling for age and sex, both head pitch variability and
head yaw variability demonstrated significant negative linear
relationships with suicide severity (βpitch=−1.24, P=.006,

r2=0.48; βyaw=−0.54, P=.055, r2=0.32), indicating that lower
levels of head movement were associated with greater suicide
severity scores (Table 1).

Discussion

We examined visual and auditory measures of facial activity,
head movement, and speech production, which were all
calculated using deep learning algorithms applied to open-ended
clinical interviews with psychiatric patients following a suicide
attempt. The goal of this work was to determine if key indicators
of suicide severity could be measured in an objective and
automated manner using video data captured during clinical
interviews that provided structured questions, but were otherwise
kept deliberately open to mimic psychiatric interviewing in
routine care. Achieving this goal provides a proof of concept
that suicide risk can be assessed through analysis of unstructured
video interview data in conjunction with deep learning
algorithms designed to measure clinical/behavioral
characteristics.

Objective measurements of visual and auditory markers of
suicidality calculated from videos of patient behavior can be
useful in the context of psychiatric care and clinical research,
in particular, if the measurements can be acquired without
specialized hardware using video or audio from regular
patient-clinician interactions, as has been demonstrated in this
study. Such tools have applications in clinical practice as they
can allow for remote measurement of symptomatology. For
example, virtual clinic visits through video calls can involve
digital measurements to assess mental health if such
measurements are integrated into the technology utilized.
Existing smartphone-based platforms allow for the collection
of video and audio data and subsequent calculation of digital

measures, and can be applied in out-patient settings to remotely
acquire these measurements without adding further burden on
the clinical staff [36-38]. Of course, such technologies face a
great deal of challenges before they can be deployed in patient
care, starting with further validation of methodologies, passage
through regulatory review as dependable clinical measures, and
adoption by health care professionals into their day-to-day
clinical workflows [39]. Ultimately, methods that can provide
remote, objective, and passive measurement of clinical
functioning can greatly increase the reach of treatment
development, dissemination, and personalization [25,40].

Finally, the studied markers were selected based on a
mechanistic theory that reduced serotonin in the brain, a key
risk factor for suicidal behavior, will manifest in behavioral
characteristics, including those involving a patient’s speech,
head movement, and facial activity. These primary hypotheses
were confirmed. Overall facial expressivity, speech activity,
and head movement during spontaneous behavior, which are
all downstream effects of motor slowing, were correlated with
BSS scores. This work provides a proof of concept that proxy
markers of underlying neurobiological functioning can be used
to measure clinical risk. Demonstrating this indicates that there
is potential to remotely measure more specific neurobiological
phenotypes to determine risk or examine the response to
treatment. For example, owing to suicide risk associated with
SSRIs, there is a need for close clinical monitoring during the
initiation of treatment. Similarly, such models may be useful
to determine who would benefit from treatments that affect
serotonergic tone. Ultimately, by measuring a more specific
biologically based phenotype, there is greatly increased
opportunity to improve sensitivity of measurement and
specificity of treatment [24].

The work has key limitations. First, this work represents a proof
of concept. The indicated markers for risk assessment or
measurement of clinical severity should only be used in an
exploratory manner until such markers can be validated in larger
and more diverse clinical populations and settings. We need to
directly determine the amount of video data needed and the
clinically meaningful cutoffs to determine clinical functioning.
It is likely that like traditional suicide risk assessment, multiple
characteristics together are needed to determine risk or severity.
Multiple digital measures can be combined to produce a more
robust metric, but like traditional scale development, this
requires larger samples from diverse populations. Importantly,
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the current work uses open-source software, and additionally,
we have published our software methods. As such, there is no
access barrier for researchers to implement identical methods
to test and extend the current approach. An open-source
approach lends itself to rapid replication, extension, and
implementation.

Ultimately, this proof-of-concept study demonstrates that
theoretically grounded visual and auditory digital measurements
are valid as markers of suicide severity. This effort provided a
digital approach akin to traditional clinical assessment whereby
a skilled clinician listens to a patient and applies internal
working models developed through years of experience to assess
clinical functioning.
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Multimedia Appendix 1
Exemplary questions for the six categories of the videotaped semistructured qualitative interview.
[DOCX File , 21 KB-Multimedia Appendix 1]
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BSS: Beck Scale for Suicide Ideation
MDD: major depressive disorder
SSRI: selective serotonin reuptake inhibitor
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